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Overview

Description

A report detailing an ongoing cyberattack campaign by the North Korean APT group Kimsuky,
which is targeting university staff, researchers, and professors to conduct espionage and gather
intelligence for the North Korean government. The group employs phishing tactics,
compromised infrastructure, and customized phishing tools to steal login credentials and gain
access to university networks, enabling them to pilfer research and sensitive data.

Confidence

This value represents the confidence in the correctness of the data contained within this report.

100 / 100

Overview



TLP:CLEAR

N/A

Content



TLP:CLEAR

Attack-Pattern

T1057

T1057

Description

Adversaries may attempt to get information about running processes on a system.
Information obtained could be used to gain an understanding of common software/
applications running on systems within the network. Administrator or otherwise elevated
access may provide better process details. Adversaries may use the information from
[Process Discovery](https://attack.mitre.org/techniques/T1057) during automated discovery
to shape follow-on behaviors, including whether or not the adversary fully infects the
target and/or attempts specific actions. In Windows environments, adversaries could
obtain details on running processes using the [Tasklist](https://attack.mitre.org/software/
S0057) utility via [cmd](https://attack.mitre.org/software/S0106) or “Get-Process’ via
[PowerShell](https://attack.mitre.org/techniques/T1059/001). Information about processes
can also be extracted from the output of [Native API](https://attack.mitre.org/techniques/
T1106) calls such as “CreateToolhelp32Snapshot’. In Mac and Linux, this is accomplished
with the "ps’ command. Adversaries may also opt to enumerate processes via /proc’. On
network devices, [Network Device CLI](https://attack.mitre.org/techniques/T1059/008)
commands such as 'show processes™ can be used to display current running processes.
(Citation: US-CERT-TA18-106A)(Citation: show_processes_cisco_cmd)

71003
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T1003

Description

Adversaries may attempt to dump credentials to obtain account login and credential
material, normally in the form of a hash or a clear text password. Credentials can be
obtained from OS caches, memory, or structures.(Citation: Brining MimiKatz to Unix)
Credentials can then be used to perform [Lateral Movement](https://attack.mitre.org/
tactics/TA0008) and access restricted information. Several of the tools mentioned in
associated sub-techniques may be used by both adversaries and professional security
testers. Additional custom tools likely exist as well.

11078

T1078

Description

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining
Initial Access, Persistence, Privilege Escalation, or Defense Evasion. Compromised
credentials may be used to bypass access controls placed on various resources on systems
within the network and may even be used for persistent access to remote systems and
externally available services, such as VPNs, Outlook Web Access, network devices, and
remote desktop.(Citation: volexity_0day_sophos_FW) Compromised credentials may also
grant an adversary increased privilege to specific systems or access to restricted areas of
the network. Adversaries may choose not to use malware or tools in conjunction with the
legitimate access those credentials provide to make it harder to detect their presence. In
some cases, adversaries may abuse inactive accounts: for example, those belonging to
individuals who are no longer part of an organization. Using these accounts may allow the
adversary to evade detection, as the original account user will not be present to identify
any anomalous activity taking place on their account.(Citation: CISA MFA PrintNightmare)
The overlap of permissions for local, domain, and cloud accounts across a network of
systems is of concern because the adversary may be able to pivot across accounts and
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systems to reach a high level of access (i.e,, domain or enterprise administrator) to bypass
access controls set within the enterprise.(Citation: TechNet Credential Theft)

11056

T1056

Adversaries may use methods of capturing user input to obtain credentials or collect

information. During normal system usage, users often provide credentials to various
different locations, such as login pages/portals or system dialog boxes. Input capture
mechanisms may be transparent to the user (e.g. [Credential APl Hooking](https://
attack.mitre.org/techniques/T1056/004)) or rely on deceiving the user into providing input
into what they believe to be a genuine service (e.g. [Web Portal Capture](https://
attack.mitre.org/techniques/T1056/003)).

11053

T1053

Adversaries may abuse task scheduling functionality to facilitate initial or recurring

execution of malicious code. Utilities exist within all major operating systems to schedule
programs or scripts to be executed at a specified date and time. A task can also be
scheduled on a remote system, provided the proper authentication is met (ex: RPC and file
and printer sharing in Windows environments). Scheduling a task on a remote system
typically may require being a member of an admin or otherwise privileged group on the
remote system.(Citation: TechNet Task Scheduler Security) Adversaries may use task
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scheduling to execute programs at system startup or on a scheduled basis for persistence.
These mechanisms can also be abused to run a process under the context of a specified
account (such as one with elevated permissions/privileges). Similar to [System Binary
Proxy Execution](https://attack.mitre.org/techniques/T1218), adversaries have also abused
task scheduling to potentially mask one-time execution under a trusted system process.
(Citation: ProofPoint Serpent)

T1566

T1566

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of
phishing are electronically delivered social engineering. Phishing can be targeted, known
as spearphishing. In spearphishing, a specific individual, company, or industry will be
targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,
such as in mass malware spam campaigns. Adversaries may send victims emails
containing malicious attachments or links, typically to execute malicious code on victim
systems. Phishing may also be conducted via third-party services, like social media
platforms. Phishing may also involve social engineering techniques, such as posing as a
trusted source, as well as evasive techniques such as removing or manipulating emails or
metadata/headers from compromised accounts being abused to send messages (e.g.,
[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft
OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to
accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the
sender which can be used to fool both the human recipient as well as automated security
tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages
that instruct them to call a phone number where they are directed to visit a malicious URL,
download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
Management Software) or install adversary-accessible remote management tools onto
their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:
Unit42 Luna Moth)
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11192

T1192

Description

Spearphishing with a link is a specific variant of spearphishing. It is different from other
forms of spearphishing in that it employs the use of links to download malware contained
in email, instead of attaching malicious files to the email itself, to avoid defenses that may
inspect email attachments. All forms of spearphishing are electronically delivered social
engineering targeted at a specific individual, company, or industry. In this case, the
malicious emails contain links. Generally, the links will be accompanied by social
engineering text and require the user to actively click or copy and paste a URL into a
browser, leveraging [User Execution](https://attack.mitre.org/techniques/T1204). The
visited website may compromise the web browser using an exploit, or the user will be
prompted to download applications, documents, zip files, or even executables depending
on the pretext for the email in the first place. Adversaries may also include links that are
intended to interact directly with an email reader, including embedded images intended to
exploit the end system directly or verify the receipt of an email (i.e. web bugs/web
beacons). Links may also direct users to malicious applications designed to [Steal
Application Access Token](https://attack.mitre.org/techniques/T1528)s, like OAuth tokens,
in order to gain access to protected applications and information.(Citation: Trend Micro
Pawn Storm OAuth 2017)

11027

11027

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by
encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.
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This is common behavior that can be used across different platforms and the network to
evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid
detection. These payloads may be used during Initial Access or later to mitigate detection.
Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or
Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://
attack.mitre.org/techniques/T1204). The user may also be required to input a password to
open a password protected compressed/encrypted file that was provided by the adversary.
(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or
archived scripts, such as JavaScript. Portions of files can also be encoded to hide the
plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/
Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly
benign files that only reveal malicious functionality when reassembled. (Citation: Carbon
Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://
attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or
directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/
T1059). Environment variables, aliases, characters, and other platform/language specific
semantics can be used to evade signature based detections and application control
mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-
Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017)

11059

T1059

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or
binaries. These interfaces and languages provide ways of interacting with computer
systems and are a common feature across many different platforms. Most systems come
with some built-in command-line interface and scripting capabilities, for example, macOS
and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/
techniques/T1059/004) while Windows installations include the [Windows Command Shell]
(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/
techniques/T1059/001). There are also cross-platform interpreters such as [Python]
(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated
with client applications such as [JavaScript](https://attack.mitre.org/techniques/
T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries
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may abuse these technologies in various ways as a means of executing arbitrary
commands. Commands and scripts can be embedded in [Initial Access](https://
attack.mitre.org/tactics/TA0O001) payloads delivered to victims as lure documents or as
secondary payloads downloaded from an existing C2. Adversaries may also execute
commands through interactive terminals/shells, as well as utilize various [Remote
Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
(Citation: Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance -
Command History)(Citation: Remote Shell Execution in Python)

T1598

11598

Description

Adversaries may send phishing messages to elicit sensitive information that can be used
during targeting. Phishing for information is an attempt to trick targets into divulging
information, frequently credentials or other actionable information. Phishing for
information is different from [Phishing](https://attack.mitre.org/techniques/T1566) in that
the objective is gathering data from the victim rather than executing malicious code. All
forms of phishing are electronically delivered social engineering. Phishing can be targeted,
known as spearphishing. In spearphishing, a specific individual, company, or industry will
be targeted by the adversary. More generally, adversaries can conduct non-targeted
phishing, such as in mass credential harvesting campaigns. Adversaries may also try to
obtain information directly through the exchange of emails, instant messages, or other
electronic conversation means.(Citation: ThreatPost Social Media Phishing)(Citation:
TrendMictro Phishing)(Citation: PCMag FakeLogin)(Citation: Sophos Attachment)(Citation:
GitHub Phishery) Victims may also receive phishing messages that direct them to call a
phone number where the adversary attempts to collect confidential information.(Citation:
Avertium callback phishing) Phishing for information frequently involves social
engineering techniques, such as posing as a source with a reason to collect information
(ex: [Establish Accounts](https://attack.mitre.org/techniques/T1585) or [Compromise
Accounts](https://attack.mitre.org/techniques/T1586)) and/or sending multiple, seemingly
urgent messages. Another way to accomplish this is by forging or spoofing(Citation:
Proofpoint-spoof) the identity of the sender which can be used to fool both the human
recipient as well as automated security tools.(Citation: cyberproof-double-bounce)
Phishing for information may also involve evasive techniques, such as removing or
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manipulating emails or metadata/headers from compromised accounts being abused to
send messages (e.g., [Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).
(Citation: Microsoft OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014)

11102

T1102

Description

Adversaries may use an existing, legitimate external Web service as a means for relaying
data to/from a compromised system. Popular websites and social media acting as a
mechanism for C2 may give a significant amount of cover due to the likelihood that hosts
within a network are already communicating with them prior to a compromise. Using
common services, such as those offered by Google or Twitter, makes it easier for
adversaries to hide in expected noise. Web service providers commonly use SSL/TLS
encryption, giving adversaries an added level of protection. Use of Web services may also
protect back-end C2 infrastructure from discovery through malware binary analysis while
also enabling operational resiliency (since this infrastructure may be dynamically
changed).

T1588

T1588

Description

Adversaries may buy and/or steal capabilities that can be used during targeting. Rather
than developing their own capabilities in-house, adversaries may purchase, freely
download, or steal them. Activities may include the acquisition of malware, software
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(including licenses), exploits, certificates, and information relating to vulnerabilities.
Adversaries may obtain capabilities to support their operations throughout numerous
phases of the adversary lifecycle. In addition to downloading free malware, software, and
exploits from the internet, adversaries may purchase these capabilities from third-party
entities. Third-party entities can include technology companies that specialize in malware
and exploits, criminal marketplaces, or from individuals.(Citation: NationsBuying)(Citation:
PegasusCitizenLab) In addition to purchasing capabilities, adversaries may steal
capabilities from third-party entities (including other adversaries). This can include
stealing software licenses, malware, SSL/TLS and code-signing certificates, or raiding
closed databases of vulnerabilities or exploits.(Citation: DiginotarCompromise)

11082

171082

Description

An adversary may attempt to get detailed information about the operating system and
hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries
may use the information from [System Information Discovery](https://attack.mitre.org/
techniques/T1082) during automated discovery to shape follow-on behaviors, including
whether or not the adversary fully infects the target and/or attempts specific actions.
Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather
detailed system information. If running with privileged access, a breakdown of system data
can be gathered through the “systemsetup™ configuration tool on macOS. As an example,
adversaries with user-level access can execute the “df -aH command to obtain currently
mounted disks and associated freely available space. Adversaries may also leverage a
[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices
to gather detailed system information (e.g. 'show version’).(Citation: US-CERT-TA18-106A)
[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with
information gathered from other forms of discovery and reconnaissance can drive payload
development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools
and Techniques) Infrastructure as a Service (laaS) cloud providers such as AWS, GCP, and
Azure allow access to instance and virtual machine information via APIs. Successful
authenticated API calls can return data such as the operating system platform and status
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of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe
Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API)
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Education

Description

Public or private entities operating to facilitate learning and acquiring knowledge and
skills, composed of infrastructures and services to host teachers, students, and
administrative services related to this activity. This does not include research activities.

Government

Description

Civilian government institutions and administrations of the executive and legislative
branches. The diplomatic and judicial branches are not included.

Sector
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Indicator

nkodfgl@gmail.com

Pattern Type

stix

Pattern

[email-addr:value = 'nkodfgl@gmail.com']

nanmskeo@gmail.com

Pattern Type

stix

Pattern

[email-addr:value = 'nanmskeo@gmail.com']

nasaioyo@gmail.com

Indicator
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Pattern Type

stix

Pattern

[email-addr:value = 'nasaioy0@gmail.com']

nsmnop99@gmail.com

Pattern Type

stix

Pattern

[email-addr:value = 'nsmnop99@gmail.com']

nusiu.live

Pattern Type

stix

Pattern

[domain-name:value = 'nusiu.live']

nasndaoop@gmail.com

Indicator
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Pattern Type

stix

Pattern

[email-addr:value = 'nasndacop@gmail.com']

en.asaninst.org

Pattern Type

stix

Pattern

[hostname:value = 'en.asaninst.org']

osihi.store

Pattern Type

stix

Pattern

[domain-name:value = 'osihi.store']

http://penlu.or.kr/data/view.xn--php-900a

Indicator
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Pattern Type

stix

Pattern

[url:value = 'http://penlu.or.kr/data/view.xn--php-900a']

nabsoiu@daum.net

Pattern Type

stix

Pattern

[email-addr:value = 'nabsoiu@daum.net']

nahoiu95@gmail.com

Pattern Type

stix

Pattern

[email-addr:value = 'nahoiu95@gmail.com’]

sorsi.online

Indicator
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Pattern Type

stix

Pattern

[domain-name:value = 'sorsi.online']

nolpoaw@daum.net

Pattern Type

stix

Pattern

[email-addr:value = 'nolpoaw@daum.net']

no-reply@sisileae.com

Pattern Type

stix

Pattern

[email-addr:value = 'no-reply@sisileae.com']

dorray.site

Indicator
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Pattern Type

stix

Pattern

[domain-name:value = 'dorray.site']

nmakope@daum.net

Pattern Type

stix

Pattern

[email-addr:value = 'nmakope@daum.net']

naokilw@daum.net

Pattern Type

stix

Pattern

[email-addr:value = 'naokilw@daum.net']

penlu.orkr

Indicator



TLP:CLEAR

Pattern Type

stix

Pattern

[domain-name:value = 'penlu.orkr']

simos.online

Pattern Type

stix

Pattern

[domain-name:value = 'simos.online']

wodos.online

Pattern Type

stix

Pattern

[domain-name:value = 'wodos.online']

nboipw@daum.net

Indicator
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Pattern Type

stix

Pattern

[email-addr:value = 'nboipw@daum.net']

aaa@naver.com

Pattern Type

stix

Pattern

[email-addr:value = '‘aaa@naver.com']

audko.store

Pattern Type

stix

Pattern

[domain-name:value = 'audko.store']

wodods.xyz

Indicator
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Pattern Type

stix

[domain-name:value = 'wodods.xyz']

Indicator
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Intrusion-Set

Kimsuky

[Kimsuky](https://attack.mitre.org/groups/G0094) is a North Korea-based cyber espionage
group that has been active since at least 2012. The group initially focused on targeting
South Korean government entities, think tanks, and individuals identified as experts in
various fields, and expanded its operations to include the United States, Russia, Europe,
and the UN. [Kimsuky](https://attack.mitre.org/groups/G0094) has focused its intelligence
collection activities on foreign policy and national security issues related to the Korean
peninsula, nuclear policy, and sanctions.(Citation: EST Kimsuky April 2019)(Citation: BRI
Kimsuky April 2019)(Citation: Cybereason Kimsuky November 2020)(Citation: Malwarebytes
Kimsuky June 2021)(Citation: CISA AA20-301A Kimsuky) [Kimsuky](https://attack.mitre.org/
groups/G0094) was assessed to be responsible for the 2014 Korea Hydro & Nuclear Power
Co. compromise; other notable campaigns include Operation STOLEN PENCIL (2018),
Operation Kabar Cobra (2019), and Operation Smoke Screen (2019).(Citation: Netscout
Stolen Pencil Dec 2018)(Citation: EST Kimsuky SmokeScreen April 2019)(Citation: AhnLab
Kimsuky Kabar Cobra Feb 2019) North Korean group definitions are known to have
significant overlap, and some security researchers report all North Korean state-sponsored
cyber activity under the name [Lazarus Group](https://attack.mitre.org/groups/G0032)
instead of tracking clusters or subgroups.
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Europe

Northern Europe

Northern America

Americas
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United Kingdom

United States of America

Country
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Domain-Name

nusiu.live

audko.store

penlu.orkr

simos.online

dorray.site

osihi.store

wodods.xyz

wodos.online

sorsi.online

Domain-Name
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Email-Addr

nanmskeo@gmail.com

no-reply@sisileae.com
nboipw@daum.net
nkodfgl@gmail.com
aaa@naver.com
nsmnop99@gmail.com
naokilw@daum.net
nolpoaw@daum.net
nmakope@daum.net
nahoiu95@gmail.com
nasaioyo@gmail.com
nabsoiu@daum.net

nasndaoop@gmail.com

Email-Addr
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Hosthame

en.asaninst.org

Hostname
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External References

https://www.cyberresilience.com/threatintel/apt-group-kimsuky-targets-university-
researchers

https://otx.alienvault.com/pulse/66b60042a62e4a29587e0e28
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