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Overview

Description

Cryptodrainer phishing scams have emerged as a significant threat, targeting unsuspecting
individuals through deceptive tactics to steal their digital assets. These scams lure victims with
promises of profits while covertly siphoning their cryptocurrency. Attackers employ social
engineering techniques, phishing websites disguised as legitimate platforms, and QR code
tricks to trick users into divulging login credentials, enabling unauthorized draining of wallets.
Understanding and staying vigilant against these scams is crucial for safeguarding financial
well-being and data security in the cryptocurrency ecosystem.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Attack-Pattern

T1557

T1557

Description

Adversaries may attempt to position themselves between two or more networked devices
using an adversary-in-the-middle (AiTM) technique to support follow-on behaviors such as
[Network Sniffing](https://attack.mitre.org/techniques/T1040), [Transmitted Data
Manipulation](https://attack.mitre.org/techniques/T1565/002), or replay attacks
([Exploitation for Credential Access](https://attack.mitre.org/techniques/T1212)). By
abusing features of common networking protocols that can determine the flow of network
traffic (e.g. ARP, DNS, LLMNR, etc.), adversaries may force a device to communicate through
an adversary controlled system so they can collect information or perform additional
actions.(Citation: Rapid7 MiTM Basics) For example, adversaries may manipulate victim DNS
settings to enable other malicious activities such as preventing/redirecting users from
accessing legitimate sites and/or pushing additional malware.(Citation: ttint_rat)(Citation:
dns_changer_trojans)(Citation: ad_blocker_with_miner) Adversaries may also manipulate
DNS and leverage their position in order to intercept user credentials, including access
tokens ([Steal Application Access Token](https://attack.mitre.org/techniques/T1528)) and
session cookies ([Steal Web Session Cookie](https://attack.mitre.org/techniques/T1539)).
(Citation: volexity_0day_sophos_FW)(Citation: Token tactics) [Downgrade Attack](https://
attack.mitre.org/techniques/T1562/010)s can also be used to establish an AiTM position,
such as by negotiating a less secure, deprecated, or weaker version of communication
protocol (SSL/TLS) or encryption algorithm.(Citation: mitm_tls_downgrade_att)(Citation:
taxonomy_downgrade_att_tls)(Citation: tlseminar_downgrade_att) Adversaries may also
leverage the AiTM position to attempt to monitor and/or modify traffic, such as in
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[Transmitted Data Manipulation](https://attack.mitre.org/techniques/T1565/002).
Adversaries can setup a position similar to AiTM to prevent traffic from flowing to the
appropriate destination, potentially to [Impair Defenses](https://attack.mitre.org/
techniques/T1562) and/or in support of a [Network Denial of Service](https://
attack.mitre.org/techniques/T1498).

T1585

11585

Description

Adversaries may create and cultivate accounts with services that can be used during
targeting. Adversaries can create accounts that can be used to build a persona to further
operations. Persona development consists of the development of public information,
presence, history and appropriate affiliations. This development could be applied to social
media, website, or other publicly available information that could be referenced and
scrutinized for legitimacy over the course of an operation using that persona or identity.
(Citation: NEWSCASTER2014)(Citation: BlackHatRobinSage) For operations incorporating
social engineering, the utilization of an online persona may be important. These personas
may be fictitious or impersonate real people. The persona may exist on a single site or
across multiple sites (ex: Facebook, LinkedIn, Twitter, Google, GitHub, Docker Hub, etc.).
Establishing a persona may require development of additional documentation to make
them seem real. This could include filling out profile information, developing social
networks, or incorporating photos.(Citation: NEWSCASTER2014)(Citation:
BlackHatRobinSage) Establishing accounts can also include the creation of accounts with
email providers, which may be directly leveraged for [Phishing for Information](https://
attack.mitre.org/techniques/T1598) or [Phishing](https://attack.mitre.org/techniques/
T1566).(Citation: Mandiant APT1) In addition, establishing accounts may allow adversaries
to abuse free services, such as registering for trial periods to [Acquire Infrastructure]
(https://attack.mitre.org/techniques/T1583) for malicious purposes.(Citation: Free Trial
PurpleUrchin)
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11586

T1586

Description

Adversaries may compromise accounts with services that can be used during targeting. For
operations incorporating social engineering, the utilization of an online persona may be
important. Rather than creating and cultivating accounts (i.e. [Establish Accounts](https://
attack.mitre.org/techniques/T1585)), adversaries may compromise existing accounts.
Utilizing an existing persona may engender a level of trust in a potential victim if they
have a relationship, or knowledge of, the compromised persona. A variety of methods exist
for compromising accounts, such as gathering credentials via [Phishing for Information]
(https://attack.mitre.org/techniques/T1598), purchasing credentials from third-party sites,
brute forcing credentials (ex: password reuse from breach credential dumps), or paying
employees, suppliers or business partners for access to credentials.(Citation: AnonHBGary)
(Citation: Microsoft DEV-0537) Prior to compromising accounts, adversaries may conduct
Reconnaissance to inform decisions about which accounts to compromise to further their
operation. Personas may exist on a single site or across multiple sites (ex: Facebook,
LinkedIn, Twitter, Google, etc.). Compromised accounts may require additional
development, this could include filling out or modifying profile information, further
developing social networks, or incorporating photos. Adversaries may directly leverage
compromised email accounts for [Phishing for Information](https://attack.mitre.org/
techniques/T1598) or [Phishing](https://attack.mitre.org/techniques/T1566).

11078

T1078

Description

Attack-Pattern
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Adversaries may obtain and abuse credentials of existing accounts as a means of gaining
Initial Access, Persistence, Privilege Escalation, or Defense Evasion. Compromised
credentials may be used to bypass access controls placed on various resources on systems
within the network and may even be used for persistent access to remote systems and
externally available services, such as VPNs, Outlook Web Access, network devices, and
remote desktop.(Citation: volexity_0day_sophos_FW) Compromised credentials may also
grant an adversary increased privilege to specific systems or access to restricted areas of
the network. Adversaries may choose not to use malware or tools in conjunction with the
legitimate access those credentials provide to make it harder to detect their presence. In
some cases, adversaries may abuse inactive accounts: for example, those belonging to
individuals who are no longer part of an organization. Using these accounts may allow the
adversary to evade detection, as the original account user will not be present to identify
any anomalous activity taking place on their account.(Citation: CISA MFA PrintNightmare)
The overlap of permissions for local, domain, and cloud accounts across a network of
systems is of concern because the adversary may be able to pivot across accounts and

systems to reach a high level of access (i.e,, domain or enterprise administrator) to bypass
access controls set within the enterprise.(Citation: TechNet Credential Theft)

T1200

11200

Description

Adversaries may introduce computer accessories, networking hardware, or other
computing devices into a system or network that can be used as a vector to gain access.
Rather than just connecting and distributing payloads via removable storage (i.e.
[Replication Through Removable Media](https://attack.mitre.org/techniques/T1091)), more
robust hardware additions can be used to introduce new functionalities and/or features
Into a system that can then be abused. While public references of usage by threat actors
are scarce, many red teams/penetration testers leverage hardware additions for initial
access. Commercial and open source products can be leveraged with capabilities such as
passive network tapping, network traffic modification (i.e. [Adversary-in-the-Middle]
(https://attack.mitre.org/techniques/T1557)), keystroke injection, kernel memory reading
via DMA, addition of new wireless access to an existing network, and others.(Citation:
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Ossmann Star Feb 2011)(Citation: Aleks Weapons Nov 2015)(Citation: Frisk DMA August 2016)
(Citation: McMillan Pwn March 2012)

11212

T1212

Description

Adversaries may exploit software vulnerabilities in an attempt to collect credentials.
Exploitation of a software vulnerability occurs when an adversary takes advantage of a
programming error in a program, service, or within the operating system software or kernel
itself to execute adversary-controlled code. Credentialing and authentication mechanisms
may be targeted for exploitation by adversaries as a means to gain access to useful
credentials or circumvent the process to gain authenticated access to systems. One
example of this is "MS14-068", which targets Kerberos and can be used to forge Kerberos
tickets using domain user permissions.(Citation: Technet MS14-068)(Citation: ADSecurity
Detecting Forged Tickets) Another example of this is replay attacks, in which the adversary
intercepts data packets sent between parties and then later replays these packets. If
services don't properly validate authentication requests, these replayed packets may allow
an adversary to impersonate one of the parties and gain unauthorized access or privileges.
(Citation: Bugcrowd Replay Attack)(Citation: Comparitech Replay Attack)(Citation: Microsoft
Midnight Blizzard Replay Attack) Such exploitation has been demonstrated in cloud

environments as well. For example, adversaries have exploited vulnerabilities in public
cloud infrastructure that allowed for unintended authentication token creation and
renewal.(Citation: Storm-0558 techniques for unauthorized email access) Exploitation for
credential access may also result in Privilege Escalation depending on the process
targeted or credentials obtained.

T1566

Attack-Pattern
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11566

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of
phishing are electronically delivered social engineering. Phishing can be targeted, known
as spearphishing. In spearphishing, a specific individual, company, or industry will be
targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,
such as in mass malware spam campaigns. Adversaries may send victims emails
containing malicious attachments or links, typically to execute malicious code on victim
systems. Phishing may also be conducted via third-party services, like social media
platforms. Phishing may also involve social engineering techniques, such as posing as a
trusted source, as well as evasive techniques such as removing or manipulating emails or
metadata/headers from compromised accounts being abused to send messages (e.g.,
[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft
OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to
accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the
sender which can be used to fool both the human recipient as well as automated security
tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages
that instruct them to call a phone number where they are directed to visit a malicious URL,
download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
Management Software) or install adversary-accessible remote management tools onto
their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:
Unit42 Luna Moth)

11192

T1192

Description

Spearphishing with a link is a specific variant of spearphishing. It is different from other
forms of spearphishing in that it employs the use of links to download malware contained
in email, instead of attaching malicious files to the email itself, to avoid defenses that may
inspect email attachments. All forms of spearphishing are electronically delivered social
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engineering targeted at a specific individual, company, or industry. In this case, the
malicious emails contain links. Generally, the links will be accompanied by social
engineering text and require the user to actively click or copy and paste a URL into a
browser, leveraging [User Execution](https://attack.mitre.org/techniques/T1204). The
visited website may compromise the web browser using an exploit, or the user will be
prompted to download applications, documents, zip files, or even executables depending
on the pretext for the email in the first place. Adversaries may also include links that are
intended to interact directly with an email reader, including embedded images intended to

exploit the end system directly or verify the receipt of an email (i.e. web bugs/web
beacons). Links may also direct users to malicious applications designed to [Steal
Application Access Token](https://attack.mitre.org/techniques/T1528)s, like OAuth tokens,
in order to gain access to protected applications and information.(Citation: Trend Micro
Pawn Storm OAuth 2017)

T1518

11518

Description

Adversaries may attempt to get a listing of software and software versions that are
installed on a system or in a cloud environment. Adversaries may use the information
from [Software Discovery](https://attack.mitre.org/techniques/T1518) during automated
discovery to shape follow-on behaviors, including whether or not the adversary fully
infects the target and/or attempts specific actions. Such software may be deployed widely
across the environment for configuration management or security reasons, such as
[Software Deployment Tools](https://attack.mitre.org/techniques/T1072), and may allow
adversaries broad access to infect devices or move laterally. Adversaries may attempt to
enumerate software for a variety of reasons, such as figuring out what security measures
are present or if the compromised system has a version of software that is vulnerable to
[Exploitation for Privilege Escalation](https://attack.mitre.org/techniques/T1068).

T1194

Attack-Pattern
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T1194

Description

Spearphishing via service is a specific variant of spearphishing. It is different from other
forms of spearphishing in that it employs the use of third party services rather than
directly via enterprise email channels. All forms of spearphishing are electronically
delivered social engineering targeted at a specific individual, company, or industry. In this
scenario, adversaries send messages through various social media services, personal
webmail, and other non-enterprise controlled services. These services are more likely to
have a less-strict security policy than an enterprise. As with most kinds of spearphishing,
the goal is to generate rapport with the target or get the target's interest in some way.
Adversaries will create fake social media accounts and message employees for potential
job opportunities. Doing so allows a plausible reason for asking about services, policies,
and software that's running in an environment. The adversary can then send malicious
links or attachments through these services. A common example is to build rapport with a
target via social media, then send content to a personal webmail service that the target

uses on their work computer. This allows an adversary to bypass some email restrictions
on the work account, and the target is more likely to open the file since it's something
they were expecting. If the payload doesn't work as expected, the adversary can continue
normal communications and troubleshoot with the target on how to get it working.

T1204

T1204

Description

An adversary may rely upon specific actions by a user in order to gain execution. Users
may be subjected to social engineering to get them to execute malicious code by, for
example, opening a malicious document file or link. These user actions will typically be
observed as follow-on behavior from forms of [Phishing](https://attack.mitre.org/
techniques/T1566). While [User Execution](https://attack.mitre.org/techniques/T1204)
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frequently occurs shortly after Initial Access it may occur at other phases of an intrusion,
such as when an adversary places a file in a shared directory or on a user's desktop
hoping that a user will click on it. This activity may also be seen shortly after [Internal
Spearphishing](https://attack.mitre.org/techniques/T1534). Adversaries may also deceive
users into performing actions such as enabling [Remote Access Software](https://
attack.mitre.org/techniques/T1219), allowing direct control of the system to the adversary;
running malicious JavaScript in their browser, allowing adversaries to [Steal Web Session
Cookie](https://attack.mitre.org/techniques/T1539)s; or downloading and executing
malware for [User Execution](https://attack.mitre.org/techniques/T1204).(Citation: Talos
Roblox Scam 2023)(Citation: Krebs Discord Bookmarks 2023) For example, tech support
scams can be facilitated through [Phishing](https://attack.mitre.org/techniques/T1566),
vishing, or various forms of user interaction. Adversaries can use a combination of these
methods, such as spoofing and promoting toll-free numbers or call centers that are used
to direct victims to malicious websites, to deliver and execute payloads containing
malware or [Remote Access Software](https://attack.mitre.org/techniques/T1219).(Citation:
Telephone Attack Delivery)

T1598

T1598

Description

Adversaries may send phishing messages to elicit sensitive information that can be used
during targeting. Phishing for information is an attempt to trick targets into divulging
information, frequently credentials or other actionable information. Phishing for
information is different from [Phishing](https://attack.mitre.org/techniques/T1566) in that
the objective is gathering data from the victim rather than executing malicious code. All
forms of phishing are electronically delivered social engineering. Phishing can be targeted,
known as spearphishing. In spearphishing, a specific individual, company, or industry will
be targeted by the adversary. More generally, adversaries can conduct non-targeted
phishing, such as in mass credential harvesting campaigns. Adversaries may also try to
obtain information directly through the exchange of emails, instant messages, or other
electronic conversation means.(Citation: ThreatPost Social Media Phishing)(Citation:
TrendMictro Phishing)(Citation: PCMag FakeLogin)(Citation: Sophos Attachment)(Citation:
GitHub Phishery) Victims may also receive phishing messages that direct them to call a
phone number where the adversary attempts to collect confidential information.(Citation:
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Avertium callback phishing) Phishing for information frequently involves social
engineering techniques, such as posing as a source with a reason to collect information
(ex: [Establish Accounts](https://attack.mitre.org/techniques/T1585) or [Compromise
Accounts](https://attack.mitre.org/techniques/T1586)) and/or sending multiple, seemingly
urgent messages. Another way to accomplish this is by forging or spoofing(Citation:
Proofpoint-spoof) the identity of the sender which can be used to fool both the human
recipient as well as automated security tools.(Citation: cyberproof-double-bounce)
Phishing for information may also involve evasive techniques, such as removing or

manipulating emails or metadata/headers from compromised accounts being abused to
send messages (e.g., [Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).
(Citation: Microsoft OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014)

11599

T1599

Description

Adversaries may bridge network boundaries by compromising perimeter network devices
or internal devices responsible for network segmentation. Breaching these devices may
enable an adversary to bypass restrictions on traffic routing that otherwise separate
trusted and untrusted networks. Devices such as routers and firewalls can be used to
create boundaries between trusted and untrusted networks. They achieve this by
restricting traffic types to enforce organizational policy in an attempt to reduce the risk
inherent in such connections. Restriction of traffic can be achieved by prohibiting IP
addresses, layer 4 protocol ports, or through deep packet inspection to identify
applications. To participate with the rest of the network, these devices can be directly
addressable or transparent, but their mode of operation has no bearing on how the
adversary can bypass them when compromised. When an adversary takes control of such a
boundary device, they can bypass its policy enforcement to pass normally prohibited
traffic across the trust boundary between the two separated networks without hinderance.
By achieving sufficient rights on the device, an adversary can reconfigure the device to
allow the traffic they want, allowing them to then further achieve goals such as command
and control via [Multi-hop Proxy](https://attack.mitre.org/techniques/T1090/003) or
exfiltration of data via [Traffic Duplication](https://attack.mitre.org/techniques/T1020/001).
Adversaries may also target internal devices responsible for network segmentation and
abuse these in conjunction with [Internal Proxy](https://attack.mitre.org/techniques/
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T1090/001) to achieve the same goals.(Citation: Kaspersky ThreatNeedle Feb 2021) In the
cases where a border device separates two separate organizations, the adversary can also
facilitate lateral movement into new victim environments.

11189

T1189

Description

Adversaries may gain access to a system through a user visiting a website over the normal
course of browsing. With this technique, the user's web browser is typically targeted for
exploitation, but adversaries may also use compromised websites for non-exploitation
behavior such as acquiring [Application Access Token](https://attack.mitre.org/
techniques/T1550/001). Multiple ways of delivering exploit code to a browser exist (i.e.,
[Drive-by Target](https://attack.mitre.org/techniques/T1608/004)), including: * A legitimate
website is compromised where adversaries have injected some form of malicious code
such as JavaScript, iFrames, and cross-site scripting * Script files served to a legitimate
website from a publicly writeable cloud storage bucket are modified by an adversary *
Malicious ads are paid for and served through legitimate ad providers (i.e., [Malvertising]
(https://attack.mitre.org/techniques/T1583/008)) * Built-in web application interfaces are
leveraged for the insertion of any other kind of object that can be used to display web
content or contain a script that executes on the visiting client (e.g. forum posts, comments,
and other user controllable web content). Often the website used by an adversary is one
visited by a specific community, such as government, a particular industry, or region,
where the goal is to compromise a specific user or set of users based on a shared interest.
This kind of targeted campaign is often referred to a strategic web compromise or watering
hole attack. There are several known examples of this occurring.(Citation: Shadowserver
Strategic Web Compromise) Typical drive-by compromise process: 1. A user visits a website
that is used to host the adversary controlled content. 2. Scripts automatically execute,
typically searching versions of the browser and plugins for a potentially vulnerable
version. * The user may be required to assist in this process by enabling scripting or active
website components and ignoring warning dialog boxes. 3. Upon finding a vulnerable
version, exploit code is delivered to the browser. 4. If exploitation is successful, then it will
give the adversary code execution on the user's system unless other protections are in
place. * In some cases a second visit to the website after the initial scan is required before
exploit code is delivered. Unlike [Exploit Public-Facing Application](https://
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attack.mitre.org/techniques/T1190), the focus of this technique is to exploit software on a
client endpoint upon visiting a website. This will commonly give an adversary access to
systems on the internal network instead of external systems that may be in a DMZ.
Adversaries may also use compromised websites to deliver a user to a malicious
application designed to [Steal Application Access Token](https://attack.mitre.org/
techniques/T1528)s, like OAuth tokens, to gain access to protected applications and
information. These malicious applications have been delivered through popups on
legitimate websites.(Citation: Volexity OceanlLotus Nov 2017)

T1567

11567

Description

Adversaries may use an existing, legitimate external Web service to exfiltrate data rather
than their primary command and control channel. Popular Web services acting as an
exfiltration mechanism may give a significant amount of cover due to the likelihood that
hosts within a network are already communicating with them prior to compromise.

Firewall rules may also already exist to permit traffic to these services. Web service
providers also commonly use SSL/TLS encryption, giving adversaries an added level of
protection.

T1135

T1135

Description
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Adversaries may look for folders and drives shared on remote systems as a means of
identifying sources of information to gather as a precursor for Collection and to identify
potential systems of interest for Lateral Movement. Networks often contain shared
network drives and folders that enable users to access file directories on various systems
across a network. File sharing over a Windows network occurs over the SMB protocol.
(Citation: Wikipedia Shared Resource) (Citation: TechNet Shared Folder) [Net](https://
attack.mitre.org/software/S0039) can be used to query a remote system for available
shared drives using the “net view \\\\remotesystem™ command. It can also be used to
query shared drives on the local system using "net share". For macQOS, the “sharing -’
command lists all shared points used for smb services.

Attack-Pattern
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External References

https://blogtalosintelligence.com/how-do-cryptocurrency-drainer-phishing-scams-work/

https://otx.alienvault.com/pulse/668e5793053cad1282b1c181
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