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Overview

Description 

This document examines the recent activities of the Silver Fox cybercrime group, which has

traditionally targeted financial and tax entities but has now shifted its focus towards

impersonating national institutions and security companies. The analysis involves a phishing

website, Winos remote control samples, a downloader trojan, and a PowerShell obfuscation

tool. The group's tactics suggest a potential overlap between cybercrime and APT (Advanced

Persistent Threat) operations, necessitating further monitoring. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

100 / 100 
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Content 

N/A 
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Attack-Pattern

Name

T1064 

ID

T1064 

Description

**This technique has been deprecated. Please use [Command and Scripting Interpreter]

(https://attack.mitre.org/techniques/T1059) where appropriate.** Adversaries may use

scripts to aid in operations and perform multiple actions that would otherwise be manual.

Scripting is useful for speeding up operational tasks and reducing the time required to

gain access to critical resources. Some scripting languages may be used to bypass process

monitoring mechanisms by directly interacting with the operating system at an API level

instead of calling other programs. Common scripting languages for Windows include

VBScript and [PowerShell](https://attack.mitre.org/techniques/T1086) but could also be in

the form of command-line batch scripts. Scripts can be embedded inside Office

documents as macros that can be set to execute when files used in [Spearphishing

Attachment](https://attack.mitre.org/techniques/T1193) and other types of spearphishing

are opened. Malicious embedded macros are an alternative means of execution than

software exploitation through [Exploitation for Client Execution](https://attack.mitre.org/

techniques/T1203), where adversaries will rely on macros being allowed or that the user

will accept to activate them. Many popular offensive frameworks exist which use forms of

scripting for security testers and adversaries alike. Metasploit (Citation: Metasploit_Ref),

Veil (Citation: Veil_Ref), and PowerSploit (Citation: Powersploit) are three examples that

are popular among penetration testers for exploit and post-compromise operations and

include many features for evading defenses. Some adversaries are known to use

PowerShell. (Citation: Alperovitch 2014) 
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Name

T1055 

ID

T1055 

Description

Adversaries may inject code into processes in order to evade process-based defenses as

well as possibly elevate privileges. Process injection is a method of executing arbitrary

code in the address space of a separate live process. Running code in the context of

another process may allow access to the process's memory, system/network resources,

and possibly elevated privileges. Execution via process injection may also evade detection

from security products since the execution is masked under a legitimate process. There

are many different ways to inject code into a process, many of which abuse legitimate

functionalities. These implementations exist for every major OS but are typically platform

specific. More sophisticated samples may perform multiple process injections to segment

modules and further evade detection, utilizing named pipes or other inter-process

communication (IPC) mechanisms as a communication channel. 

Name

T1107 

ID

T1107 

Description

Adversaries may delete files left behind by the actions of their intrusion activity. Malware,

tools, or other non-native files dropped or created on a system by an adversary may leave

traces to indicate to what was done within a network and how. Removal of these files can

occur during an intrusion, or as part of a post-intrusion process to minimize the

adversary's footprint. There are tools available from the host operating system to perform

cleanup, but adversaries may use other tools as well. Examples include native [cmd]
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(https://attack.mitre.org/software/S0106) functions such as DEL, secure deletion tools

such as Windows Sysinternals SDelete, or other third-party file deletion tools. (Citation:

Trend Micro APT Attack Tools) 

Name

T1027 

ID

T1027 

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to

evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or

Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to

open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name

T1574 
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ID

T1574 

Description

Adversaries may execute their own malicious payloads by hijacking the way operating

systems run programs. Hijacking execution flow can be for the purposes of persistence,

since this hijacked execution may reoccur over time. Adversaries may also use these

mechanisms to elevate privileges or evade defenses, such as application control or other

restrictions on execution. There are many ways an adversary may hijack the flow of

execution, including by manipulating how the operating system locates programs to be

executed. How the operating system locates libraries to be used by a program can also be

intercepted. Locations where the operating system looks for programs/resources, such as

file directories and in the case of Windows the Registry, could also be poisoned to include

malicious payloads. 

Name

T1105 

ID

T1105 

Description

Adversaries may transfer tools or other files from an external system into a compromised

environment. Tools or files may be copied from an external adversary-controlled system to

the victim network through the command and control channel or through alternate

protocols such as [ftp](https://attack.mitre.org/software/S0095). Once present, adversaries

may also transfer/spread tools between victim devices within a compromised environment

(i.e. [Lateral Tool Transfer](https://attack.mitre.org/techniques/T1570)). On Windows,

adversaries may use various utilities to download tools, such as `copy`, `finger`, [certutil]

(https://attack.mitre.org/software/S0160), and [PowerShell](https://attack.mitre.org/

techniques/T1059/001) commands such as `IEX(New-Object

Net.WebClient).downloadString()` and `Invoke-WebRequest`. On Linux and macOS systems,

a variety of utilities also exist, such as `curl`, `scp`, `sftp`, `tftp`, `rsync`, `finger`, and `wget`.

(Citation: t1105_lolbas) Adversaries may also abuse installers and package managers, such

TLP:CLEAR
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as `yum` or `winget`, to download tools to victim hosts. Adversaries have also abused file

application features, such as the Windows `search-ms` protocol handler, to deliver

malicious files to victims through remote file searches invoked by [User Execution](https://

attack.mitre.org/techniques/T1204) (typically after interacting with [Phishing](https://

attack.mitre.org/techniques/T1566) lures).(Citation: T1105: Trellix_search-ms) Files can also

be transferred using various [Web Service](https://attack.mitre.org/techniques/T1102)s as

well as native or otherwise present tools on the victim system.(Citation: PTSecurity Cobalt

Dec 2016) In some cases, adversaries may be able to leverage services that sync between a

web-based and an on-premises client, such as Dropbox or OneDrive, to transfer files onto

victim systems. For example, by compromising a cloud account and logging into the

service's web portal, an adversary may be able to trigger an automatic syncing process

that transfers the file onto the victim's machine.(Citation: Dropbox Malware Sync) 

Name

T1059 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer

systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://

attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
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(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 

Name

T1574.002 

ID

T1574.002 

Description

Adversaries may execute their own malicious payloads by side-loading DLLs. Similar to

[DLL Search Order Hijacking](https://attack.mitre.org/techniques/T1574/001), side-loading

involves hijacking which DLL a program loads. But rather than just planting the DLL within

the search order of a program then waiting for the victim application to be invoked,

adversaries may directly side-load their payloads by planting then invoking a legitimate

application that executes their payload(s). Side-loading takes advantage of the DLL search

order used by the loader by positioning both the victim application and malicious

payload(s) alongside each other. Adversaries likely use side-loading as a means of

masking actions they perform under a legitimate, trusted, and potentially elevated system

or software process. Benign executables used to side-load payloads may not be flagged

during delivery and/or execution. Adversary payloads may also be encrypted/packed or

otherwise obfuscated until loaded into the memory of the trusted process.(Citation:

FireEye DLL Side-Loading) 

Name

T1140 

ID

T1140 

Description
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Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/

techniques/T1027) to hide artifacts of an intrusion from analysis. They may require

separate mechanisms to decode or deobfuscate that information depending on how they

intend to use it. Methods for doing that include built-in functionality of malware or by

using utilities present on the system. One such example is the use of [certutil](https://

attack.mitre.org/software/S0160) to decode a remote access tool portable executable file

that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack

against Saudi Arabia) Another example is using the Windows `copy /b` command to

reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation

Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or

decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user

may also be required to input a password to open a password protected compressed/

encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November

2016) 
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Indicator

Name

http://6014.anonymousrat6.com:8888 

Pattern Type

stix 

Pattern

[url:value = 'http://6014.anonymousrat6.com:8888'] 

Name

6014.anonymousrat7.com 

Pattern Type

stix 

Pattern

[hostname:value = '6014.anonymousrat7.com'] 

Name

6014.anonymousrat6.com 
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Pattern Type

stix 

Pattern

[hostname:value = '6014.anonymousrat6.com'] 

Name

6014.anonymousrat5.com 

Pattern Type

stix 

Pattern

[hostname:value = '6014.anonymousrat5.com'] 

Name

http://6014.anonymousrat5.com:5555 

Pattern Type

stix 

Pattern

[url:value = 'http://6014.anonymousrat5.com:5555'] 

Name

https://paper.seebug.org/3192/ 
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Pattern Type

stix 

Pattern

[url:value = 'https://paper.seebug.org/3192/'] 

Name

http://6014.anonymousrat7.com:80 

Pattern Type

stix 

Pattern

[url:value = 'http://6014.anonymousrat7.com:80'] 
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Intrusion-Set

Name

Silver Fox 
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Malware

Name

Winos 

Name

UpdateDll 
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indicates

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name
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Name

Name

Name

Name

Name

TLP:CLEAR

20 indicates



Name

Name

Name

Name

Name

Name

Name

Name

Name

Name

Name

TLP:CLEAR

21 indicates



Name

Name

Name

Name
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Name
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Name

Name
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uses

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name

Name

Name

Name

Name

Name

Name

Name

Name

Name

Name
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based-on

Name

Name

Name

Name

Name
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Hostname

Value

6014.anonymousrat7.com 

6014.anonymousrat5.com 

6014.anonymousrat6.com 
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External References

• https://medium.com/@knownsec404team/analysis-of-the-suspected-apt-attack-activities-

by-silver-fox-25781647da2b

• https://otx.alienvault.com/pulse/668e60163787a8b24ba5517f
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