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Overview

Description

Confidence

This value represents the confidence in the correctness of the data contained within this report.

100 / 100
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Attack-Pattern

OS Credential Dumping

T1003

Adversaries may attempt to dump credentials to obtain account login and credential

material, normally in the form of a hash or a clear text password. Credentials can be
obtained from OS caches, memory, or structures.(Citation: Brining MimiKatz to Unix)
Credentials can then be used to perform [Lateral Movement](https://attack.mitre.org/
tactics/TA0008) and access restricted information. Several of the tools mentioned in
associated sub-techniques may be used by both adversaries and professional security
testers. Additional custom tools likely exist as well.

Windows Management Instrumentation

T1047
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Adversaries may abuse Windows Management Instrumentation (WMI) to execute malicious
commands and payloads. WMI is designed for programmers and is the infrastructure for
management data and operations on Windows systems.(Citation: WMI 1-3) WMI is an
administration feature that provides a uniform environment to access Windows system
components. The WMI service enables both local and remote access, though the latter is
facilitated by [Remote Services](https://attack.mitre.org/techniques/T1021) such as
[Distributed Component Object Model](https://attack.mitre.org/techniques/T1021/003) and
[Windows Remote Management](https://attack.mitre.org/techniques/T1021/006).(Citation:
WMI 1-3) Remote WMI over DCOM operates using port 135, whereas WMI over WinRM
operates over port 5985 when using HTTP and 5986 for HTTPS.(Citation: WMI 1-3) (Citation:
Mandiant WMI) An adversary can use WMI to interact with local and remote systems and
use it as a means to execute various behaviors, such as gathering information for
[Discovery](https://attack.mitre.org/tactics/ TA0O007) as well as [Execution](https://
attack.mitre.org/tactics/TA0002) of commands and payloads.(Citation: Mandiant WMI) For
example, ‘wmic.exe can be abused by an adversary to delete shadow copies with the
command ‘wmic.exe Shadowcopy Delete’ (i.e, [Inhibit System Recovery](https://
attack.mitre.org/techniques/T1490)).(Citation: WMI 6) **Note:** "wmic.exe™ is deprecated as
of January of 2024, with the WMIC feature being “disabled by default” on Windows 11+.
WMIC will be removed from subsequent Windows releases and replaced by [PowerShell]
(https://attack.mitre.org/techniques/T1059/001) as the primary WMI interface.(Citation:
WMI 7.8) In addition to PowerShell and tools like ‘wbemtool.exe”, COM APIs can also be
used to programmatically interact with WMI via C++, .NET, VBScript, etc.(Citation: WMI 7.8)

Valid Accounts

T1078

Description

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining
Initial Access, Persistence, Privilege Escalation, or Defense Evasion. Compromised
credentials may be used to bypass access controls placed on various resources on systems
within the network and may even be used for persistent access to remote systems and
externally available services, such as VPNs, Outlook Web Access, network devices, and
remote desktop.(Citation: volexity_0day_sophos_FW) Compromised credentials may also
grant an adversary increased privilege to specific systems or access to restricted areas of
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the network. Adversaries may choose not to use malware or tools in conjunction with the
legitimate access those credentials provide to make it harder to detect their presence. In
some cases, adversaries may abuse inactive accounts: for example, those belonging to
individuals who are no longer part of an organization. Using these accounts may allow the
adversary to evade detection, as the original account user will not be present to identify
any anomalous activity taking place on their account.(Citation: CISA MFA PrintNightmare)
The overlap of permissions for local, domain, and cloud accounts across a network of
systems is of concern because the adversary may be able to pivot across accounts and

systems to reach a high level of access (i.e,, domain or enterprise administrator) to bypass
access controls set within the enterprise.(Citation: TechNet Credential Theft)

Lateral Tool Transfer

T1570

Description

Adversaries may transfer tools or other files between systems in a compromised
environment. Once brought into the victim environment (i.e., [Ingress Tool Transfer]
(https://attack.mitre.org/techniques/T1105)) files may then be copied from one system to
another to stage adversary tools or other files over the course of an operation. Adversaries
may copy files between internal victim systems to support lateral movement using
inherent file sharing protocols such as file sharing over [SMB/Windows Admin Shares]
(https://attack.mitre.org/techniques/T1021/002) to connected network shares or with
authenticated connections via [Remote Desktop Protocol](https://attack.mitre.org/
techniques/T1021/001).(Citation: Unit42 LockerGoga 2019) Files can also be transferred
using native or otherwise present tools on the victim system, such as scp, rsync, curl, sftp,
and [ftp](https://attack.mitre.org/software/S0095). In some cases, adversaries may be able
to leverage [Web Service](https://attack.mitre.org/techniques/T1102)s such as Dropbox or
OneDrive to copy files from one machine to another via shared, automatically synced
folders.(Citation: Dropbox Malware Sync)

Process Injection
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T1055

Description

Adversaries may inject code into processes in order to evade process-based defenses as
well as possibly elevate privileges. Process injection is a method of executing arbitrary
code in the address space of a separate live process. Running code in the context of
another process may allow access to the process's memory, system/network resources,
and possibly elevated privileges. Execution via process injection may also evade detection
from security products since the execution is masked under a legitimate process. There
are many different ways to inject code into a process, many of which abuse legitimate
functionalities. These implementations exist for every major OS but are typically platform
specific. More sophisticated samples may perform multiple process injections to segment
modules and further evade detection, utilizing named pipes or other inter-process
communication (IPC) mechanisms as a communication channel.

Exfiltration Over Alternative Protocol

T1048

Description

Adversaries may steal data by exfiltrating it over a different protocol than that of the
existing command and control channel. The data may also be sent to an alternate network
location from the main command and control server. Alternate protocols include FTP,
SMTP, HTTP/S, DNS, SMB, or any other network protocol not being used as the main
command and control channel. Adversaries may also opt to encrypt and/or obfuscate
these alternate channels. [Exfiltration Over Alternative Protocol](https://attack.mitre.org/
techniques/T1048) can be done using various common operating system utilities such as
[Net](https://attack.mitre.org/software/S0039)/SMB or FTP(Citation: Palo Alto QilRig Oct
2016) On macOS and Linux “curl” may be used to invoke protocols such as HTTP/S or FTP/S
to exfiltrate data from a system.(Citation: 20 macOS Common Tools and Techniques) Many
laaS and Saa$ platforms (such as Microsoft Exchange, Microsoft SharePoint, GitHub, and
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AWS S3) support the direct download of files, emails, source code, and other sensitive
information via the web console or [Cloud API](https://attack.mitre.org/techniques/
T1059/009).

Indicator Removal

T1070

Description

Adversaries may delete or modify artifacts generated within systems to remove evidence
of their presence or hinder defenses. Various artifacts may be created by an adversary or
something that can be attributed to an adversary’s actions. Typically these artifacts are
used as defensive indicators related to monitored events, such as strings from
downloaded files, logs that are generated from user actions, and other data analyzed by
defenders. Location, format, and type of artifact (such as command or login history) are
often specific to each platform. Removal of these indicators may interfere with event
collection, reporting, or other processes used to detect intrusion activity. This may
compromise the integrity of security solutions by causing notable events to go unreported.
This activity may also impede forensic analysis and incident response, due to lack of
sufficient data to determine what occurred.

Proxy

T1090

Description

Adversaries may use a connection proxy to direct network traffic between systems or act
as an intermediary for network communications to a command and control server to avoid
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direct connections to their infrastructure. Many tools exist that enable traffic redirection
through proxies or port redirection, including [HTRAN](https://attack.mitre.org/software/
S0040), ZXProxy, and ZXPortMap. (Citation: Trend Micro APT Attack Tools) Adversaries use
these types of proxies to manage command and control communications, reduce the
number of simultaneous outbound network connections, provide resiliency in the face of
connection loss, or to ride over existing trusted communications paths between victims to
avoid suspicion. Adversaries may chain together multiple proxies to further disguise the
source of malicious traffic. Adversaries can also take advantage of routing schemes in

Content Delivery Networks (CDNs) to proxy command and control traffic.

Impair Defenses

11562

Description

Adversaries may maliciously modify components of a victim environment in order to
hinder or disable defensive mechanisms. This not only involves impairing preventative
defenses, such as firewalls and anti-virus, but also detection capabilities that defenders
can use to audit activity and identify malicious behavior. This may also span both native
defenses as well as supplemental capabilities installed by users and administrators.
Adversaries may also impair routine operations that contribute to defensive hygiene, such
as blocking users from logging out of a computer or stopping it from being shut down.
These restrictions can further enable malicious operations as well as the continued
propagation of incidents.(Citation: Emotet shutdown) Adversaries could also target event
aggregation and analysis mechanisms, or otherwise disrupt these procedures by altering
other system components.

System Network Configuration Discovery

Attack-Pattern
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11016

Description

Adversaries may look for details about the network configuration and settings, such as IP
and/or MAC addresses, of systems they access or through information discovery of remote
systems. Several operating system administration utilities exist that can be used to gather
this information. Examples include [Arp](https://attack.mitre.org/software/S0099),
[ipconfig](https://attack.mitre.org/software/S0100)/[ifconfigl(https://attack.mitre.org/
software/S0101), [nbtstat](https://attack.mitre.org/software/S0102), and [route](https://
attack.mitre.org/software/S0103). Adversaries may also leverage a [Network Device CLI]
(https://attack.mitre.org/techniques/T1059/008) on network devices to gather information
about configurations and settings, such as IP addresses of configured interfaces and
static/dynamic routes (e.g. “show ip route’, ‘show ip interface’).(Citation: US-CERT-
TA18-106A)(Citation: Mandiant APT41 Global Intrusion ) Adversaries may use the information
from [System Network Configuration Discovery](https://attack.mitre.org/techniques/T1016)
during automated discovery to shape follow-on behaviors, including determining certain
access within the target network and what actions to do next.

Remote System Discovery

71018

Description

Adversaries may attempt to get a listing of other systems by IP address, hostname, or
other logical identifier on a network that may be used for Lateral Movement from the
current system. Functionality could exist within remote access tools to enable this, but
utilities available on the operating system could also be used such as [Ping](https://
attack.mitre.org/software/S0097) or “net view™ using [Net](https://attack.mitre.org/
software/S0039). Adversaries may also analyze data from local host files (ex: "C:
\Windows\System32\Drivers\etc\hosts™ or “/etc/hosts’) or other passive means (such as
local [Arp](https://attack.mitre.org/software/S0099) cache entries) in order to discover the
presence of remote systems in an environment. Adversaries may also target discovery of
network infrastructure as well as leverage [Network Device CLI](https://attack.mitre.org/
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techniques/T1059/008) commands on network devices to gather detailed information
about systems within a network (e.g. "show cdp neighbors’, 'show arp’).(Citation: US-CERT-
TA18-106A)(Citation: CISA AR21-126A FIVEHANDS May 2021)

Protocol Tunneling

T1572

Description

Adversaries may tunnel network communications to and from a victim system within a
separate protocol to avoid detection/network filtering and/or enable access to otherwise
unreachable systems. Tunneling involves explicitly encapsulating a protocol within
another. This behavior may conceal malicious traffic by blending in with existing traffic
and/or provide an outer layer of encryption (similar to a VPN). Tunneling could also
enable routing of network packets that would otherwise not reach their intended
destination, such as SMB, RDP, or other traffic that would be filtered by network appliances
or not routed over the Internet. There are various means to encapsulate a protocol within
another protocol. For example, adversaries may perform SSH tunneling (also known as SSH
port forwarding), which involves forwarding arbitrary data over an encrypted SSH tunnel.
(Citation: SSH Tunneling) [Protocol Tunneling](https://attack.mitre.org/techniques/T1572)
may also be abused by adversaries during [Dynamic Resolution](https://attack.mitre.org/
techniques/T1568). Known as DNS over HTTPS (DoH), queries to resolve C2 infrastructure
may be encapsulated within encrypted HTTPS packets.(Citation: BleepingComp Godlua
JUL19) Adversaries may also leverage [Protocol Tunneling](https://attack.mitre.org/
techniques/T1572) in conjunction with [Proxy](https://attack.mitre.org/techniques/T1090)
and/or [Protocol Impersonation](https://attack.mitre.org/techniques/T1001/003) to further
conceal C2 communications and infrastructure.

Hijack Execution Flow
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11574

Description

Adversaries may execute their own malicious payloads by hijacking the way operating
systems run programs. Hijacking execution flow can be for the purposes of persistence,
since this hijacked execution may reoccur over time. Adversaries may also use these
mechanisms to elevate privileges or evade defenses, such as application control or other
restrictions on execution. There are many ways an adversary may hijack the flow of
execution, including by manipulating how the operating system locates programs to be
executed. How the operating system locates libraries to be used by a program can also be

intercepted. Locations where the operating system looks for programs/resources, such as
file directories and in the case of Windows the Registry, could also be poisoned to include
malicious payloads.

System Services

11569

Description

Adversaries may abuse system services or daemons to execute commands or programs.

Adversaries can execute malicious content by interacting with or creating services either
locally or remotely. Many services are set to run at boot, which can aid in achieving
persistence ([Create or Modify System Process](https://attack.mitre.org/techniques/T1543)),
but adversaries can also abuse services for one-time or temporary execution.

Data from Network Shared Drive

Attack-Pattern
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11039

Description

Adversaries may search network shares on computers they have compromised to find files
of interest. Sensitive data can be collected from remote systems via shared network drives
(host shared directory, network file server, etc.) that are accessible from the current system
prior to Exfiltration. Interactive command shells may be in use, and common functionality
within [cmd](https://attack.mitre.org/software/S0106) may be used to gather information.

Command and Scripting Interpreter

T1059

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or
binaries. These interfaces and languages provide ways of interacting with computer
systems and are a common feature across many different platforms. Most systems come
with some built-in command-line interface and scripting capabilities, for example, macOS
and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/
techniques/T1059/004) while Windows installations include the [Windows Command Shell]
(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/
techniques/T1059/001). There are also cross-platform interpreters such as [Python]
(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated
with client applications such as [JavaScript](https://attack.mitre.org/techniques/
T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries
may abuse these technologies in various ways as a means of executing arbitrary
commands. Commands and scripts can be embedded in [Initial Access](https://
attack.mitre.org/tactics/TA0O001) payloads delivered to victims as lure documents or as
secondary payloads downloaded from an existing C2. Adversaries may also execute
commands through interactive terminals/shells, as well as utilize various [Remote
Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
(Citation: Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance -
Command History)(Citation: Remote Shell Execution in Python)

Attack-Pattern




Boot or Logon Initialization Scripts

11037

Description

Adversaries may use scripts automatically executed at boot or logon initialization to
establish persistence.(Citation: Mandiant APT29 Eye Spy Email Nov 22)(Citation: Anomali
Rocke March 2019) Initialization scripts can be used to perform administrative functions,
which may often execute other programs or send information to an internal logging server.
These scripts can vary based on operating system and whether applied locally or remotely.

Adversaries may use these scripts to maintain persistence on a single system. Depending
on the access configuration of the logon scripts, either local credentials or an
administrator account may be necessary. An adversary may also be able to escalate their
privileges since some boot or logon initialization scripts run with higher privileges.

External Remote Services

T1133

Description

Adversaries may leverage external-facing remote services to initially access and/or persist
within a network. Remote services such as VPNs, Citrix, and other access mechanisms
allow users to connect to internal enterprise network resources from external locations.
There are often remote service gateways that manage connections and credential
authentication for these services. Services such as [Windows Remote Management]
(https://attack.mitre.org/techniques/T1021/006) and [VNC](https://attack.mitre.org/
techniques/T1021/005) can also be used externally.(Citation: MacOS VNC software for
Remote Desktop) Access to [Valid Accounts](https://attack.mitre.org/techniques/T1078) to
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use the service is often a requirement, which could be obtained through credential
pharming or by obtaining the credentials from users after compromising the enterprise
network.(Citation: Volexity Virtual Private Keylogging) Access to remote services may be
used as a redundant or persistent access mechanism during an operation. Access may also
be gained through an exposed service that doesn’t require authentication. In

containerized environments, this may include an exposed Docker API, Kubernetes API
server, kubelet, or web application such as the Kubernetes dashboard.(Citation: Trend
Micro Exposed Docker Server)(Citation: Unit 42 Hildegard Malware)

Account Discovery

11087

Description

Adversaries may attempt to get a listing of valid accounts, usernames, or email addresses
on a system or within a compromised environment. This information can help adversaries
determine which accounts exist, which can aid in follow-on behavior such as brute-
forcing, spear-phishing attacks, or account takeovers (e.g., [Valid Accounts](https://
attack.mitre.org/techniques/T1078)). Adversaries may use several methods to enumerate
accounts, including abuse of existing tools, built-in commands, and potential
misconfigurations that leak account names and roles or permissions in the targeted

environment. For examples, cloud environments typically provide easily accessible
interfaces to obtain user lists.(Citation: AWS List Users)(Citation: Google Cloud - IAM Servie
Accounts List API) On hosts, adversaries can use default [PowerShell](https://
attack.mitre.org/techniques/T1059/001) and other command line functionality to identify
accounts. Information about email addresses and accounts may also be extracted by
searching an infected system’s files.

Remote Services
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11021

Description

Adversaries may use [Valid Accounts](https://attack.mitre.org/techniques/T1078) to log
into a service that accepts remote connections, such as telnet, SSH, and VNC. The
adversary may then perform actions as the logged-on user. In an enterprise environment,
servers and workstations can be organized into domains. Domains provide centralized
identity management, allowing users to login using one set of credentials across the entire
network. If an adversary is able to obtain a set of valid domain credentials, they could
login to many different machines using remote access protocols such as secure shell (SSH)
or remote desktop protocol (RDP).(Citation: SSH Secure Shell)(Citation: TechNet Remote
Desktop Services) They could also login to accessible Saa$S or laaS services, such as those
that federate their identities to the domain. Legitimate applications (such as [Software
Deployment Tools](https://attack.mitre.org/techniques/T1072) and other administrative
programs) may utilize [Remote Services](https://attack.mitre.org/techniques/T1021) to
access remote hosts. For example, Apple Remote Desktop (ARD) on macOS is native
software used for remote management. ARD leverages a blend of protocols, including
[VNC](https://attack.mitre.org/techniques/T1021/005) to send the screen and control
buffers and [SSH](https://attack.mitre.org/techniques/T1021/004) for secure file transfer.
(Citation: Remote Management MDM macOS)(Citation: Kickstart Apple Remote Desktop
commands)(Citation: Apple Remote Desktop Admin Guide 3.3) Adversaries can abuse
applications such as ARD to gain remote code execution and perform lateral movement. In
versions of macOS prior to 1014, an adversary can escalate an SSH session to an ARD
session which enables an adversary to accept TCC (Transparency, Consent, and Control)
prompts without user interaction and gain access to data.(Citation: FireEye 2019 Apple
Remote Desktop)(Citation: Lockboxx ARD 2019)(Citation: Kickstart Apple Remote Desktop
commands)

File and Directory Discovery

171083

Description

Attack-Pattern




TLP:CLEAR

Adversaries may enumerate files and directories or may search in specific locations of a
host or network share for certain information within a file system. Adversaries may use the
information from [File and Directory Discovery](https://attack.mitre.org/techniques/T1083)
during automated discovery to shape follow-on behaviors, including whether or not the
adversary fully infects the target and/or attempts specific actions. Many command shell
utilities can be used to obtain this information. Examples include “dir’, ‘tree’, 'ls’, find’,
and “locate™(Citation: Windows Commands JPCERT) Custom tools may also be used to
gather file and directory information and interact with the [Native API](https://
attack.mitre.org/techniques/T1106). Adversaries may also leverage a [Network Device CLI]
(https://attack.mitre.org/techniques/T1059/008) on network devices to gather file and
directory information (e.g. *dir’, 'show flash’, and/or “nvram’).(Citation: US-CERT-TA18-106A)
Some files and directories may require elevated or specific user permissions to access.

System Information Discovery

11082

Description

An adversary may attempt to get detailed information about the operating system and
hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries
may use the information from [System Information Discovery](https://attack.mitre.org/
techniques/T1082) during automated discovery to shape follow-on behaviors, including
whether or not the adversary fully infects the target and/or attempts specific actions.
Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather
detailed system information. If running with privileged access, a breakdown of system data
can be gathered through the “systemsetup™ configuration tool on macOS. As an example,
adversaries with user-level access can execute the “df -aH command to obtain currently
mounted disks and associated freely available space. Adversaries may also leverage a
[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices
to gather detailed system information (e.g. 'show version’).(Citation: US-CERT-TA18-106A)
[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with
information gathered from other forms of discovery and reconnaissance can drive payload
development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools
and Techniques) Infrastructure as a Service (laaS) cloud providers such as AWS, GCP, and
Azure allow access to instance and virtual machine information via APIs. Successful
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authenticated API calls can return data such as the operating system platform and status
of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe
Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API)

Network Share Discovery

T1135

Description

Adversaries may look for folders and drives shared on remote systems as a means of
identifying sources of information to gather as a precursor for Collection and to identify
potential systems of interest for Lateral Movement. Networks often contain shared
network drives and folders that enable users to access file directories on various systems
across a network. File sharing over a Windows network occurs over the SMB protocol.
(Citation: Wikipedia Shared Resource) (Citation: TechNet Shared Folder) [Net](https://
attack.mitre.org/software/S0039) can be used to query a remote system for available
shared drives using the "net view \\\\remotesystem™ command. It can also be used to
query shared drives on the local system using "net share™. For macOS, the “sharing -’
command lists all shared points used for smb services.
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Indicator

202.61.136.158

Description

CC=SG ASN=AS152194 CTG Server Limited

Pattern Type

stix

Pattern

lipv4-addr:value = '202.61136.158']

103.138.13.31

Description

SR MOACKCa LD 055 = =ss==ces=mm==ommmsszcaz== Services: **22:** 7 SSH-2.0-
OpenSSH_74 Key type: ssh-rsa Key: AAAAB3NzaClyc2EAAAADAQABAAABAQDLY/
1TNVEQVASAigadxETxOwC)jfz8jd4gKY/1vDTZOUVIU
hd)gvP5YPBNQRbRGC)cSh9gwY1KGn60OCkglFArMed9vgDLCNLRTtsUTPNDTVMpUBUXUKmMhFvL5
SG Zge)/qVFDhdkBIESawGvTZ90sE2eaXBd9glLyrMP/tEhpJo4Xv/
Lv)JcMhyXVy9R8uDV6EKI+gw3NX0
8ZFPssIFS6z+sNEkX4XmNVXNhu3VItBigZiuXc8RQhH2C4ULEam)zBsT8+CMVetaeEUmqdVgCvEq

Indicator
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bmpCwSBDAVXESZBDKyMYZyKulLTzZBMmeSrGQ7H+0xsxrnz2GXxkXHGYX9TfbCZY+KBHH
Fingerprint: b2:b4:0e:04:de:14:17:aa:5¢:bf1b:7b:4c:ee17.d8 Kex Algorithms: curve25519-sha256
curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521
diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-
group18-sha512 diffie-hellman-group-exchange-sha1l diffie-hellman-group14-sha256 diffie-
hellman-groupl4-shal diffie-hellman-groupi-shal Server Host Key Algorithms: ssh-rsa rsa-
sha2-512 rsa-sha2-256 ecdsa-sha2-nistp256 ssh-ed25519 Encryption Algorithms: chacha20-
poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com
aes256-gcm@openssh.com aes128-cbc aes192-cbc aes256-cbc blowfish-cbc cast128-chc
3des-cbc MAC Algorithms: umac-64-etm@openssh.com umac-128-etm@openssh.com
hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com hmac-shal-
etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-sha2-256
hmac-sha2-512 hmac-shal Compression Algorithms: none zlib@openssh.com

Pattern Type

stix

Pattern

[ipv4-addr:value = '103.13813.31']

http://202.61136158:8443

Pattern Type

stix

Pattern

[url:value = 'http://202.61136.158:8443']

Indicator
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91f6547bceddfb2f241570ac82c00de700e311e4a38dea60d8619638f1ed3520

Description

SHA256 of 4a0f328e7672ee7ba83f265d48a6077a0c9068d4

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'91f6547bceddfb2f241570ac82c00de700e311e4a38deab0d8619638f1ed3520']

3d%aaac0a8e5c7eadd79d8d5¢16119d04f4e9db7107fc44ale32a8746al1ec375

Description

SHA256 of baaa29799bdbb6c1f3fc70e25c0aees4b033fefcs

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'3d9aaac0a8e5c7eadd79d8d5¢16119d04f4e9db7107fc44a1e32a8746a1ec375']

Indicator
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Velvet Ant
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impacket

ShadowPad

Description

[ShadowPad](https://attack.mitre.org/software/S0596) is a modular backdoor that was first
identified in a supply chain compromise of the NetSarang software in mid-July 2017. The
malware was originally thought to be exclusively used by [APT41](https://attack.mitre.org/
groups/G0096), but has since been observed to be used by various Chinese threat activity
groups. (Citation: Recorded Future RedEcho Feb 2021)(Citation: Securelist ShadowPad Aug
2017)(Citation: Kaspersky ShadowPad Aug 2017)

PlugX

Description

[PlugX](https://attack.mitre.org/software/S0013) is a remote access tool (RAT) with
modular plugins that has been used by multiple threat groups.(Citation: Lastline PlugX
Analysis)(Citation: FireEye Clandestine Fox Part 2)(Citation: New DragonOK)(Citation: Dell
TG-3390)

Malware
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Description

[PlugX](https://attack.mitre.org/software/S0013) has a module to enumerate network
shares.(Citation: CIRCL PlugX March 2013)

Description

[ShadowPad](https://attack.mitre.org/software/S0596) has injected an install module into
a newly created process.(Citation: Kaspersky ShadowPad Aug 2017)
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StixFile

91f6547bceddfb2f241570ac82c00de700e311e4a38deab0d8619638f1ed3520

3d9aaac0a8e5c7eadd79d8d5¢16119d04f4e9db7107fc44ale32a8746a1ec375

StixFile
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IPv4-Addr

202.61.136.158

103.138.13.31

e
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External References

https://www.sygnia.co/blog/china-nexus-threat-group-velvet-ant/

https://otx.alienvault.com/pulse/6671f7ae535c8ea5406bdab?

External References


https://www.sygnia.co/blog/china-nexus-threat-group-velvet-ant/
https://otx.alienvault.com/pulse/6671f7ae535c8ea5406bdab2
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