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Overview

Description 

ASEC has recently confirmed an attack on a domestic medical institution to install a coin miner.

The web server that was targeted was a Windows IIS server, and the path name on which the

web shell was uploaded suggests that it is a system with the Picture Archiving and

Communication System (PACS) product installed. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

100 / 100 
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Content 

N/A 
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Attack-Pattern

Name

Exploitation of Remote Services 

ID

T1210 

Description

Adversaries may exploit remote services to gain unauthorized access to internal systems

once inside of a network. Exploitation of a software vulnerability occurs when an adversary

takes advantage of a programming error in a program, service, or within the operating

system software or kernel itself to execute adversary-controlled code. A common goal for

post-compromise exploitation of remote services is for lateral movement to enable access

to a remote system. An adversary may need to determine if the remote system is in a

vulnerable state, which may be done through [Network Service Discovery](https://

attack.mitre.org/techniques/T1046) or other Discovery methods looking for common,

vulnerable software that may be deployed in the network, the lack of certain patches that

may indicate vulnerabilities, or security software that may be used to detect or contain

remote exploitation. Servers are likely a high value target for lateral movement

exploitation, but endpoint systems may also be at risk if they provide an advantage or

access to additional resources. There are several well-known vulnerabilities that exist in

common services such as SMB (Citation: CIS Multiple SMB Vulnerabilities) and RDP

(Citation: NVD CVE-2017-0176) as well as applications that may be used within internal

networks such as MySQL (Citation: NVD CVE-2016-6662) and web server services.(Citation:

NVD CVE-2014-7169) Depending on the permissions level of the vulnerable remote service

an adversary may achieve [Exploitation for Privilege Escalation](https://attack.mitre.org/

techniques/T1068) as a result of lateral movement exploitation as well. 
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Name

Resource Hijacking 

ID

T1496 

Description

Adversaries may leverage the resources of co-opted systems to complete resource-

intensive tasks, which may impact system and/or hosted service availability. One common

purpose for Resource Hijacking is to validate transactions of cryptocurrency networks and

earn virtual currency. Adversaries may consume enough system resources to negatively

impact and/or cause affected machines to become unresponsive.(Citation: Kaspersky

Lazarus Under The Hood Blog 2017) Servers and cloud-based systems are common targets

because of the high potential for available resources, but user endpoint systems may also

be compromised and used for Resource Hijacking and cryptocurrency mining.(Citation:

CloudSploit - Unused AWS Regions) Containerized environments may also be targeted due

to the ease of deployment via exposed APIs and the potential for scaling mining activities

by deploying or compromising multiple containers within an environment or cluster.

(Citation: Unit 42 Hildegard Malware)(Citation: Trend Micro Exposed Docker APIs)

Additionally, some cryptocurrency mining malware identify then kill off processes for

competing malware to ensure it’s not competing for resources.(Citation: Trend Micro War

of Crypto Miners) Adversaries may also use malware that leverages a system's network

bandwidth as part of a botnet in order to facilitate [Network Denial of Service](https://

attack.mitre.org/techniques/T1498) campaigns and/or to seed malicious torrents.(Citation:

GoBotKR) Alternatively, they may engage in proxyjacking by selling use of the victims'

network bandwidth and IP address to proxyware services.(Citation: Sysdig Proxyjacking) 

Name

Exploit Public-Facing Application 

ID

T1190 
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Description

Adversaries may attempt to exploit a weakness in an Internet-facing host or system to

initially access a network. The weakness in the system can be a software bug, a temporary

glitch, or a misconfiguration. Exploited applications are often websites/web servers, but

can also include databases (like SQL), standard services (like SMB or SSH), network device

administration and management protocols (like SNMP and Smart Install), and any other

system with Internet accessible open sockets.(Citation: NVD CVE-2016-6662)(Citation: CIS

Multiple SMB Vulnerabilities)(Citation: US-CERT TA18-106A Network Infrastructure Devices

2018)(Citation: Cisco Blog Legacy Device Attacks)(Citation: NVD CVE-2014-7169) Depending

on the flaw being exploited this may also involve [Exploitation for Defense Evasion]

(https://attack.mitre.org/techniques/T1211) or [Exploitation for Client Execution](https://

attack.mitre.org/techniques/T1203). If an application is hosted on cloud-based

infrastructure and/or is containerized, then exploiting it may lead to compromise of the

underlying instance or container. This can allow an adversary a path to access the cloud or

container APIs, exploit container host access via [Escape to Host](https://attack.mitre.org/

techniques/T1611), or take advantage of weak identity and access management policies.

Adversaries may also exploit edge network infrastructure and related appliances,

specifically targeting devices that do not support robust host-based defenses.(Citation:

Mandiant Fortinet Zero Day)(Citation: Wired Russia Cyberwar) For websites and databases,

the OWASP top 10 and CWE top 25 highlight the most common web-based vulnerabilities.

(Citation: OWASP Top 10)(Citation: CWE top 25) 

Name

Gather Victim Host Information 

ID

T1592 

Description

Adversaries may gather information about the victim's hosts that can be used during

targeting. Information about hosts may include a variety of details, including

administrative data (ex: name, assigned IP, functionality, etc.) as well as specifics regarding

its configuration (ex: operating system, language, etc.). Adversaries may gather this

information in various ways, such as direct collection actions via [Active Scanning](https://

attack.mitre.org/techniques/T1595) or [Phishing for Information](https://attack.mitre.org/

techniques/T1598). Adversaries may also compromise sites then include malicious content
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designed to collect host information from visitors.(Citation: ATT ScanBox) Information

about hosts may also be exposed to adversaries via online or other accessible data sets

(ex: [Social Media](https://attack.mitre.org/techniques/T1593/001) or [Search Victim-

Owned Websites](https://attack.mitre.org/techniques/T1594)). Gathering this information

may reveal opportunities for other forms of reconnaissance (ex: [Search Open Websites/

Domains](https://attack.mitre.org/techniques/T1593) or [Search Open Technical

Databases](https://attack.mitre.org/techniques/T1596)), establishing operational resources

(ex: [Develop Capabilities](https://attack.mitre.org/techniques/T1587) or [Obtain

Capabilities](https://attack.mitre.org/techniques/T1588)), and/or initial access (ex: [Supply

Chain Compromise](https://attack.mitre.org/techniques/T1195) or [External Remote

Services](https://attack.mitre.org/techniques/T1133)). 

Name

Remote Access Software 

ID

T1219 

Description

An adversary may use legitimate desktop support and remote access software to establish

an interactive command and control channel to target systems within networks. These

services, such as `VNC`, `Team Viewer`, `AnyDesk`, `ScreenConnect`, `LogMein`,

`AmmyyAdmin`, and other remote monitoring and management (RMM) tools, are

commonly used as legitimate technical support software and may be allowed by

application control within a target environment.(Citation: Symantec Living off the Land)

(Citation: CrowdStrike 2015 Global Threat Report)(Citation: CrySyS Blog TeamSpy) Remote

access software may be installed and used post-compromise as an alternate

communications channel for redundant access or as a way to establish an interactive

remote desktop session with the target system. They may also be used as a component of

malware to establish a reverse connection or back-connect to a service or adversary-

controlled system. Adversaries may similarly abuse response features included in EDR and

other defensive tools that enable remote access. Installation of many remote access

software may also include persistence (e.g., the software's installation routine creates a

[Windows Service](https://attack.mitre.org/techniques/T1543/003)). Remote access

modules/features may also exist as part of otherwise existing software (e.g., Google

Chrome’s Remote Desktop).(Citation: Google Chrome Remote Desktop)(Citation: Chrome

Remote Desktop) 
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Name

Account Manipulation 

ID

T1098 

Description

Adversaries may manipulate accounts to maintain and/or elevate access to victim systems.

Account manipulation may consist of any action that preserves or modifies adversary

access to a compromised account, such as modifying credentials or permission groups.

(Citation: FireEye SMOKEDHAM June 2021) These actions could also include account activity

designed to subvert security policies, such as performing iterative password updates to

bypass password duration policies and preserve the life of compromised credentials. In

order to create or manipulate accounts, the adversary must already have sufficient

permissions on systems or the domain. However, account manipulation may also lead to

privilege escalation where modifications grant access to additional roles, permissions, or

higher-privileged [Valid Accounts](https://attack.mitre.org/techniques/T1078). 

Name

Create Account 

ID

T1136 

Description

Adversaries may create an account to maintain access to victim systems.(Citation:

Symantec WastedLocker June 2020) With a sufficient level of access, creating such accounts

may be used to establish secondary credentialed access that do not require persistent

remote access tools to be deployed on the system. Accounts may be created on the local

system or within a domain or cloud tenant. In cloud environments, adversaries may create

TLP:CLEAR

10 Attack-Pattern



accounts that only have access to specific services, which can reduce the chance of

detection. 

Name

Command and Scripting Interpreter 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer

systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://

attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.

(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 
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Indicator

Name

http://14.19.214.36/fscan.exe 

Pattern Type

stix 

Pattern

[url:value = 'http://14.19.214.36/fscan.exe'] 

Name

http://sinmaxinter.top:7001/services.zip 

Pattern Type

stix 

Pattern

[url:value = 'http://sinmaxinter.top:7001/services.zip'] 

Name

http://45.130.22.219/aspx.exe 
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Pattern Type

stix 

Pattern

[url:value = 'http://45.130.22.219/aspx.exe'] 

Name

http://sinmaxinter.top:7001/C3-server25.zip 

Pattern Type

stix 

Pattern

[url:value = 'http://sinmaxinter.top:7001/C3-server25.zip'] 

Name

http://14.19.214.36/ew.exe 

Pattern Type

stix 

Pattern

[url:value = 'http://14.19.214.36/ew.exe'] 

Name

http://192.210.206.76/sRDI.dat 
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Pattern Type

stix 

Pattern

[url:value = 'http://192.210.206.76/sRDI.dat'] 

Name

http://14.19.214.36/RingQ.exe 

Pattern Type

stix 

Pattern

[url:value = 'http://14.19.214.36/RingQ.exe'] 

Name

http://14.19.214.36/aa.aspx 

Pattern Type

stix 

Pattern

[url:value = 'http://14.19.214.36/aa.aspx'] 

Name

http://14.19.214.36/11.exe 
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Pattern Type

stix 

Pattern

[url:value = 'http://14.19.214.36/11.exe'] 

Name

http://14.19.214.36:6666/pp.exe 

Pattern Type

stix 

Pattern

[url:value = 'http://14.19.214.36:6666/pp.exe'] 
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Malware

Name

ASPXSpy 

Description

[ASPXSpy](https://attack.mitre.org/software/S0073) is a Web shell. It has been modified by

[Threat Group-3390](https://attack.mitre.org/groups/G0027) actors to create the ASPXTool

version. (Citation: Dell TG-3390) 

Name

GodPotato 

Name

ALF:Backdoor:ASP/Chopper 

Name

RingQ 

Name

Godzilla Webshell 

Name
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BadPotato 

Name

XMRig 

Name

Trojan:Win32/XMrigMiner 
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External References

• https://asec.ahnlab.com/ko/66860/

• https://otx.alienvault.com/pulse/66720bf299ccd7c529ad6304
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