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Overview

Description 

Security researchers at Cleafy Labs detected a resurgence of the Medusa banking trojan, which

targets Android devices for on-device fraud. The new variant exhibits a lightweight permission

set, expanded geographical targeting, and the adoption of droppers for distribution. It

introduces capabilities like full-screen overlays and remote app uninstallation while removing

some previous functionalities. The malware's evolving tactics, including minimizing permissions

for stealth and experimenting with novel distribution methods, underscore its growing threat. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

100 / 100 
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Content 

N/A 
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Attack-Pattern

Name

T1498 

ID

T1498 

Description
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Adversaries may perform Network Denial of Service (DoS) attacks to degrade or block the

availability of targeted resources to users. Network DoS can be performed by exhausting

the network bandwidth services rely on. Example resources include specific websites,

email services, DNS, and web-based applications. Adversaries have been observed

conducting network DoS attacks for political purposes(Citation: FireEye

OpPoisonedHandover February 2016) and to support other malicious activities, including

distraction(Citation: FSISAC FraudNetDoS September 2012), hacktivism, and extortion.

(Citation: Symantec DDoS October 2014) A Network DoS will occur when the bandwidth

capacity of the network connection to a system is exhausted due to the volume of

malicious traffic directed at the resource or the network connections and network devices

the resource relies on. For example, an adversary may send 10Gbps of traffic to a server

that is hosted by a network with a 1Gbps connection to the internet. This traffic can be

generated by a single system or multiple systems spread across the internet, which is

commonly referred to as a distributed DoS (DDoS). To perform Network DoS attacks several

aspects apply to multiple methods, including IP address spoofing, and botnets.

Adversaries may use the original IP address of an attacking system, or spoof the source IP

address to make the attack traffic more difficult to trace back to the attacking system or to

enable reflection. This can increase the difficulty defenders have in defending against the

attack by reducing or eliminating the effectiveness of filtering by the source address on

network defense devices. For DoS attacks targeting the hosting system directly, see

[Endpoint Denial of Service](https://attack.mitre.org/techniques/T1499). 

Name

T1552.004 

ID

T1552.004 

Description

Adversaries may search for private key certificate files on compromised systems for

insecurely stored credentials. Private cryptographic keys and certificates are used for

authentication, encryption/decryption, and digital signatures.(Citation: Wikipedia Public

Key Crypto) Common key and certificate file extensions include:

.key, .pgp, .gpg, .ppk., .p12, .pem, .pfx, .cer, .p7b, .asc. Adversaries may also look in common

key directories, such as `~/.ssh` for SSH keys on * nix-based systems or `C:\Users\

(username)\.ssh\` on Windows. Adversary tools may also search compromised systems for

file extensions relating to cryptographic keys and certificates.(Citation: Kaspersky Careto)
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(Citation: Palo Alto Prince of Persia) When a device is registered to Azure AD, a device key

and a transport key are generated and used to verify the device’s identity.(Citation:

Microsoft Primary Refresh Token) An adversary with access to the device may be able to

export the keys in order to impersonate the device.(Citation: AADInternals Azure AD Device

Identities) On network devices, private keys may be exported via [Network Device CLI]

(https://attack.mitre.org/techniques/T1059/008) commands such as `crypto pki export`.

(Citation: cisco_deploy_rsa_keys) Some private keys require a password or passphrase for

operation, so an adversary may also use [Input Capture](https://attack.mitre.org/

techniques/T1056) for keylogging or attempt to [Brute Force](https://attack.mitre.org/

techniques/T1110) the passphrase off-line. These private keys can be used to authenticate

to [Remote Services](https://attack.mitre.org/techniques/T1021) like SSH or for use in

decrypting other collected files such as email. 

Name

T1558.003 

ID

T1558.003 

Description

Adversaries may abuse a valid Kerberos ticket-granting ticket (TGT) or sniff network traffic

to obtain a ticket-granting service (TGS) ticket that may be vulnerable to [Brute Force]

(https://attack.mitre.org/techniques/T1110).(Citation: Empire InvokeKerberoast Oct 2016)

(Citation: AdSecurity Cracking Kerberos Dec 2015) Service principal names (SPNs) are used

to uniquely identify each instance of a Windows service. To enable authentication,

Kerberos requires that SPNs be associated with at least one service logon account (an

account specifically tasked with running a service(Citation: Microsoft Detecting

Kerberoasting Feb 2018)).(Citation: Microsoft SPN)(Citation: Microsoft SetSPN)(Citation:

SANS Attacking Kerberos Nov 2014)(Citation: Harmj0y Kerberoast Nov 2016) Adversaries

possessing a valid Kerberos ticket-granting ticket (TGT) may request one or more Kerberos

ticket-granting service (TGS) service tickets for any SPN from a domain controller (DC).

(Citation: Empire InvokeKerberoast Oct 2016)(Citation: AdSecurity Cracking Kerberos Dec

2015) Portions of these tickets may be encrypted with the RC4 algorithm, meaning the

Kerberos 5 TGS-REP etype 23 hash of the service account associated with the SPN is used

as the private key and is thus vulnerable to offline [Brute Force](https://attack.mitre.org/

techniques/T1110) attacks that may expose plaintext credentials.(Citation: AdSecurity

Cracking Kerberos Dec 2015)(Citation: Empire InvokeKerberoast Oct 2016) (Citation: Harmj0y

Kerberoast Nov 2016) This same behavior could be executed using service tickets captured
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from network traffic.(Citation: AdSecurity Cracking Kerberos Dec 2015) Cracked hashes may

enable [Persistence](https://attack.mitre.org/tactics/TA0003), [Privilege Escalation](https://

attack.mitre.org/tactics/TA0004), and [Lateral Movement](https://attack.mitre.org/tactics/

TA0008) via access to [Valid Accounts](https://attack.mitre.org/techniques/T1078).(Citation:

SANS Attacking Kerberos Nov 2014) 

Name

T1568.002 

ID

T1568.002 

Description

Adversaries may make use of Domain Generation Algorithms (DGAs) to dynamically

identify a destination domain for command and control traffic rather than relying on a list

of static IP addresses or domains. This has the advantage of making it much harder for

defenders to block, track, or take over the command and control channel, as there

potentially could be thousands of domains that malware can check for instructions.

(Citation: Cybereason Dissecting DGAs)(Citation: Cisco Umbrella DGA)(Citation: Unit 42 DGA

Feb 2019) DGAs can take the form of apparently random or “gibberish” strings (ex:

istgmxdejdnxuyla.ru) when they construct domain names by generating each letter.

Alternatively, some DGAs employ whole words as the unit by concatenating words together

instead of letters (ex: cityjulydish.net). Many DGAs are time-based, generating a different

domain for each time period (hourly, daily, monthly, etc). Others incorporate a seed value

as well to make predicting future domains more difficult for defenders.(Citation:

Cybereason Dissecting DGAs)(Citation: Cisco Umbrella DGA)(Citation: Talos CCleanup 2017)

(Citation: Akamai DGA Mitigation) Adversaries may use DGAs for the purpose of [Fallback

Channels](https://attack.mitre.org/techniques/T1008). When contact is lost with the

primary command and control server malware may employ a DGA as a means to

reestablishing command and control.(Citation: Talos CCleanup 2017)(Citation: FireEye

POSHSPY April 2017)(Citation: ESET Sednit 2017 Activity) 

Name

T1589.001 
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ID

T1589.001 

Description

Adversaries may gather credentials that can be used during targeting. Account credentials

gathered by adversaries may be those directly associated with the target victim

organization or attempt to take advantage of the tendency for users to use the same

passwords across personal and business accounts. Adversaries may gather credentials

from potential victims in various ways, such as direct elicitation via [Phishing for

Information](https://attack.mitre.org/techniques/T1598). Adversaries may also compromise

sites then add malicious content designed to collect website authentication cookies from

visitors.(Citation: ATT ScanBox) Credential information may also be exposed to adversaries

via leaks to online or other accessible data sets (ex: [Search Engines](https://

attack.mitre.org/techniques/T1593/002), breach dumps, code repositories, etc.).(Citation:

Register Deloitte)(Citation: Register Uber)(Citation: Detectify Slack Tokens)(Citation: Forbes

GitHub Creds)(Citation: GitHub truffleHog)(Citation: GitHub Gitrob)(Citation: CNET Leaks)

Adversaries may also purchase credentials from dark web or other black-markets. Finally,

where multi-factor authentication (MFA) based on out-of-band communications is in use,

adversaries may compromise a service provider to gain access to MFA codes and one-time

passwords (OTP).(Citation: Okta Scatter Swine 2022) Gathering this information may reveal

opportunities for other forms of reconnaissance (ex: [Search Open Websites/Domains]

(https://attack.mitre.org/techniques/T1593) or [Phishing for Information](https://

attack.mitre.org/techniques/T1598)), establishing operational resources (ex: [Compromise

Accounts](https://attack.mitre.org/techniques/T1586)), and/or initial access (ex: [External

Remote Services](https://attack.mitre.org/techniques/T1133) or [Valid Accounts](https://

attack.mitre.org/techniques/T1078)). 

Name

T1592.003 

ID

T1592.003 

Description
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Adversaries may gather information about the victim's host firmware that can be used

during targeting. Information about host firmware may include a variety of details such as

type and versions on specific hosts, which may be used to infer more information about

hosts in the environment (ex: configuration, purpose, age/patch level, etc.). Adversaries

may gather this information in various ways, such as direct elicitation via [Phishing for

Information](https://attack.mitre.org/techniques/T1598). Information about host firmware

may only be exposed to adversaries via online or other accessible data sets (ex: job

postings, network maps, assessment reports, resumes, or purchase invoices).(Citation:

ArsTechnica Intel) Gathering this information may reveal opportunities for other forms of

reconnaissance (ex: [Search Open Websites/Domains](https://attack.mitre.org/techniques/

T1593) or [Search Open Technical Databases](https://attack.mitre.org/techniques/T1596)),

establishing operational resources (ex: [Develop Capabilities](https://attack.mitre.org/

techniques/T1587) or [Obtain Capabilities](https://attack.mitre.org/techniques/T1588)),

and/or initial access (ex: [Supply Chain Compromise](https://attack.mitre.org/techniques/

T1195) or [Exploit Public-Facing Application](https://attack.mitre.org/techniques/T1190)). 

Name

T1592.001 

ID

T1592.001 

Description

Adversaries may gather information about the victim's host hardware that can be used

during targeting. Information about hardware infrastructure may include a variety of

details such as types and versions on specific hosts, as well as the presence of additional

components that might be indicative of added defensive protections (ex: card/biometric

readers, dedicated encryption hardware, etc.). Adversaries may gather this information in

various ways, such as direct collection actions via [Active Scanning](https://

attack.mitre.org/techniques/T1595) (ex: hostnames, server banners, user agent strings) or

[Phishing for Information](https://attack.mitre.org/techniques/T1598). Adversaries may

also compromise sites then include malicious content designed to collect host

information from visitors.(Citation: ATT ScanBox) Information about the hardware

infrastructure may also be exposed to adversaries via online or other accessible data sets

(ex: job postings, network maps, assessment reports, resumes, or purchase invoices).

Gathering this information may reveal opportunities for other forms of reconnaissance (ex:

[Search Open Websites/Domains](https://attack.mitre.org/techniques/T1593) or [Search

TLP:CLEAR
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Open Technical Databases](https://attack.mitre.org/techniques/T1596)), establishing

operational resources (ex: [Develop Capabilities](https://attack.mitre.org/techniques/

T1587) or [Obtain Capabilities](https://attack.mitre.org/techniques/T1588)), and/or initial

access (ex: [Compromise Hardware Supply Chain](https://attack.mitre.org/techniques/

T1195/003) or [Hardware Additions](https://attack.mitre.org/techniques/T1200)). 

Name

T1592.002 

ID

T1592.002 

Description

Adversaries may gather information about the victim's host software that can be used

during targeting. Information about installed software may include a variety of details

such as types and versions on specific hosts, as well as the presence of additional

components that might be indicative of added defensive protections (ex: antivirus, SIEMs,

etc.). Adversaries may gather this information in various ways, such as direct collection

actions via [Active Scanning](https://attack.mitre.org/techniques/T1595) (ex: listening

ports, server banners, user agent strings) or [Phishing for Information](https://

attack.mitre.org/techniques/T1598). Adversaries may also compromise sites then include

malicious content designed to collect host information from visitors.(Citation: ATT

ScanBox) Information about the installed software may also be exposed to adversaries via

online or other accessible data sets (ex: job postings, network maps, assessment reports,

resumes, or purchase invoices). Gathering this information may reveal opportunities for

other forms of reconnaissance (ex: [Search Open Websites/Domains](https://

attack.mitre.org/techniques/T1593) or [Search Open Technical Databases](https://

attack.mitre.org/techniques/T1596)), establishing operational resources (ex: [Develop

Capabilities](https://attack.mitre.org/techniques/T1587) or [Obtain Capabilities](https://

attack.mitre.org/techniques/T1588)), and/or for initial access (ex: [Supply Chain

Compromise](https://attack.mitre.org/techniques/T1195) or [External Remote Services]

(https://attack.mitre.org/techniques/T1133)). 
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Sector

Name

Finance 

Description

Public and private entities involved in the allocation of assets and liabilities over space

and time. 
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Intrusion-Set

Name

Medusa 
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Region

Name

Europe 

Name

Southern Europe 

Name

Northern America 

Name

Western Europe 

Name

Americas 
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Country

Name

Canada 

Name

Spain 

Name

France 

Name

United States 

Name

Italy 

TLP:CLEAR

16 Country



Malware

Name

android 

Name

Medusa 

Name

TangleBot 

Description

[TangleBot](https://attack.mitre.org/software/S1069) is SMS malware that was initially

observed in September 2021, primarily targeting mobile users in the United States and

Canada. [TangleBot](https://attack.mitre.org/software/S1069) has used SMS text message

lures about COVID-19 regulations and vaccines to trick mobile users into downloading the

malware, similar to [FluBot](https://attack.mitre.org/software/S1067) Android malware

campaigns.(Citation: cloudmark_tanglebot_0921) 
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uses

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name

Name

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name

Name

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name

Name

Name

Name
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located-at

Name

Name

Description

Region Western Europe is located in Europe 

Name

Description

Country Spain is located in Southern Europe 

Name

Description

Country United States of America is located in Northern America 

Name
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22 located-at



Description

Country France is located in Western Europe 

Name

Name

Name

Description

Region Southern Europe is located in Europe 

Name

Description

Country Italy is located in Southern Europe 

Name

Description

Region Northern America is located in Americas 

Name

TLP:CLEAR
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targets

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name

Name

Name

Name

Name

Name

Name

Name

Name

Name

Name
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Name

Name

Name

Name
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