
Apr 19 2024

Intelligence Report
Threat Group Targets the
U.S. Automotive Industry

          N/A

          N/A

          N/A

          N/A

          info@netmanageit.com

          https://www.netmanageit.com

1



4

4

5

6

69

70

71

87

88

89

Table of contents

Overview

• Description

• Confidence

• Content

Entities

• Indicator

• Malware

• Intrusion-Set

• Attack-Pattern

• Country

• Region

• Sector

TLP:CLEAR

2 Table of contents



90

91

94

95

Observables

• Domain-Name

• IPv4-Addr

• StixFile

External References

• External References

TLP:CLEAR

3 Table of contents



Overview

Description 

BlackBerry analysts uncovered an attack on a major U.S. automotive manufacturer by the

financially motivated threat group FIN7. The group deployed phishing emails with malicious

links to deliver the well-known Anunak backdoor and leveraged living-off-the-land binaries,

scripts, and libraries for initial access. Evidence suggests this was part of a broader FIN7

campaign targeting entities with large potential ransom payouts. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

100 / 100 

TLP:CLEAR

4 Overview



Content 

N/A 
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Indicator

Name

theipscanner.com 

Description

- **Unsafe:** False - **Server:** LiteSpeed - **Domain Rank:** 0 - **DNS Valid:** True -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '7

months ago', 'timestamp': 1694633050, 'iso': '2023-09-13T15:24:10-04:00'} - **IPQS: Domain:**

theipscanner.com - **IPQS: IP Address:** 198.54.126.24 

Pattern Type

stix 

Pattern

[domain-name:value = 'theipscanner.com'] 

Name

myscannappo.online 

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** False -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
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minutes ago', 'timestamp': 1713520973, 'iso': '2024-04-19T06:02:53-04:00'} - **IPQS: Domain:**

myscannappo.online - **IPQS: IP Address:** N/A 

Pattern Type

stix 

Pattern

[domain-name:value = 'myscannappo.online'] 

Name

myscannappo.info 

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** False -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12

minutes ago', 'timestamp': 1713520972, 'iso': '2024-04-19T06:02:52-04:00'} - **IPQS: Domain:**

myscannappo.info - **IPQS: IP Address:** N/A 

Pattern Type

stix 

Pattern

[domain-name:value = 'myscannappo.info'] 

Name

myscannappo.com 

Description

TLP:CLEAR
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- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** False -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12

minutes ago', 'timestamp': 1713520971, 'iso': '2024-04-19T06:02:51-04:00'} - **IPQS: Domain:**

myscannappo.com - **IPQS: IP Address:** N/A 

Pattern Type

stix 

Pattern

[domain-name:value = 'myscannappo.com'] 

Name

myipscanner.com 

Description

- **Unsafe:** False - **Server:** LiteSpeed - **Domain Rank:** 0 - **DNS Valid:** True -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '7

months ago', 'timestamp': 1694633055, 'iso': '2023-09-13T15:24:15-04:00'} - **IPQS: Domain:**

myipscanner.com - **IPQS: IP Address:** 198.54.126.24 

Pattern Type

stix 

Pattern

[domain-name:value = 'myipscanner.com'] 

Name

TLP:CLEAR
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ipscannershop.com 

Description

- **Unsafe:** False - **Server:** LiteSpeed - **Domain Rank:** 0 - **DNS Valid:** True -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '7

months ago', 'timestamp': 1694633059, 'iso': '2023-09-13T15:24:19-04:00'} - **IPQS: Domain:**

ipscannershop.com - **IPQS: IP Address:** 198.54.126.24 

Pattern Type

stix 

Pattern

[domain-name:value = 'ipscannershop.com'] 

Name

ipscanneronline.com 

Description

- **Unsafe:** True - **Server:** LiteSpeed - **Domain Rank:** 0 - **DNS Valid:** True -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** True -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '7

months ago', 'timestamp': 1694633064, 'iso': '2023-09-13T15:24:24-04:00'} - **IPQS: Domain:**

ipscanneronline.com - **IPQS: IP Address:** 198.54.126.24 

Pattern Type

stix 

Pattern

TLP:CLEAR
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[domain-name:value = 'ipscanneronline.com'] 

Name

advanced-ip-sccanner.com 

Description

- **Unsafe:** False - **Server:** cloudflare - **Domain Rank:** 0 - **DNS Valid:** True -

**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -

**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '7

months ago', 'timestamp': 1695043985, 'iso': '2023-09-18T09:33:05-04:00'} - **IPQS: Domain:**

advanced-ip-sccanner.com - **IPQS: IP Address:** 104.21.9.75 

Pattern Type

stix 

Pattern

[domain-name:value = 'advanced-ip-sccanner.com'] 

Name

5.8.63.245 

Description

**ISP:** SECURED SERVERS LLC **OS:** Debian -------------------------- Services: **22:** ```

SSH-2.0-OpenSSH_8.4p1 Debian-5 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC5QDmvbY/

LGIwst2VWkgFHRGDnrUECgXnFNPNbeU2q38pp DA1U2t0tpbZ0r2KSI4lxqjJsUs5QLIf5/

C11leMuTL0x5dSCOoWIDdjD0sAdZ7tngmirD4Ahl6ez

Qur7wu79miZbapEwntzsz8t7uPtkHLLZ3IuJuSMO9wr/o5BqciK8mEU042DtKHqREHhDFvNP1zlG

gbFm5IcXNJiXSntBj7dSXl65guUw3g9wBwuTfU1RABNtkrZxJVDxKrR9LzL9y2NwfVijpHxhgq91 s/

6BYGmYD43dG/QUg9v7a3FqUr++sODxQZAo5AUO45NnzhAYhVhUr08JAJ9QUqxHaiCHMCs74zlJ

zpWPxBAjcGl2ayO0LXAvkXhD4w9EyBcNecZdnvDBNqx9oioncGD6lxJXl/suwbwBcBRhFUfODcXt

ELP7eZ/LI7TYroXzGVwiSIPX2OqrnxYTQ9+ZhLoccdJjDeOVuyFmgKB7Q4v6H+jWRF/hi4umb+Eh
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SJqgdtgy5IU= Fingerprint: 71:91:40:f8:4f:6d:68:d1:ab:3a:32:87:0a:f2:57:02 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 Server Host Key Algorithms:

rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAILPfUBCFaJhnnalNyIHqHZHalukqProzCclLDRHqJoe5

Fingerprint: 95:73:36:47:0c:03:a3:51:50:d9:0a:ee:35:cf:1c:a3 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '5.8.63.245'] 

Name

91.149.254.85 

Description

**ISP:** Baxet Group Inc. **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

TLP:CLEAR

11 Indicator



AAAAC3NzaC1lZDI1NTE5AAAAIK5dxP/5xZBe3V2e3cyq2B8c5xBh56s27nhpePC243S/ Fingerprint:

83:d4:1d:8a:16:1c:f9:2b:ed:a6:a3:c6:d4:ea:5d:ec Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIK5dxP/

5xZBe3V2e3cyq2B8c5xBh56s27nhpePC243S/ Fingerprint: 83:d4:1d:8a:

16:1c:f9:2b:ed:a6:a3:c6:d4:ea:5d:ec Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIK5dxP/

5xZBe3V2e3cyq2B8c5xBh56s27nhpePC243S/ Fingerprint: 83:d4:1d:8a:

16:1c:f9:2b:ed:a6:a3:c6:d4:ea:5d:ec Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

TLP:CLEAR
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Pattern

[ipv4-addr:value = '91.149.254.85'] 

Name

5.8.63.108 

Description

**ISP:** SECURED SERVERS LLC **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIF/a2gWqX+vCHIlCMrQ8tHeSmKMF7AKutxNk9KY0T5Q8

Fingerprint: 7c:4c:fd:82:a6:c3:00:46:22:23:60:31:0d:f6:ce:dd Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIF/

a2gWqX+vCHIlCMrQ8tHeSmKMF7AKutxNk9KY0T5Q8 Fingerprint: 7c:4c:fd:

82:a6:c3:00:46:22:23:60:31:0d:f6:ce:dd Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIF/

a2gWqX+vCHIlCMrQ8tHeSmKMF7AKutxNk9KY0T5Q8 Fingerprint: 7c:4c:fd:

82:a6:c3:00:46:22:23:60:31:0d:f6:ce:dd Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-
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13 Indicator



hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '5.8.63.108'] 

Name

5.8.63.139 

Description

**ISP:** SECURED SERVERS LLC **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIND2X2o8dDDRY6LQC3hyrUTX4YURwysQWeR3tZ5I0deG

Fingerprint: 46:78:ab:5d:20:0d:6d:8b:80:98:cf:dc:b6:bb:55:e3 Kex Algorithms: curve25519-

sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-

nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-

hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1

Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIND2X2o8dDDRY6LQC3hyrUTX4YURwysQWeR3tZ5I0deG

TLP:CLEAR
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Fingerprint: 46:78:ab:5d:20:0d:6d:8b:80:98:cf:dc:b6:bb:55:e3 Kex Algorithms: curve25519-

sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-

nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-

hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1

Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIND2X2o8dDDRY6LQC3hyrUTX4YURwysQWeR3tZ5I0deG

Fingerprint: 46:78:ab:5d:20:0d:6d:8b:80:98:cf:dc:b6:bb:55:e3 Kex Algorithms: curve25519-

sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-

nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-

hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1

Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '5.8.63.139'] 

Name

5.8.63.105 

Description

TLP:CLEAR
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**ISP:** SECURED SERVERS LLC **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIIQRj9Zf0eV5TrcFxeckCD8UGNrYiMWWlYYbqmQtHNa+

Fingerprint: 2f:02:69:7e:3f:08:d1:9d:7e:70:53:a5:cf:19:f1:06 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIIQRj9Zf0eV5TrcFxeckCD8UGNrYiMWWlYYbqmQtHNa+

Fingerprint: 2f:02:69:7e:3f:08:d1:9d:7e:70:53:a5:cf:19:f1:06 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '5.8.63.105'] 

Name

5.61.39.157 
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Description

**ISP:** Leaseweb Deutschland GmbH **OS:** Debian -------------------------- Services:

**53:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIKFYWkB/xzsG0yDVJ4kp5yv49bxqiiHj8Xi7HRtw9JW4 Fingerprint:

e4:a7:41:8b:ef:bb:41:92:ae:07:38:1b:b4:ad:11:7c Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIKFYWkB/xzsG0yDVJ4kp5yv49bxqiiHj8Xi7HRtw9JW4

Fingerprint: e4:a7:41:8b:ef:bb:41:92:ae:07:38:1b:b4:ad:11:7c Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIKFYWkB/xzsG0yDVJ4kp5yv49bxqiiHj8Xi7HRtw9JW4

Fingerprint: e4:a7:41:8b:ef:bb:41:92:ae:07:38:1b:b4:ad:11:7c Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

TLP:CLEAR
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Pattern Type

stix 

Pattern

[ipv4-addr:value = '5.61.39.157'] 

Name

5.181.159.11 

Description

**ISP:** MivoCloud SRL **OS:** Linux -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

TLP:CLEAR
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5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '5.181.159.11'] 

Name

46.246.98.196 

Description

**ISP:** GleSYS AB **OS:** Linux -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc
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mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/
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2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '46.246.98.196'] 

Name

38.180.40.23 

Description

**ISP:** HIVELOCITY, Inc. **OS:** Linux -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD
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puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '38.180.40.23'] 

TLP:CLEAR
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Name

38.180.20.94 

Description

**ISP:** M247 Europe SRL **OS:** Linux -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-
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v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '38.180.20.94'] 

Name

38.180.14.240 

Description

**ISP:** M247 Europe SRL **OS:** - -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

TLP:CLEAR
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poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '38.180.14.240'] 

Name

38.180.1.17 

TLP:CLEAR
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Description

**ISP:** M247 Europe SRL **OS:** Debian -------------------------- Services: **22:** ```

SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u1 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQDMevjtMRKe74Wj54OHuAoH7hv08PSWrbOCneHX5qcBt

ppq wLPQXBRrpDRKbp/

1YS4DXmw+PwzJ09HMiEdgU7muS+AEN2vS3FmPjO1EluLMI8tjAEz+scJMbTg3 2tOe1Hnp/

IQ9sP4js78xdHsgT4YV6PUmY2xFWMQCT+/zstm5voXECfkC5ri5/XzWd6FHI6+rm6KX

Pp8z0EEdAlkK//aEQ2FDW09OAHB+Qy2frQ8CgvmJMAV3pfyUJgvCBmEgYzueXCgogcntoIcxKHJ+

Wzky4ARQ3cQJftGwUiyxGGkSWtocvxNvfUnnvpPHwvKsJU44TChvppeg+CByFrKkVIJesJzevNwQ

5IGAwCOKQZELkEUApyjYbiju2x4uFJIMK0J+4jjSX9j7350r5YuNpkERlH3pAn3eY3OpzOObyIMo

a2LnzeQsBg/nU5N0GJNCDtAOycUFFUrb28QYCJq2gsl96xm0molvzaVRgJyddXIWPH4gBRtNRjFn

ZyKBs25ktN8= Fingerprint: 61:c0:2e:05:e7:11:0b:51:8a:33:6d:e7:30:5f:dc:2f Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 Server Host Key Algorithms:

rsa-sha2-512 rsa-sha2-256 ssh-rsa ecdsa-sha2-nistp256 ssh-ed25519 Encryption Algorithms:

chacha20-poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-

gcm@openssh.com aes256-gcm@openssh.com MAC Algorithms: umac-64-

etm@openssh.com umac-128-etm@openssh.com hmac-sha2-256-etm@openssh.com

hmac-sha2-512-etm@openssh.com hmac-sha1-etm@openssh.com umac-64@openssh.com

umac-128@openssh.com hmac-sha2-256 hmac-sha2-512 hmac-sha1 Compression

Algorithms: none zlib@openssh.com ``` ------------------ **443:** ``` ``` ------------------

**3790:** ``` HTTP/1.1 200 OK Server: nginx Date: Fri, 05 Apr 2024 12:10:26 GMT Content-Type:

text/html; charset=utf-8 Transfer-Encoding: chunked Connection: keep-alive ETag:

W/"8ee5ab11785277ac9eb38516c7b9e9c0" Cache-Control: max-age=0, private, must-

revalidate Set-Cookie:

_ui_session=Gj6QKBpYGdC2k%2FZ6cPc2gkPPYyppHDUF7IOV6Zt5i0A1s8wRKylWczt%2BQjnBF

WM0GWONYwfnMGPX22MLx2Ucp6EaXpYzQVN6f%2FmfsrEM2h%2F8XUfGC%2BBB0Q%2FYDXt5

yvgOD8lUYYXQkEhwap6L%2Fo8%3D--1kRxvUx704Dycok6--

Kypief9bSPIDz7HnCtbpGw%3D%3D; path=/; HttpOnly; secure; SameSite=Lax X-Request-Id:

d21be56f-f8c2-4295-96ae-33533f0022b3 X-Runtime: 0.008188 Strict-Transport-Security: max-

age=631138519 X-Frame-Options: SAMEORIGIN X-Content-Type-Options: nosniff X-XSS-

Protection: 1; mode=block X-Download-Options: noopen X-Permitted-Cross-Domain-

Policies: none Content-Security-Policy: default-src 'self'; connect-src 'self'

dev.metasploit.com; font-src 'self'; frame-src 'self'; img-src 'self' data:; media-src 'self';

object-src 'self'; script-src 'self' 'unsafe-eval' 'eval' nonce; style-src 'self' 'unsafe-inline'

'inline' ``` HEARTBLEED: 2024/04/05 12:02:09 38.180.1.17:3790 - SAFE ------------------ 

Pattern Type

TLP:CLEAR
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stix 

Pattern

[ipv4-addr:value = '38.180.1.17'] 

Name

38.180.1.103 

Description

**ISP:** M247 Europe SRL **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIGZLjEwpZTkOrrfxjRVwqIT5yrJWuFK5VpPJHOHmZXMW

Fingerprint: 80:9a:97:d4:b4:dd:0e:0b:61:d2:18:64:14:9c:3d:06 Kex Algorithms: curve25519-

sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-

nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-

hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1

Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIGZLjEwpZTkOrrfxjRVwqIT5yrJWuFK5VpPJHOHmZXMW

Fingerprint: 80:9a:97:d4:b4:dd:0e:0b:61:d2:18:64:14:9c:3d:06 Kex Algorithms: curve25519-

sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-

nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-

hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1

Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

TLP:CLEAR
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AAAAC3NzaC1lZDI1NTE5AAAAIGZLjEwpZTkOrrfxjRVwqIT5yrJWuFK5VpPJHOHmZXMW

Fingerprint: 80:9a:97:d4:b4:dd:0e:0b:61:d2:18:64:14:9c:3d:06 Kex Algorithms: curve25519-

sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-

nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-

hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1

Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '38.180.1.103'] 

Name

23.133.88.52 

Description

**ISP:** IPFB LLC **OS:** Debian -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIAzv5Xmnyak37ecmFbWsc8ErjSC5K1fpmawbBPNIRqaZ

Fingerprint: 5c:72:c7:ef:50:c8:2a:16:45:9b:f8:86:5e:b2:5e:3c Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

TLP:CLEAR
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------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIAzv5Xmnyak37ecmFbWsc8ErjSC5K1fpmawbBPNIRqaZ

Fingerprint: 5c:72:c7:ef:50:c8:2a:16:45:9b:f8:86:5e:b2:5e:3c Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIAzv5Xmnyak37ecmFbWsc8ErjSC5K1fpmawbBPNIRqaZ

Fingerprint: 5c:72:c7:ef:50:c8:2a:16:45:9b:f8:86:5e:b2:5e:3c Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '23.133.88.52'] 

Name

217.196.101.116 
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Description

**ISP:** MIRhosting B.V. **OS:** Linux -------------------------- Services: **80:** ``` SSH-2.0-

OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com
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hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '217.196.101.116'] 

Name

209.209.113.91 

Description

**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```
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------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '209.209.113.91'] 

Name

207.174.31.206 

Description

**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/
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Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 
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Pattern Type

stix 

Pattern

[ipv4-addr:value = '207.174.31.206'] 

Name

207.174.31.253 

Description

**ISP:** Baxet Group Inc. **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIA8/EhPq+tiav5f1l5l9r8LQGlKEVYSEJcirEnVObJhg Fingerprint: ac:

1f:86:c7:3a:c3:55:d6:da:7d:9e:47:e8:97:30:30 Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIA8/EhPq+tiav5f1l5l9r8LQGlKEVYSEJcirEnVObJhg

Fingerprint: ac:1f:86:c7:3a:c3:55:d6:da:7d:9e:47:e8:97:30:30 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-
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ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIA8/EhPq+tiav5f1l5l9r8LQGlKEVYSEJcirEnVObJhg

Fingerprint: ac:1f:86:c7:3a:c3:55:d6:da:7d:9e:47:e8:97:30:30 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '207.174.31.253'] 

Name

207.174.31.205 

Description

**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384
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ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-
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v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '207.174.31.205'] 

Name

193.233.23.177 

Description

**ISP:** Oy Crea Nova Hosting Solution Ltd **OS:** Debian --------------------------

Services: **53:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIB5a9S+EG3pY4TP8X00Og0UdKqvKVux5xgPIcrivUrri Fingerprint:

6d:66:bb:89:83:4a:12:a1:e8:00:05:47:a2:47:aa:19 Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIB5a9S+EG3pY4TP8X00Og0UdKqvKVux5xgPIcrivUrri

Fingerprint: 6d:66:bb:89:83:4a:12:a1:e8:00:05:47:a2:47:aa:19 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521
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diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIB5a9S+EG3pY4TP8X00Og0UdKqvKVux5xgPIcrivUrri

Fingerprint: 6d:66:bb:89:83:4a:12:a1:e8:00:05:47:a2:47:aa:19 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '193.233.23.177'] 

Name

193.233.22.43 

Description

**ISP:** MIRhosting B.V. **OS:** Debian -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIAh8uZnv8qEM0Ytb/aXK4wI/8I8eeEdw1AMue4Be4Q9A

Fingerprint: e2:2b:57:cb:0d:a3:b9:4b:7b:76:b6:b9:80:f4:74:a5 Kex Algorithms: curve25519-sha256

TLP:CLEAR
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curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIAh8uZnv8qEM0Ytb/aXK4wI/

8I8eeEdw1AMue4Be4Q9A Fingerprint: e2:2b:57:cb:0d:a3:b9:4b:7b:76:b6:b9:80:f4:74:a5 Kex

Algorithms: curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-

sha2-nistp384 ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-

group16-sha512 diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-

hellman-group14-sha1 Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption

Algorithms: chacha20-poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-

gcm@openssh.com aes256-gcm@openssh.com MAC Algorithms: umac-64-

etm@openssh.com umac-128-etm@openssh.com hmac-sha2-256-etm@openssh.com

hmac-sha2-512-etm@openssh.com hmac-sha1-etm@openssh.com umac-64@openssh.com

umac-128@openssh.com hmac-sha2-256 hmac-sha2-512 hmac-sha1 Compression

Algorithms: none zlib@openssh.com ``` ------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1

Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIAh8uZnv8qEM0Ytb/aXK4wI/8I8eeEdw1AMue4Be4Q9A

Fingerprint: e2:2b:57:cb:0d:a3:b9:4b:7b:76:b6:b9:80:f4:74:a5 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern
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[ipv4-addr:value = '193.233.22.43'] 

Name

193.233.22.36 

Description

**ISP:** MIRhosting B.V. **OS:** Debian -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIMLkw8/cbqFS6CfwtOyJ/MqNrOnHMfaexI+pq+MWaovW

Fingerprint: 63:36:27:a6:95:40:6b:7b:e3:a1:57:a2:f0:aa:30:20 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key: AAAAC3NzaC1lZDI1NTE5AAAAIMLkw8/cbqFS6CfwtOyJ/

MqNrOnHMfaexI+pq+MWaovW Fingerprint: 63:36:27:a6:95:40:6b:7b:e3:a1:57:a2:f0:aa:30:20 Kex

Algorithms: curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-

sha2-nistp384 ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-

group16-sha512 diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 diffie-

hellman-group14-sha1 Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption

Algorithms: chacha20-poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-

gcm@openssh.com aes256-gcm@openssh.com MAC Algorithms: umac-64-

etm@openssh.com umac-128-etm@openssh.com hmac-sha2-256-etm@openssh.com

hmac-sha2-512-etm@openssh.com hmac-sha1-etm@openssh.com umac-64@openssh.com

umac-128@openssh.com hmac-sha2-256 hmac-sha2-512 hmac-sha1 Compression

Algorithms: none zlib@openssh.com ``` ------------------ 

Pattern Type

stix 
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Pattern

[ipv4-addr:value = '193.233.22.36'] 

Name

193.233.22.28 

Description

**ISP:** MIRhosting B.V. **OS:** Debian -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIKeQmV6KGqNJaNAQ2HMhfmVIploh8sHC1ZxpLtREP44u

Fingerprint: c8:fa:e2:26:84:f2:28:0b:4e:37:aa:f3:12:58:90:31 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIKeQmV6KGqNJaNAQ2HMhfmVIploh8sHC1ZxpLtREP44u

Fingerprint: c8:fa:e2:26:84:f2:28:0b:4e:37:aa:f3:12:58:90:31 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIKeQmV6KGqNJaNAQ2HMhfmVIploh8sHC1ZxpLtREP44u

Fingerprint: c8:fa:e2:26:84:f2:28:0b:4e:37:aa:f3:12:58:90:31 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

TLP:CLEAR

41 Indicator



diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '193.233.22.28'] 

Name

193.233.22.136 

Description

**ISP:** MIRhosting B.V. **OS:** Debian -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIMpg3e3d573I6aA38MA1H0CqER90cLv4XYZbswgHJZ3u

Fingerprint: 42:43:01:ee:e9:54:da:8c:47:d1:8a:85:7e:4e:8d:7b Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIMpg3e3d573I6aA38MA1H0CqER90cLv4XYZbswgHJZ3u
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Fingerprint: 42:43:01:ee:e9:54:da:8c:47:d1:8a:85:7e:4e:8d:7b Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIMpg3e3d573I6aA38MA1H0CqER90cLv4XYZbswgHJZ3u

Fingerprint: 42:43:01:ee:e9:54:da:8c:47:d1:8a:85:7e:4e:8d:7b Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '193.233.22.136'] 

Name

193.233.206.146 

Description
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**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```
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------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '193.233.206.146'] 

Name

185.72.8.70 

Description

- **Zip Code:** N/A - **ISP:** Baxet Group Inc. - **ASN:** 26383 - **Organization:** Baxet

Group Inc. - **Is Crawler:** False - **Timezone:** America/New_York - **Mobile:** False -

**Host:** 185.72.8.70 - **Proxy:** True - **VPN:** True - **TOR:** False - **Active VPN:**
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False - **Active TOR:** False - **Recent Abuse:** False - **Bot Status:** False -

**Connection Type:** Premium required. - **Abuse Velocity:** Premium required. -

**Country Code:** US - **Region:** Georgia - **City:** Atlanta - **Latitude:** 33.85 -

**Longitude:** -84.28 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '185.72.8.70'] 

Name

185.72.8.6 

Description

- **Zip Code:** N/A - **ISP:** Baxet Group Inc. - **ASN:** 26383 - **Organization:** Baxet

Group Inc. - **Is Crawler:** False - **Timezone:** America/New_York - **Mobile:** False -

**Host:** 185.72.8.6 - **Proxy:** True - **VPN:** True - **TOR:** False - **Active VPN:** False

- **Active TOR:** False - **Recent Abuse:** False - **Bot Status:** False - **Connection

Type:** Premium required. - **Abuse Velocity:** Premium required. - **Country Code:** US

- **Region:** Georgia - **City:** Atlanta - **Latitude:** 33.85 - **Longitude:** -84.28 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '185.72.8.6'] 

Name

185.72.8.147 
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Description

**ISP:** Baxet Group Inc. **OS:** - -------------------------- Services: **22:** ``` SSH-2.0-

OpenSSH_8.7 Key type: ecdsa-sha2-nistp256 Key:

AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAAIbmlzdHAyNTYAAABBBLRdAGZ/

z8F2DGhRGDA1xtWz

22n1dOA4JSEISteOX5BUzhcE4eWee8O8K4uYgJzrcQyKzmS1ajOUIA2lMVTikek= Fingerprint:

39:fe:99:59:53:73:3e:28:01:45:7b:6d:bc:12:8a:f3 Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group14-sha256 diffie-hellman-group16-

sha512 diffie-hellman-group18-sha512 Server Host Key Algorithms: rsa-sha2-512 rsa-

sha2-256 ecdsa-sha2-nistp256 ssh-ed25519 Encryption Algorithms: aes256-

gcm@openssh.com chacha20-poly1305@openssh.com aes256-ctr aes128-

gcm@openssh.com aes128-ctr MAC Algorithms: hmac-sha2-256-etm@openssh.com hmac-

sha1-etm@openssh.com umac-128-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha2-256 hmac-sha1 umac-128@openssh.com hmac-sha2-512 Compression

Algorithms: none zlib@openssh.com ``` ------------------ **53:** ``` SSH-2.0-OpenSSH_7.9p1

Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIISt4Fe8tq65Sa5IzAQzzdkWSLmcq1rz/E6ouJSOodbD Fingerprint:

92:5e:5d:04:ed:58:a1:52:be:58:f3:e6:14:91:71:5c Kex Algorithms: curve25519-sha256 curve25519-

sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-

hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-

sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host Key

Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '185.72.8.147'] 

Name
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185.161.210.18 

Description

- **Zip Code:** N/A - **ISP:** Zemlyaniy Dmitro Leonidovich - **ASN:** 42159 -

**Organization:** Zemlyaniy Dmitro Leonidovich - **Is Crawler:** False - **Timezone:**

Europe/Amsterdam - **Mobile:** False - **Host:** 185.161.210.18.deltahost-ptr - **Proxy:**

True - **VPN:** True - **TOR:** False - **Active VPN:** False - **Active TOR:** False -

**Recent Abuse:** True - **Bot Status:** True - **Connection Type:** Premium required. -

**Abuse Velocity:** Premium required. - **Country Code:** NL - **Region:** Flevoland -

**City:** Dronten - **Latitude:** 52.52 - **Longitude:** 5.72 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '185.161.210.18'] 

Name

172.82.87.69 

Description

**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:
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curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '172.82.87.69'] 
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Name

166.1.190.186 

Description

**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-
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v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '166.1.190.186'] 

Name

TLP:CLEAR

51 Indicator



166.1.190.171 

Description

**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-
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poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '166.1.190.171'] 

Name

166.1.160.118 

TLP:CLEAR

53 Indicator



Description

- **Zip Code:** N/A - **ISP:** Baykov Ilya Sergeevich - **ASN:** 41745 - **Organization:**

Baykov Ilya Sergeevich - **Is Crawler:** False - **Timezone:** America/New_York -

**Mobile:** False - **Host:** usa-nj.ib.systems - **Proxy:** True - **VPN:** True - **TOR:**

False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False - **Bot

Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:** Premium

required. - **Country Code:** US - **Region:** New Jersey - **City:** Secaucus -

**Latitude:** 40.8 - **Longitude:** -74.06 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '166.1.160.118'] 

Name

162.248.224.79 

Description

**ISP:** Hosting Solution Ltd. **OS:** Linux -------------------------- Services: **80:** ```

SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-
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v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ecdsa-sha2-nistp256 rsa-

sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-poly1305@openssh.com

aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com aes256-gcm@openssh.com

MAC Algorithms: umac-64-etm@openssh.com umac-128-etm@openssh.com hmac-

sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com hmac-sha1-

etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-sha2-256

hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ecdsa-sha2-nistp256 rsa-

sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-poly1305@openssh.com

aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com aes256-gcm@openssh.com

MAC Algorithms: umac-64-etm@openssh.com umac-128-etm@openssh.com hmac-

sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com hmac-sha1-

etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-sha2-256

hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '162.248.224.79'] 

Name
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155.254.192.66 

Description

**ISP:** Baxet Group Inc. **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIDxFKnqf2yfKnqSTc1MNa5qqWp486HIYdwNSypP2ZiEb

Fingerprint: 26:9d:d1:ce:7f:7b:3c:eb:65:99:72:01:66:0f:ba:d3 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIDxFKnqf2yfKnqSTc1MNa5qqWp486HIYdwNSypP2ZiEb

Fingerprint: 26:9d:d1:ce:7f:7b:3c:eb:65:99:72:01:66:0f:ba:d3 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIDxFKnqf2yfKnqSTc1MNa5qqWp486HIYdwNSypP2ZiEb

Fingerprint: 26:9d:d1:ce:7f:7b:3c:eb:65:99:72:01:66:0f:ba:d3 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-
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sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '155.254.192.66'] 

Name

109.107.170.47 

Description

**ISP:** MIRhosting B.V. **OS:** Linux -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:
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AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 
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Pattern Type

stix 

Pattern

[ipv4-addr:value = '109.107.170.47'] 

Name

ff4c287c60ede1990442115bddd68201d25a735458f76786a938a0aa881d14ef 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'ff4c287c60ede1990442115bddd68201d25a735458f76786a938a0aa881d14ef'] 

Name

d63060e61c98074c58926a6239185e8128fd0fbc2a45ccf60f3c831bb18ffc93 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'd63060e61c98074c58926a6239185e8128fd0fbc2a45ccf60f3c831bb18ffc93'] 

Name
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d4960f3c7cc891ff2bafd0a080451e42e0a23ba4db54ae2d7d355497a3b3d81a 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'd4960f3c7cc891ff2bafd0a080451e42e0a23ba4db54ae2d7d355497a3b3d81a'] 

Name

cdc0186ff3fcb67986f4f1f54e3a2991dd73f8bde20acf3a739e0fff7c6d94a7 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'cdc0186ff3fcb67986f4f1f54e3a2991dd73f8bde20acf3a739e0fff7c6d94a7'] 

Name

104.166.127.200 

Description

**ISP:** Baxet Group Inc. **OS:** Debian -------------------------- Services: **53:** ```

SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 ``` ------------------ **80:** ``` SSH-2.0-

OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIOQYlPtLe0fdc4LtORbLDR36K1WZgGxwwV1xclh97RwW

Fingerprint: 9f:b9:da:22:e5:0f:3a:19:81:17:34:0a:52:7a:07:fb Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-
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group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAIOQYlPtLe0fdc4LtORbLDR36K1WZgGxwwV1xclh97RwW

Fingerprint: 9f:b9:da:22:e5:0f:3a:19:81:17:34:0a:52:7a:07:fb Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '104.166.127.200'] 

Name

c8d8d666b509afaa0ef349cc3de9a6eec6dde98cc8a0e50228f8793275fae401 

Pattern Type

stix 

Pattern
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[file:hashes.'SHA-256' =

'c8d8d666b509afaa0ef349cc3de9a6eec6dde98cc8a0e50228f8793275fae401'] 

Name

bc4ef49e904d63415ee1c810c90019e12a590ff3b6293f4b69af65713a8da9fa 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'bc4ef49e904d63415ee1c810c90019e12a590ff3b6293f4b69af65713a8da9fa'] 

Name

a186ea72c942232998429e0d8b1bc0e0876bdb535738eba0ed9f4be9aeaa81db 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'a186ea72c942232998429e0d8b1bc0e0876bdb535738eba0ed9f4be9aeaa81db'] 

Name

7e927e1db12c404683c9c8b232e8cecb7334eed618992e965388b0b63508509f 

Pattern Type
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stix 

Pattern

[file:hashes.'SHA-256' =

'7e927e1db12c404683c9c8b232e8cecb7334eed618992e965388b0b63508509f'] 

Name

5ce7b63ef05d9f5cb8e309e6b195e3acb69cc72b899f4ae07c48b85bedfb286e 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'5ce7b63ef05d9f5cb8e309e6b195e3acb69cc72b899f4ae07c48b85bedfb286e'] 

Name

104.166.127.197 

Description

**ISP:** Baxet Group Inc. **OS:** Linux -------------------------- Services: **53:** ``` SSH-2.0-

OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAICESdOU+sMMY6KNPLYZ9xdSuKr80ptroq9Q7CifgS1B5

Fingerprint: be:96:dc:d8:0c:28:b0:42:16:78:07:a0:8f:30:a6:d8 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-
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sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **80:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 Key type: ssh-

ed25519 Key:

AAAAC3NzaC1lZDI1NTE5AAAAICESdOU+sMMY6KNPLYZ9xdSuKr80ptroq9Q7CifgS1B5

Fingerprint: be:96:dc:d8:0c:28:b0:42:16:78:07:a0:8f:30:a6:d8 Kex Algorithms: curve25519-sha256

curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521

diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-

group18-sha512 diffie-hellman-group14-sha256 diffie-hellman-group14-sha1 Server Host

Key Algorithms: ssh-ed25519 ssh-ed25519 Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2 ``` ------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '104.166.127.197'] 

Name

62.233.57.98 

Description

**ISP:** GREEN FLOID LLC **OS:** Linux -------------------------- Services: **53:** ``` ```

------------------ **80:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/
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Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ **443:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u3 Key type: ssh-rsa

Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC/

Ezi1xwd6SQUuKPIxdCJesGFAcF2YyCpahh5ux+NDWcoQ P950tmreL2W/

8XKEZYg53fPHdbEdiPiiXHXw0QrfbobYmAluEGTOpaCmz8FGmmH+pJO8yFGA9okQ

5wsPPTZgK+z/0VqC4DfqTCwM74A3R/EiXoDOM5GPnCbb8k6+cdC857+Tnvdr61bSd4Wsjpz2bRng

d1OVypx+iGEjQb/gswXotYuLQlJQf5sYOSRNacPCyps8wm2JFKdyBO2/HxUUmvvw0bfhyf9e4Dsc

mgUCqni4oHOcecToEV7dkfTTn3VeHfoJEkVm3aXBKuQPBeFWSw0t53z2Swe9a7cHE4ITVGHLMdl

6 V85hBrBCA7X4JcvwqjUnO/wS/

2gGnTkYitDyX8ABOXGQqcxbDMgOi5Atu1aecm9vRVbcOfRJlG4J MdD/

Q31Ni2W6iruHEaEbFgIl4eJL9PNx4ZN3Rz3xDwYYqixcv/z+R8pYKT7wVBwsO7nVd4V6s7HD

puPOIjGCn78= Fingerprint: 04:8c:10:3d:2a:e7:00:5f:8e:b0:03:22:0b:b3:b3:44 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 kex-strict-s-

v00@openssh.com Server Host Key Algorithms: ssh-ed25519 ssh-ed25519 ecdsa-sha2-

nistp256 rsa-sha2-512 rsa-sha2-256 ssh-rsa Encryption Algorithms: chacha20-

poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com

aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-

etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com

hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-

sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ```

------------------ 

Pattern Type

stix 

Pattern
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[ipv4-addr:value = '62.233.57.98'] 

Name

62.233.57.195 

Description

- **Zip Code:** N/A - **ISP:** Green Floid - **ASN:** 204957 - **Organization:** Green Floid

- **Is Crawler:** False - **Timezone:** Europe/Prague - **Mobile:** False - **Host:**

vds1121692.hosted-by-itldc.com - **Proxy:** True - **VPN:** True - **TOR:** False - **Active

VPN:** False - **Active TOR:** False - **Recent Abuse:** False - **Bot Status:** False -

**Connection Type:** Premium required. - **Abuse Velocity:** Premium required. -

**Country Code:** CZ - **Region:** Prague - **City:** Prague - **Latitude:** 50.08 -

**Longitude:** 14.47 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '62.233.57.195'] 

Name

181.215.69.24 

Description

- **Zip Code:** N/A - **ISP:** Hostinger International - **ASN:** 47583 - **Organization:**

Hostinger International - **Is Crawler:** False - **Timezone:** Europe/Amsterdam -

**Mobile:** False - **Host:** 181.215.69.24 - **Proxy:** True - **VPN:** True - **TOR:** False -

**Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False - **Bot Status:**

False - **Connection Type:** Premium required. - **Abuse Velocity:** Premium required. -

**Country Code:** NL - **Region:** Drenthe - **City:** Meppel - **Latitude:** 52.7 -

**Longitude:** 6.2 

TLP:CLEAR

66 Indicator



Pattern Type

stix 

Pattern

[ipv4-addr:value = '181.215.69.24'] 

Name

185.39.204.179 

Description

- **Zip Code:** N/A - **ISP:** Global Internet Solutions - **ASN:** 207713 -

**Organization:** Global Internet Solutions - **Is Crawler:** False - **Timezone:** Europe/

Istanbul - **Mobile:** False - **Host:** 185.39.204.179 - **Proxy:** True - **VPN:** True -

**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -

**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**

Premium required. - **Country Code:** TR - **Region:** zmir Province - **City:** Izmir -

**Latitude:** 38.41 - **Longitude:** 27.14 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '185.39.204.179'] 

Name

166.1.190.48 

Description
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- **Zip Code:** N/A - **ISP:** ASNET - **ASN:** 26383 - **Organization:** ASNET - **Is

Crawler:** False - **Timezone:** America/Denver - **Mobile:** False - **Host:** 166.1.190.48

- **Proxy:** False - **VPN:** False - **TOR:** False - **Active VPN:** False - **Active TOR:**

False - **Recent Abuse:** False - **Bot Status:** False - **Connection Type:** Premium

required. - **Abuse Velocity:** Premium required. - **Country Code:** US - **Region:**

Utah - **City:** Orem - **Latitude:** 40.31 - **Longitude:** -111.68 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '166.1.190.48'] 

Name

109.107.171.62 

Description

SSH intrusion attempt from 109.107.171.62 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '109.107.171.62'] 
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Malware

Name

POWERTRASH 

Name

Carbanak - S0030 

Name

Anunak 

Description

[Carbanak](https://attack.mitre.org/software/S0030) is a full-featured, remote backdoor

used by a group of the same name ([Carbanak](https://attack.mitre.org/groups/G0008)). It

is intended for espionage, data exfiltration, and providing remote access to infected

machines. (Citation: Kaspersky Carbanak) (Citation: FireEye CARBANAK June 2017) 
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Intrusion-Set

Name

FIN7 

Description

[FIN7](https://attack.mitre.org/groups/G0046) is a financially-motivated threat group that

has been active since 2013. [FIN7](https://attack.mitre.org/groups/G0046) has primarily

targeted the retail, restaurant, hospitality, software, consulting, financial services, medical

equipment, cloud services, media, food and beverage, transportation, and utilities

industries in the U.S. A portion of [FIN7](https://attack.mitre.org/groups/G0046) was run

out of a front company called Combi Security and often used point-of-sale malware for

targeting efforts. Since 2020, [FIN7](https://attack.mitre.org/groups/G0046) shifted

operations to a big game hunting (BGH) approach including use of [REvil](https://

attack.mitre.org/software/S0496) ransomware and their own Ransomware as a Service

(RaaS), Darkside. FIN7 may be linked to the [Carbanak](https://attack.mitre.org/groups/

G0008) Group, but there appears to be several groups using [Carbanak](https://

attack.mitre.org/software/S0030) malware and are therefore tracked separately.(Citation:

FireEye FIN7 March 2017)(Citation: FireEye FIN7 April 2017)(Citation: FireEye CARBANAK June

2017)(Citation: FireEye FIN7 Aug 2018)(Citation: CrowdStrike Carbon Spider August 2021)

(Citation: Mandiant FIN7 Apr 2022) 
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Attack-Pattern

Name

T1124 

ID

T1124 

Description

An adversary may gather the system time and/or time zone from a local or remote system.

The system time is set and stored by the Windows Time Service within a domain to

maintain time synchronization between systems and services in an enterprise network.

(Citation: MSDN System Time)(Citation: Technet Windows Time Service) System time

information may be gathered in a number of ways, such as with [Net](https://

attack.mitre.org/software/S0039) on Windows by performing `net time \\hostname` to

gather the system time on a remote system. The victim's time zone may also be inferred

from the current system time or gathered by using `w32tm /tz`.(Citation: Technet Windows

Time Service) On network devices, [Network Device CLI](https://attack.mitre.org/

techniques/T1059/008) commands such as `show clock detail` can be used to see the

current time configuration.(Citation: show_clock_detail_cisco_cmd) This information could

be useful for performing other techniques, such as executing a file with a [Scheduled

Task/Job](https://attack.mitre.org/techniques/T1053)(Citation: RSA EU12 They're Inside), or

to discover locality information based on time zone to assist in victim targeting (i.e.

[System Location Discovery](https://attack.mitre.org/techniques/T1614)). Adversaries may

also use knowledge of system time as part of a time bomb, or delaying execution until a

specified date/time.(Citation: AnyRun TimeBomb) 

Name
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T1569.002 

ID

T1569.002 

Description

Adversaries may abuse the Windows service control manager to execute malicious

commands or payloads. The Windows service control manager (`services.exe`) is an

interface to manage and manipulate services.(Citation: Microsoft Service Control Manager)

The service control manager is accessible to users via GUI components as well as system

utilities such as `sc.exe` and [Net](https://attack.mitre.org/software/S0039). [PsExec]

(https://attack.mitre.org/software/S0029) can also be used to execute commands or

payloads via a temporary Windows service created through the service control manager

API.(Citation: Russinovich Sysinternals) Tools such as [PsExec](https://attack.mitre.org/

software/S0029) and `sc.exe` can accept remote servers as arguments and may be used to

conduct remote execution. Adversaries may leverage these mechanisms to execute

malicious content. This can be done by either executing a new or modified service. This

technique is the execution used in conjunction with [Windows Service](https://

attack.mitre.org/techniques/T1543/003) during service persistence or privilege escalation. 

Name

T1564.001 

ID

T1564.001 

Description

Adversaries may set files and directories to be hidden to evade detection mechanisms. To

prevent normal users from accidentally changing special files on a system, most operating

systems have the concept of a ‘hidden’ file. These files don’t show up when a user browses

the file system with a GUI or when using normal commands on the command line. Users

must explicitly ask to show the hidden files either via a series of Graphical User Interface

(GUI) prompts or with command line switches (`dir /a` for Windows and `ls –a` for Linux
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and macOS). On Linux and Mac, users can mark specific files as hidden simply by putting a

“.” as the first character in the file or folder name (Citation: Sofacy Komplex Trojan)

(Citation: Antiquated Mac Malware). Files and folders that start with a period, ‘.’, are by

default hidden from being viewed in the Finder application and standard command-line

utilities like “ls”. Users must specifically change settings to have these files viewable. Files

on macOS can also be marked with the UF_HIDDEN flag which prevents them from being

seen in Finder.app, but still allows them to be seen in Terminal.app (Citation: WireLurker).

On Windows, users can mark specific files as hidden by using the attrib.exe binary. Many

applications create these hidden files and folders to store information so that it doesn’t

clutter up the user’s workspace. For example, SSH utilities create a .ssh folder that’s

hidden and contains the user’s known hosts and keys. Adversaries can use this to their

advantage to hide files and folders anywhere on the system and evading a typical user or

system analysis that does not incorporate investigation of hidden files. 

Name

T1571 

ID

T1571 

Description

Adversaries may communicate using a protocol and port pairing that are typically not

associated. For example, HTTPS over port 8088(Citation: Symantec Elfin Mar 2019) or port

587(Citation: Fortinet Agent Tesla April 2018) as opposed to the traditional port 443.

Adversaries may make changes to the standard port used by a protocol to bypass filtering

or muddle analysis/parsing of network data. Adversaries may also make changes to victim

systems to abuse non-standard ports. For example, Registry keys and other configuration

settings can be used to modify protocol and port pairings.(Citation:

change_rdp_port_conti) 

Name

T1059.001 

ID
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T1059.001 

Description

Adversaries may abuse PowerShell commands and scripts for execution. PowerShell is a

powerful interactive command-line interface and scripting environment included in the

Windows operating system.(Citation: TechNet PowerShell) Adversaries can use PowerShell

to perform a number of actions, including discovery of information and execution of code.

Examples include the `Start-Process` cmdlet which can be used to run an executable and

the `Invoke-Command` cmdlet which runs a command locally or on a remote computer

(though administrator permissions are required to use PowerShell to connect to remote

systems). PowerShell may also be used to download and run executables from the

Internet, which can be executed from disk or in memory without touching disk. A number

of PowerShell-based offensive testing tools are available, including [Empire](https://

attack.mitre.org/software/S0363), [PowerSploit](https://attack.mitre.org/software/S0194),

[PoshC2](https://attack.mitre.org/software/S0378), and PSAttack.(Citation: Github PSAttack)

PowerShell commands/scripts can also be executed without directly invoking the

`powershell.exe` binary through interfaces to PowerShell's underlying

`System.Management.Automation` assembly DLL exposed through the .NET framework and

Windows Common Language Interface (CLI).(Citation: Sixdub PowerPick Jan 2016)(Citation:

SilentBreak Offensive PS Dec 2015)(Citation: Microsoft PSfromCsharp APR 2014) 

Name

T1057 

ID

T1057 

Description

Adversaries may attempt to get information about running processes on a system.

Information obtained could be used to gain an understanding of common software/

applications running on systems within the network. Adversaries may use the information

from [Process Discovery](https://attack.mitre.org/techniques/T1057) during automated

discovery to shape follow-on behaviors, including whether or not the adversary fully

infects the target and/or attempts specific actions. In Windows environments, adversaries

could obtain details on running processes using the [Tasklist](https://attack.mitre.org/
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software/S0057) utility via [cmd](https://attack.mitre.org/software/S0106) or `Get-Process`

via [PowerShell](https://attack.mitre.org/techniques/T1059/001). Information about

processes can also be extracted from the output of [Native API](https://attack.mitre.org/

techniques/T1106) calls such as `CreateToolhelp32Snapshot`. In Mac and Linux, this is

accomplished with the `ps` command. Adversaries may also opt to enumerate processes

via /proc. On network devices, [Network Device CLI](https://attack.mitre.org/techniques/

T1059/008) commands such as `show processes` can be used to display current running

processes.(Citation: US-CERT-TA18-106A)(Citation: show_processes_cisco_cmd) 

Name

T1608.005 

ID

T1608.005 

Description

Adversaries may put in place resources that are referenced by a link that can be used

during targeting. An adversary may rely upon a user clicking a malicious link in order to

divulge information (including credentials) or to gain execution, as in [Malicious Link]

(https://attack.mitre.org/techniques/T1204/001). Links can be used for spearphishing, such

as sending an email accompanied by social engineering text to coax the user to actively

click or copy and paste a URL into a browser. Prior to a phish for information (as in

[Spearphishing Link](https://attack.mitre.org/techniques/T1598/003)) or a phish to gain

initial access to a system (as in [Spearphishing Link](https://attack.mitre.org/techniques/

T1566/002)), an adversary must set up the resources for a link target for the spearphishing

link. Typically, the resources for a link target will be an HTML page that may include some

client-side script such as [JavaScript](https://attack.mitre.org/techniques/T1059/007) to

decide what content to serve to the user. Adversaries may clone legitimate sites to serve

as the link target, this can include cloning of login pages of legitimate web services or

organization login pages in an effort to harvest credentials during [Spearphishing Link]

(https://attack.mitre.org/techniques/T1598/003).(Citation: Malwarebytes Silent Librarian

October 2020)(Citation: Proofpoint TA407 September 2019) Adversaries may also [Upload

Malware](https://attack.mitre.org/techniques/T1608/001) and have the link target point to

malware for download/execution by the user. Adversaries may purchase domains similar

to legitimate domains (ex: homoglyphs, typosquatting, different top-level domain, etc.)

during acquisition of infrastructure ([Domains](https://attack.mitre.org/techniques/

T1583/001)) to help facilitate [Malicious Link](https://attack.mitre.org/techniques/

T1204/001). Link shortening services can also be employed. Adversaries may also use free
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or paid accounts on Platform-as-a-Service providers to host link targets while taking

advantage of the widely trusted domains of those providers to avoid being blocked.

(Citation: Netskope GCP Redirection)(Citation: Netskope Cloud Phishing)(Citation: Intezer

App Service Phishing) Finally, adversaries may take advantage of the decentralized nature

of the InterPlanetary File System (IPFS) to host link targets that are difficult to remove.

(Citation: Talos IPFS 2022) 

Name

T1090 

ID

T1090 

Description

Adversaries may use a connection proxy to direct network traffic between systems or act

as an intermediary for network communications to a command and control server to avoid

direct connections to their infrastructure. Many tools exist that enable traffic redirection

through proxies or port redirection, including [HTRAN](https://attack.mitre.org/software/

S0040), ZXProxy, and ZXPortMap. (Citation: Trend Micro APT Attack Tools) Adversaries use

these types of proxies to manage command and control communications, reduce the

number of simultaneous outbound network connections, provide resiliency in the face of

connection loss, or to ride over existing trusted communications paths between victims to

avoid suspicion. Adversaries may chain together multiple proxies to further disguise the

source of malicious traffic. Adversaries can also take advantage of routing schemes in

Content Delivery Networks (CDNs) to proxy command and control traffic. 

Name

T1027 

ID

T1027 

Description
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Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to

evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or

Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to

open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name

T1562.004 

ID

T1562.004 

Description

Adversaries may disable or modify system firewalls in order to bypass controls limiting

network usage. Changes could be disabling the entire mechanism as well as adding,

deleting, or modifying particular rules. This can be done numerous ways depending on the

operating system, including via command-line, editing Windows Registry keys, and

Windows Control Panel. Modifying or disabling a system firewall may enable adversary C2

communications, lateral movement, and/or data exfiltration that would otherwise not be

allowed. For example, adversaries may add a new firewall rule for a well-known protocol

(such as RDP) using a non-traditional and potentially less securitized port (i.e. [Non-
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Standard Port](https://attack.mitre.org/techniques/T1571)).(Citation:

change_rdp_port_conti) 

Name

T1583.001 

ID

T1583.001 

Description

Adversaries may acquire domains that can be used during targeting. Domain names are

the human readable names used to represent one or more IP addresses. They can be

purchased or, in some cases, acquired for free. Adversaries may use acquired domains for

a variety of purposes, including for [Phishing](https://attack.mitre.org/techniques/T1566),

[Drive-by Compromise](https://attack.mitre.org/techniques/T1189), and Command and

Control.(Citation: CISA MSS Sep 2020) Adversaries may choose domains that are similar to

legitimate domains, including through use of homoglyphs or use of a different top-level

domain (TLD).(Citation: FireEye APT28)(Citation: PaypalScam) Typosquatting may be used to

aid in delivery of payloads via [Drive-by Compromise](https://attack.mitre.org/techniques/

T1189). Adversaries may also use internationalized domain names (IDNs) and different

character sets (e.g. Cyrillic, Greek, etc.) to execute "IDN homograph attacks," creating

visually similar lookalike domains used to deliver malware to victim machines.(Citation:

CISA IDN ST05-016)(Citation: tt_httrack_fake_domains)(Citation: tt_obliqueRAT)(Citation:

httrack_unhcr)(Citation: lazgroup_idn_phishing) Adversaries may also acquire and

repurpose expired domains, which may be potentially already allowlisted/trusted by

defenders based on an existing reputation/history.(Citation: Categorisation_not_boundary)

(Citation: Domain_Steal_CC)(Citation: Redirectors_Domain_Fronting)(Citation:

bypass_webproxy_filtering) Domain registrars each maintain a publicly viewable database

that displays contact information for every registered domain. Private WHOIS services

display alternative information, such as their own company data, rather than the owner of

the domain. Adversaries may use such private WHOIS services to obscure information

about who owns a purchased domain. Adversaries may further interrupt efforts to track

their infrastructure by using varied registration information and purchasing domains with

different domain registrars.(Citation: Mandiant APT1) 

Name

TLP:CLEAR

78 Attack-Pattern



T1082 

ID

T1082 

Description

An adversary may attempt to get detailed information about the operating system and

hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries

may use the information from [System Information Discovery](https://attack.mitre.org/

techniques/T1082) during automated discovery to shape follow-on behaviors, including

whether or not the adversary fully infects the target and/or attempts specific actions.

Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather

detailed system information. If running with privileged access, a breakdown of system data

can be gathered through the `systemsetup` configuration tool on macOS. As an example,

adversaries with user-level access can execute the `df -aH` command to obtain currently

mounted disks and associated freely available space. Adversaries may also leverage a

[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices

to gather detailed system information (e.g. `show version`).(Citation: US-CERT-TA18-106A)

[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with

information gathered from other forms of discovery and reconnaissance can drive payload

development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools

and Techniques) Infrastructure as a Service (IaaS) cloud providers such as AWS, GCP, and

Azure allow access to instance and virtual machine information via APIs. Successful

authenticated API calls can return data such as the operating system platform and status

of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe

Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API) 

Name

T1222.001 

ID

T1222.001 

Description
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Adversaries may modify file or directory permissions/attributes to evade access control

lists (ACLs) and access protected files.(Citation: Hybrid Analysis Icacls1 June 2018)(Citation:

Hybrid Analysis Icacls2 May 2018) File and directory permissions are commonly managed

by ACLs configured by the file or directory owner, or users with the appropriate

permissions. File and directory ACL implementations vary by platform, but generally

explicitly designate which users or groups can perform which actions (read, write, execute,

etc.). Windows implements file and directory ACLs as Discretionary Access Control Lists

(DACLs).(Citation: Microsoft DACL May 2018) Similar to a standard ACL, DACLs identifies the

accounts that are allowed or denied access to a securable object. When an attempt is

made to access a securable object, the system checks the access control entries in the

DACL in order. If a matching entry is found, access to the object is granted. Otherwise,

access is denied.(Citation: Microsoft Access Control Lists May 2018) Adversaries can interact

with the DACLs using built-in Windows commands, such as `icacls`, `cacls`, `takeown`, and

`attrib`, which can grant adversaries higher permissions on specific files and folders.

Further, [PowerShell](https://attack.mitre.org/techniques/T1059/001) provides cmdlets that

can be used to retrieve or modify file and directory DACLs. Specific file and directory

modifications may be a required step for many techniques, such as establishing

Persistence via [Accessibility Features](https://attack.mitre.org/techniques/T1546/008),

[Boot or Logon Initialization Scripts](https://attack.mitre.org/techniques/T1037), or

tainting/hijacking other instrumental binary/configuration files via [Hijack Execution Flow]

(https://attack.mitre.org/techniques/T1574). 

Name

T1021.004 

ID

T1021.004 

Description

Adversaries may use [Valid Accounts](https://attack.mitre.org/techniques/T1078) to log

into remote machines using Secure Shell (SSH). The adversary may then perform actions

as the logged-on user. SSH is a protocol that allows authorized users to open remote

shells on other computers. Many Linux and macOS versions come with SSH installed by

default, although typically disabled until the user enables it. The SSH server can be

configured to use standard password authentication or public-private keypairs in lieu of or

in addition to a password. In this authentication scenario, the user’s public key must be in
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a special file on the computer running the server that lists which keypairs are allowed to

login as that user. 

Name

T1566.002 

ID

T1566.002 

Description

Adversaries may send spearphishing emails with a malicious link in an attempt to gain

access to victim systems. Spearphishing with a link is a specific variant of spearphishing. It

is different from other forms of spearphishing in that it employs the use of links to

download malware contained in email, instead of attaching malicious files to the email

itself, to avoid defenses that may inspect email attachments. Spearphishing may also

involve social engineering techniques, such as posing as a trusted source. All forms of

spearphishing are electronically delivered social engineering targeted at a specific

individual, company, or industry. In this case, the malicious emails contain links. Generally,

the links will be accompanied by social engineering text and require the user to actively

click or copy and paste a URL into a browser, leveraging [User Execution](https://

attack.mitre.org/techniques/T1204). The visited website may compromise the web browser

using an exploit, or the user will be prompted to download applications, documents, zip

files, or even executables depending on the pretext for the email in the first place.

Adversaries may also include links that are intended to interact directly with an email

reader, including embedded images intended to exploit the end system directly.

Additionally, adversaries may use seemingly benign links that abuse special characters to

mimic legitimate websites (known as an "IDN homograph attack").(Citation: CISA IDN

ST05-016) URLs may also be obfuscated by taking advantage of quirks in the URL schema,

such as the acceptance of integer- or hexadecimal-based hostname formats and the

automatic discarding of text before an “@” symbol: for example, `hxxp://

google.com@1157586937`.(Citation: Mandiant URL Obfuscation 2023) Adversaries may also

utilize links to perform consent phishing, typically with OAuth 2.0 request URLs that when

accepted by the user provide permissions/access for malicious applications, allowing

adversaries to [Steal Application Access Token](https://attack.mitre.org/techniques/

T1528)s.(Citation: Trend Micro Pawn Storm OAuth 2017) These stolen access tokens allow

the adversary to perform various actions on behalf of the user via API calls. (Citation:

Microsoft OAuth 2.0 Consent Phishing 2021) 
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Name

T1069.002 

ID

T1069.002 

Description

Adversaries may attempt to find domain-level groups and permission settings. The

knowledge of domain-level permission groups can help adversaries determine which

groups exist and which users belong to a particular group. Adversaries may use this

information to determine which users have elevated permissions, such as domain

administrators. Commands such as `net group /domain` of the [Net](https://

attack.mitre.org/software/S0039) utility, `dscacheutil -q group` on macOS, and `ldapsearch`

on Linux can list domain-level groups. 

Name

T1543.003 

ID

T1543.003 

Description

Adversaries may create or modify Windows services to repeatedly execute malicious

payloads as part of persistence. When Windows boots up, it starts programs or

applications called services that perform background system functions.(Citation: TechNet

Services) Windows service configuration information, including the file path to the

service's executable or recovery programs/commands, is stored in the Windows Registry.

Adversaries may install a new service or modify an existing service to execute at startup in

order to persist on a system. Service configurations can be set or modified using system

utilities (such as sc.exe), by directly modifying the Registry, or by interacting directly with

the Windows API. Adversaries may also use services to install and execute malicious

drivers. For example, after dropping a driver file (ex: `.sys`) to disk, the payload can be
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loaded and registered via [Native API](https://attack.mitre.org/techniques/T1106) functions

such as `CreateServiceW()` (or manually via functions such as `ZwLoadDriver()` and

`ZwSetValueKey()`), by creating the required service Registry values (i.e. [Modify Registry]

(https://attack.mitre.org/techniques/T1112)), or by using command-line utilities such as

`PnPUtil.exe`.(Citation: Symantec W.32 Stuxnet Dossier)(Citation: Crowdstrike DriveSlayer

February 2022)(Citation: Unit42 AcidBox June 2020) Adversaries may leverage these drivers

as [Rootkit](https://attack.mitre.org/techniques/T1014)s to hide the presence of malicious

activity on a system. Adversaries may also load a signed yet vulnerable driver onto a

compromised machine (known as "Bring Your Own Vulnerable Driver" (BYOVD)) as part of

[Exploitation for Privilege Escalation](https://attack.mitre.org/techniques/T1068).(Citation:

ESET InvisiMole June 2020)(Citation: Unit42 AcidBox June 2020) Services may be created

with administrator privileges but are executed under SYSTEM privileges, so an adversary

may also use a service to escalate privileges. Adversaries may also directly start services

through [Service Execution](https://attack.mitre.org/techniques/T1569/002). To make

detection analysis more challenging, malicious services may also incorporate [Masquerade

Task or Service](https://attack.mitre.org/techniques/T1036/004) (ex: using a service and/or

payload name related to a legitimate OS or benign software component). 

Name

T1204.002 

ID

T1204.002 

Description

An adversary may rely upon a user opening a malicious file in order to gain execution.

Users may be subjected to social engineering to get them to open a file that will lead to

code execution. This user action will typically be observed as follow-on behavior from

[Spearphishing Attachment](https://attack.mitre.org/techniques/T1566/001). Adversaries

may use several types of files that require a user to execute them, including

.doc, .pdf, .xls, .rtf, .scr, .exe, .lnk, .pif, and .cpl. Adversaries may employ various forms of

[Masquerading](https://attack.mitre.org/techniques/T1036) and [Obfuscated Files or

Information](https://attack.mitre.org/techniques/T1027) to increase the likelihood that a

user will open and successfully execute a malicious file. These methods may include using

a familiar naming convention and/or password protecting the file and supplying

instructions to a user on how to open it.(Citation: Password Protected Word Docs) While

[Malicious File](https://attack.mitre.org/techniques/T1204/002) frequently occurs shortly

after Initial Access it may occur at other phases of an intrusion, such as when an adversary
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places a file in a shared directory or on a user's desktop hoping that a user will click on it.

This activity may also be seen shortly after [Internal Spearphishing](https://

attack.mitre.org/techniques/T1534). 

Name

T1087.002 

ID

T1087.002 

Description

Adversaries may attempt to get a listing of domain accounts. This information can help

adversaries determine which domain accounts exist to aid in follow-on behavior such as

targeting specific accounts which possess particular privileges. Commands such as `net

user /domain` and `net group /domain` of the [Net](https://attack.mitre.org/software/

S0039) utility, `dscacheutil -q group`on macOS, and `ldapsearch` on Linux can list domain

users and groups. [PowerShell](https://attack.mitre.org/techniques/T1059/001) cmdlets

including `Get-ADUser` and `Get-ADGroupMember` may enumerate members of Active

Directory groups. 

Name

T1033 

ID

T1033 

Description

Adversaries may attempt to identify the primary user, currently logged in user, set of users

that commonly uses a system, or whether a user is actively using the system. They may do

this, for example, by retrieving account usernames or by using [OS Credential Dumping]

(https://attack.mitre.org/techniques/T1003). The information may be collected in a number

of different ways using other Discovery techniques, because user and username details are
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prevalent throughout a system and include running process ownership, file/directory

ownership, session information, and system logs. Adversaries may use the information

from [System Owner/User Discovery](https://attack.mitre.org/techniques/T1033) during

automated discovery to shape follow-on behaviors, including whether or not the adversary

fully infects the target and/or attempts specific actions. Various utilities and commands

may acquire this information, including `whoami`. In macOS and Linux, the currently

logged in user can be identified with `w` and `who`. On macOS the `dscl . list /Users | grep

-v '_'` command can also be used to enumerate user accounts. Environment variables, such

as `%USERNAME%` and `$USER`, may also be used to access this information. On network

devices, [Network Device CLI](https://attack.mitre.org/techniques/T1059/008) commands

such as `show users` and `show ssh` can be used to display users currently logged into the

device.(Citation: show_ssh_users_cmd_cisco)(Citation: US-CERT TA18-106A Network

Infrastructure Devices 2018) 

Name

T1053.005 

ID

T1053.005 

Description

Adversaries may abuse the Windows Task Scheduler to perform task scheduling for initial

or recurring execution of malicious code. There are multiple ways to access the Task

Scheduler in Windows. The [schtasks](https://attack.mitre.org/software/S0111) utility can

be run directly on the command line, or the Task Scheduler can be opened through the

GUI within the Administrator Tools section of the Control Panel. In some cases, adversaries

have used a .NET wrapper for the Windows Task Scheduler, and alternatively, adversaries

have used the Windows netapi32 library to create a scheduled task. The deprecated [at]

(https://attack.mitre.org/software/S0110) utility could also be abused by adversaries (ex:

[At](https://attack.mitre.org/techniques/T1053/002)), though `at.exe` can not access tasks

created with `schtasks` or the Control Panel. An adversary may use Windows Task

Scheduler to execute programs at system startup or on a scheduled basis for persistence.

The Windows Task Scheduler can also be abused to conduct remote Execution as part of

Lateral Movement and/or to run a process under the context of a specified account (such

as SYSTEM). Similar to [System Binary Proxy Execution](https://attack.mitre.org/

techniques/T1218), adversaries have also abused the Windows Task Scheduler to

potentially mask one-time execution under signed/trusted system processes.(Citation:

ProofPoint Serpent) Adversaries may also create "hidden" scheduled tasks (i.e. [Hide

TLP:CLEAR

85 Attack-Pattern



Artifacts](https://attack.mitre.org/techniques/T1564)) that may not be visible to defender

tools and manual queries used to enumerate tasks. Specifically, an adversary may hide a

task from `schtasks /query` and the Task Scheduler by deleting the associated Security

Descriptor (SD) registry value (where deletion of this value must be completed using

SYSTEM permissions).(Citation: SigmaHQ)(Citation: Tarrask scheduled task) Adversaries may

also employ alternate methods to hide tasks, such as altering the metadata (e.g., `Index`

value) within associated registry keys.(Citation: Defending Against Scheduled Task Attacks

in Windows Environments) 
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Country

Name

United States 
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Region

Name

Northern America 

Name

Americas 
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Sector

Name

Manufacturing 

Description

Private entities transforming and selling goods, products and equipment which are not

included in other activity sectors. 

TLP:CLEAR

89 Sector



Domain-Name

Value

theipscanner.com 

myscannappo.online 

myscannappo.info 

myscannappo.com 

myipscanner.com 

ipscannershop.com 

ipscanneronline.com 

advanced-ip-sccanner.com 
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IPv4-Addr

Value

91.149.254.85 

5.8.63.245 

5.8.63.139 

5.8.63.108 

5.8.63.105 

5.61.39.157 

5.181.159.11 

46.246.98.196 

38.180.40.23 

38.180.20.94 

38.180.14.240 

38.180.1.17 

38.180.1.103 
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23.133.88.52 

217.196.101.116 

209.209.113.91 

207.174.31.253 

207.174.31.206 

207.174.31.205 

193.233.23.177 

193.233.22.43 

193.233.22.36 

193.233.22.28 

193.233.22.136 

193.233.206.146 

185.72.8.6 

185.72.8.70 

185.161.210.18 

185.72.8.147 

172.82.87.69 

166.1.190.186 

TLP:CLEAR

92 IPv4-Addr



166.1.190.171 

166.1.160.118 

162.248.224.79 

155.254.192.66 

109.107.170.47 

104.166.127.200 

104.166.127.197 

62.233.57.98 

62.233.57.195 

181.215.69.24 

185.39.204.179 

166.1.190.48 

109.107.171.62 
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StixFile

Value

ff4c287c60ede1990442115bddd68201d25a735458f76786a938a0aa881d14ef 

d63060e61c98074c58926a6239185e8128fd0fbc2a45ccf60f3c831bb18ffc93 

d4960f3c7cc891ff2bafd0a080451e42e0a23ba4db54ae2d7d355497a3b3d81a 

cdc0186ff3fcb67986f4f1f54e3a2991dd73f8bde20acf3a739e0fff7c6d94a7 

c8d8d666b509afaa0ef349cc3de9a6eec6dde98cc8a0e50228f8793275fae401 

bc4ef49e904d63415ee1c810c90019e12a590ff3b6293f4b69af65713a8da9fa 

a186ea72c942232998429e0d8b1bc0e0876bdb535738eba0ed9f4be9aeaa81db 

7e927e1db12c404683c9c8b232e8cecb7334eed618992e965388b0b63508509f 

5ce7b63ef05d9f5cb8e309e6b195e3acb69cc72b899f4ae07c48b85bedfb286e 
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External References

• https://blogs.blackberry.com/en/2024/04/fin7-targets-the-united-states-automotive-

industry

• https://otx.alienvault.com/pulse/66223f667f8ca28a1e5fcee5
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