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Overview

Description 

A new variant of the Sysrv botnet was observed exploiting vulnerabilities in Apache Struts and

Atlassian Confluence to spread an XMRig cryptominer payload. The malware made use of a

compromised Malaysian academic website and Google subdomain to distribute malicious files.

Enhancements include obfuscation and architecture preparation functions. The malware

connects to MoneroOcean mining pool endpoints and mines to a specific wallet. Defenders

should block suspicious outbound connections and inspect seemingly legitimate sites for

malicious files. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

100 / 100 
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Content 

N/A 
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Malware

Name

Sysrv 

Name

XMRig 
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Intrusion-Set

Name

Sysrv botnet operators 
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Vulnerability

Name

CVE-2023-22527 

Description

Atlassian Confluence Data Center and Server contain an unauthenticated OGNL template

injection vulnerability that can lead to remote code execution. 

Name

CVE-2017-9805 

Description

Apache Struts REST Plugin uses an XStreamHandler with an instance of XStream for

deserialization without any type filtering, which can lead to remote code execution when

deserializing XML payloads. 

Name

CVE-2021-26084 

Description

Atlassian Confluence Server and Data Server contain an Object-Graph Navigation Language

(OGNL) injection vulnerability that may allow an unauthenticated attacker to execute code.
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Attack-Pattern

Name

T1078 

ID

T1078 

Description

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining

Initial Access, Persistence, Privilege Escalation, or Defense Evasion. Compromised

credentials may be used to bypass access controls placed on various resources on systems

within the network and may even be used for persistent access to remote systems and

externally available services, such as VPNs, Outlook Web Access, network devices, and

remote desktop.(Citation: volexity_0day_sophos_FW) Compromised credentials may also

grant an adversary increased privilege to specific systems or access to restricted areas of

the network. Adversaries may choose not to use malware or tools in conjunction with the

legitimate access those credentials provide to make it harder to detect their presence. In

some cases, adversaries may abuse inactive accounts: for example, those belonging to

individuals who are no longer part of an organization. Using these accounts may allow the

adversary to evade detection, as the original account user will not be present to identify

any anomalous activity taking place on their account.(Citation: CISA MFA PrintNightmare)

The overlap of permissions for local, domain, and cloud accounts across a network of

systems is of concern because the adversary may be able to pivot across accounts and

systems to reach a high level of access (i.e., domain or enterprise administrator) to bypass

access controls set within the enterprise.(Citation: TechNet Credential Theft) 

Name
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T1496 

ID

T1496 

Description

Adversaries may leverage the resources of co-opted systems to complete resource-

intensive tasks, which may impact system and/or hosted service availability. One common

purpose for Resource Hijacking is to validate transactions of cryptocurrency networks and

earn virtual currency. Adversaries may consume enough system resources to negatively

impact and/or cause affected machines to become unresponsive.(Citation: Kaspersky

Lazarus Under The Hood Blog 2017) Servers and cloud-based systems are common targets

because of the high potential for available resources, but user endpoint systems may also

be compromised and used for Resource Hijacking and cryptocurrency mining.(Citation:

CloudSploit - Unused AWS Regions) Containerized environments may also be targeted due

to the ease of deployment via exposed APIs and the potential for scaling mining activities

by deploying or compromising multiple containers within an environment or cluster.

(Citation: Unit 42 Hildegard Malware)(Citation: Trend Micro Exposed Docker APIs)

Additionally, some cryptocurrency mining malware identify then kill off processes for

competing malware to ensure it’s not competing for resources.(Citation: Trend Micro War

of Crypto Miners) Adversaries may also use malware that leverages a system's network

bandwidth as part of a botnet in order to facilitate [Network Denial of Service](https://

attack.mitre.org/techniques/T1498) campaigns and/or to seed malicious torrents.(Citation:

GoBotKR) Alternatively, they may engage in proxyjacking by selling use of the victims'

network bandwidth and IP address to proxyware services.(Citation: Sysdig Proxyjacking) 

Name

T1574 

ID

T1574 

Description
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Adversaries may execute their own malicious payloads by hijacking the way operating

systems run programs. Hijacking execution flow can be for the purposes of persistence,

since this hijacked execution may reoccur over time. Adversaries may also use these

mechanisms to elevate privileges or evade defenses, such as application control or other

restrictions on execution. There are many ways an adversary may hijack the flow of

execution, including by manipulating how the operating system locates programs to be

executed. How the operating system locates libraries to be used by a program can also be

intercepted. Locations where the operating system looks for programs/resources, such as

file directories and in the case of Windows the Registry, could also be poisoned to include

malicious payloads. 

Name

T1059 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer

systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://

attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.

(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 
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Name

T1027 

ID

T1027 

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to

evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or

Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to

open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name

T1204 

ID
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T1204 

Description

An adversary may rely upon specific actions by a user in order to gain execution. Users

may be subjected to social engineering to get them to execute malicious code by, for

example, opening a malicious document file or link. These user actions will typically be

observed as follow-on behavior from forms of [Phishing](https://attack.mitre.org/

techniques/T1566). While [User Execution](https://attack.mitre.org/techniques/T1204)

frequently occurs shortly after Initial Access it may occur at other phases of an intrusion,

such as when an adversary places a file in a shared directory or on a user's desktop

hoping that a user will click on it. This activity may also be seen shortly after [Internal

Spearphishing](https://attack.mitre.org/techniques/T1534). Adversaries may also deceive

users into performing actions such as enabling [Remote Access Software](https://

attack.mitre.org/techniques/T1219), allowing direct control of the system to the adversary,

or downloading and executing malware for [User Execution](https://attack.mitre.org/

techniques/T1204). For example, tech support scams can be facilitated through [Phishing]

(https://attack.mitre.org/techniques/T1566), vishing, or various forms of user interaction.

Adversaries can use a combination of these methods, such as spoofing and promoting

toll-free numbers or call centers that are used to direct victims to malicious websites, to

deliver and execute payloads containing malware or [Remote Access Software](https://

attack.mitre.org/techniques/T1219).(Citation: Telephone Attack Delivery) 

Name

T1055 

ID

T1055 

Description

Adversaries may inject code into processes in order to evade process-based defenses as

well as possibly elevate privileges. Process injection is a method of executing arbitrary

code in the address space of a separate live process. Running code in the context of

another process may allow access to the process's memory, system/network resources,

and possibly elevated privileges. Execution via process injection may also evade detection

from security products since the execution is masked under a legitimate process. There
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are many different ways to inject code into a process, many of which abuse legitimate

functionalities. These implementations exist for every major OS but are typically platform

specific. More sophisticated samples may perform multiple process injections to segment

modules and further evade detection, utilizing named pipes or other inter-process

communication (IPC) mechanisms as a communication channel. 

Name

T1543 

ID

T1543 

Description

Adversaries may create or modify system-level processes to repeatedly execute malicious

payloads as part of persistence. When operating systems boot up, they can start processes

that perform background system functions. On Windows and Linux, these system

processes are referred to as services.(Citation: TechNet Services) On macOS, launchd

processes known as [Launch Daemon](https://attack.mitre.org/techniques/T1543/004) and

[Launch Agent](https://attack.mitre.org/techniques/T1543/001) are run to finish system

initialization and load user specific parameters.(Citation: AppleDocs Launch Agent

Daemons) Adversaries may install new services, daemons, or agents that can be

configured to execute at startup or a repeatable interval in order to establish persistence.

Similarly, adversaries may modify existing services, daemons, or agents to achieve the

same effect. Services, daemons, or agents may be created with administrator privileges but

executed under root/SYSTEM privileges. Adversaries may leverage this functionality to

create or modify system processes in order to escalate privileges.(Citation: OSX Malware

Detection) 
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External References

• https://www.imperva.com/blog/new-sysrv-botnet-variant-makes-use-of-google-

subdomain-to-spread-xmrig-miner/

• https://otx.alienvault.com/pulse/65fc15798141ef1326976d21
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