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Overview

Description

The Trend Micro threat hunting team discovered a multistage RA World ransomware attack
targeting healthcare organizations in Latin America. The attack involved components designed
to maximize impact by compromising systems across the network via compromised domain
controllers and Group Policy exploitation.

Confidence

This value represents the confidence in the correctness of the data contained within this report.

100 / 100
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Indicator

dffd6021bb2bd5b0af676290809ec3a53191dd81¢c7f70a4b28688a3362182986f

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'dffd6021bb2bd5b0af676290809ec3a53191dd81¢c7f70a4b28688a362182986f"]

ab7d8832e35bba30df50a7cca7cefd9351besc5e8961be2d0b27db6cd22fc036

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'ab7d8832e35bba30df50a7cca7cefd9351besc5e8961be2d0b27db6cd22fc036']

n Indicator
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a4dfa099e1f52256ad4a3b2db961e158832b739126b80677f82b0722b0ea5e59

Pattern Type

stix

Pattern

[file:hashes.!SHA-256' =
'atdfa099e1f52256ad4a3b2db961e158832b739126b80677f82b0722b0ea5e59']

9479a5dc61284ccc3f063ebb38daof63400d8b25d8bca8d04b1832f02fac24de

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'9479a5dc61284ccc3f063ebb38daof63400d8b25d8bca8d04b1832f02fac24de’]

62cd46988f179edf8013515¢c44chb7563fc216d4e703a2a2a249fe8634617700

Pattern Type

stix

Pattern

Indicator
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[file:hashes.!SHA-256' =
'62cd46988f179edf8013515¢44chb7563fc216d4e703a2a2a249fe8634617700']

07ab218d5c865ch4fe78353340ab923e24a1f2881e€7206520651¢5246b1a492

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'07ab218d5c865ch4fe78353340ab923e24a1f2881ec7206520651¢5246b1a492']

feab413f86532812efc606c3b3224b7¢c7080ae4aa167836d7233¢262985f888¢

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'feab413f86532812efc606c3b3224b7¢7080ae4aa167836d7233¢262985f888¢']

330730d65548d621d46ed9db939c434bc54cadas16472ebef0a00422a5ed5819

Pattern Type

n Indicator
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stix

[file:hashes!SHA-256' =
'330730d65548d621d46ed9db939¢c434bc54cadas16472ebef0a00422a5ed5819']

n Indicator
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Intrusion-Set

RA World

Intrusion-Set
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Babuk

[Babuk](https://attack.mitre.org/software/S0638) is a Ransomware-as-a-service (Raas)
malware that has been used since at least 2021. The operators of [Babuk](https://
attack.mitre.org/software/S0638) employ a "Big Game Hunting" approach to targeting
major enterprises and operate a leak site to post stolen data as part of their extortion
scheme.(Citation: Sogeti CERT ESEC Babuk March 2021)(Citation: McAfee Babuk February
2021)(Citation: CyberScoop Babuk February 2021)

Malware
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Attack-Pattern

11529

T1529

Description

Adversaries may shutdown/reboot systems to interrupt access to, or aid in the destruction
of, those systems. Operating systems may contain commands to initiate a shutdown/
reboot of a machine or network device. In some cases, these commands may also be used
to initiate a shutdown/reboot of a remote computer or network device via [Network Device
CLI](https://attack.mitre.org/techniques/T1059/008) (e.g. reload’).(Citation: Microsoft
Shutdown Oct 2017)(Citation: alert_TA18_106A) Shutting down or rebooting systems may
disrupt access to computer resources for legitimate users while also impeding incident
response/recovery. Adversaries may attempt to shutdown/reboot a system after impacting
it in other ways, such as [Disk Structure Wipe](https://attack.mitre.org/techniques/
T1561/002) or [Inhibit System Recovery](https://attack.mitre.org/techniques/T1490), to
hasten the intended effects on system availability.(Citation: Talos Nyetya June 2017)
(Citation: Talos Olympic Destroyer 2018)

T1484

Attack-Pattern
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T1484

Description

Adversaries may modify the configuration settings of a domain to evade defenses and/or
escalate privileges in domain environments. Domains provide a centralized means of
managing how computer resources (ex: computers, user accounts) can act, and interact
with each other, on a network. The policy of the domain also includes configuration
settings that may apply between domains in a multi-domain/forest environment.
Modifications to domain settings may include altering domain Group Policy Objects (GPOs)
or changing trust settings for domains, including federation trusts. With sufficient
permissions, adversaries can modify domain policy settings. Since domain configuration
settings control many of the interactions within the Active Directory (AD) environment,
there are a great number of potential attacks that can stem from this abuse. Examples of
such abuse include modifying GPOs to push a malicious [Scheduled Task](https://
attack.mitre.org/techniques/T1053/005) to computers throughout the domain
environment(Citation: ADSecurity GPO Persistence 2016)(Citation: Wald0 Guide to GPOs)
(Citation: HarmjOy Abusing GPO Permissions) or modifying domain trusts to include an
adversary controlled domain where they can control access tokens that will subsequently
be accepted by victim domain resources.(Citation: Microsoft - Customer Guidance on
Recent Nation-State Cyber Attacks) Adversaries can also change configuration settings
within the AD environment to implement a [Rogue Domain Controller](https://
attack.mitre.org/techniques/T1207). Adversaries may temporarily modify domain policy,
carry out a malicious action(s), and then revert the change to remove suspicious
indicators.

T1485

T1485

Description

Adversaries may destroy data and files on specific systems or in large numbers on a
network to interrupt availability to systems, services, and network resources. Data
destruction is likely to render stored data irrecoverable by forensic techniques through

Attack-Pattern
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overwriting files or data on local and remote drives.(Citation: Symantec Shamoon 2012)
(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:
Kaspersky StoneDrill 2017)(Citation: Unit 42 Shamoon3 2018)(Citation: Talos Olympic
Destroyer 2018) Common operating system file deletion commands such as “del” and ‘rm’
often only remove pointers to files without wiping the contents of the files themselves,
making the files recoverable by proper forensic methodology. This behavior is distinct
from [Disk Content Wipe](https://attack.mitre.org/techniques/T1561/001) and [Disk
Structure Wipe](https://attack.mitre.org/techniques/T1561/002) because individual files
are destroyed rather than sections of a storage disk or the disk's logical structure.
Adversaries may attempt to overwrite files and directories with randomly generated data
to make it irrecoverable.(Citation: Kaspersky StoneDrill 2017)(Citation: Unit 42 Shamoon3
2018) In some cases politically oriented image files have been used to overwrite data.
(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:
Kaspersky StoneDrill 2017) To maximize impact on the target organization in operations
where network-wide availability interruption is the goal, malware designed for destroying
data may have worm-like features to propagate across a network by leveraging additional
techniques like [Valid Accounts](https://attack.mitre.org/techniques/T1078), [0S Credential
Dumping](https://attack.mitre.org/techniques/T1003), and [SMB/Windows Admin Shares]
(https://attack.mitre.org/techniques/T1021/002).(Citation: Symantec Shamoon 2012)
(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:
Kaspersky StoneDrill 2017)(Citation: Talos Olympic Destroyer 2018). In cloud environments,
adversaries may leverage access to delete cloud storage, cloud storage accounts, machine

images, and other infrastructure crucial to operations to damage an organization or their
customers.(Citation: Data Destruction - Threat Post)(Citation: DOJ - Cisco Insider)

T1570

T1570

Description

Adversaries may transfer tools or other files between systems in a compromised
environment. Once brought into the victim environment (i.e., [Ingress Tool Transfer]
(https://attack.mitre.org/techniques/T1105)) files may then be copied from one system to
another to stage adversary tools or other files over the course of an operation. Adversaries
may copy files between internal victim systems to support lateral movement using
inherent file sharing protocols such as file sharing over [SMB/Windows Admin Shares]

Attack-Pattern
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(https://attack.mitre.org/techniques/T1021/002) to connected network shares or with
authenticated connections via [Remote Desktop Protocol](https://attack.mitre.org/
techniques/T1021/001).(Citation: Unit42 LockerGoga 2019) Files can also be transferred
using native or otherwise present tools on the victim system, such as scp, rsync, curl, sftp,
and [ftp](https://attack.mitre.org/software/S0095). In some cases, adversaries may be able
to leverage [Web Service](https://attack.mitre.org/techniques/T1102)s such as Dropbox or
OneDrive to copy files from one machine to another via shared, automatically synced
folders.(Citation: Dropbox Malware Sync)

T1486

T1486

Description

Adversaries may encrypt data on target systems or on large numbers of systems in a
network to interrupt availability to system and network resources. They can attempt to
render stored data inaccessible by encrypting files or data on local and remote drives and
withholding access to a decryption key. This may be done in order to extract monetary
compensation from a victim in exchange for decryption or a decryption key (ransomware)
or to render data permanently inaccessible in cases where the key is not saved or
transmitted.(Citation: US-CERT Ransomware 2016)(Citation: FireEye WannaCry 2017)(Citation:
US-CERT NotPetya 2017)(Citation: US-CERT SamSam 2018) In the case of ransomware, it is
typical that common user files like Office documents, PDFs, images, videos, audio, text, and
source code files will be encrypted (and often renamed and/or tagged with specific file
markers). Adversaries may need to first employ other behaviors, such as [File and Directory
Permissions Modification](https://attack.mitre.org/techniques/T1222) or [System
Shutdown/Reboot](https://attack.mitre.org/techniques/T1529), in order to unlock and/or
gain access to manipulate these files.(Citation: CarbonBlack Conti July 2020) In some cases,
adversaries may encrypt critical system files, disk partitions, and the MBR.(Citation: US-
CERT NotPetya 2017) To maximize impact on the target organization, malware designed for
encrypting data may have worm-like features to propagate across a network by leveraging
other attack techniques like [Valid Accounts](https://attack.mitre.org/techniques/T1078),
[0S Credential Dumping](https://attack.mitre.org/techniques/T1003), and [SMB/Windows
Admin Shares](https://attack.mitre.org/techniques/T1021/002).(Citation: FireEye WannaCry
2017)(Citation: US-CERT NotPetya 2017) Encryption malware may also leverage [Internal
Defacement](https://attack.mitre.org/techniques/T1491/001), such as changing victim
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wallpapers, or otherwise intimidate victims by sending ransom notes or other messages to
connected printers (known as "print bombing").(Citation: NHS Digital Egregor Nov 2020) In
cloud environments, storage objects within compromised accounts may also be encrypted.
(Citation: Rhino S3 Ransomware Part 1)

T1070

171070

Description

Adversaries may delete or modify artifacts generated within systems to remove evidence
of their presence or hinder defenses. Various artifacts may be created by an adversary or
something that can be attributed to an adversary’s actions. Typically these artifacts are
used as defensive indicators related to monitored events, such as strings from
downloaded files, logs that are generated from user actions, and other data analyzed by
defenders. Location, format, and type of artifact (such as command or login history) are
often specific to each platform. Removal of these indicators may interfere with event

collection, reporting, or other processes used to detect intrusion activity. This may
compromise the integrity of security solutions by causing notable events to go unreported.
This activity may also impede forensic analysis and incident response, due to lack of
sufficient data to determine what occurred.

Ingress Tool Transfer

T1105

Description

Attack-Pattern
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Adversaries may transfer tools or other files from an external system into a compromised
environment. Tools or files may be copied from an external adversary-controlled system to
the victim network through the command and control channel or through alternate
protocols such as [ftp](https://attack.mitre.org/software/S0095). Once present, adversaries
may also transfer/spread tools between victim devices within a compromised environment
(i.e. [Lateral Tool Transfer](https://attack.mitre.org/techniques/T1570)). On Windows,
adversaries may use various utilities to download tools, such as “copy’, “finger’, [certutil]
(https://attack.mitre.org/software/S0160), and [PowerShell](https://attack.mitre.org/
techniques/T1059/001) commands such as "IEX(New-Object
Net.WebClient).downloadString()” and “Invoke-WebRequest™. On Linux and macOS systems,
a variety of utilities also exist, such as “curl’, ‘scp’, sftp, tftp’, rsync,, finger, and ‘wget .
(Citation: t1105_lolbas) Adversaries may also abuse installers and package managers, such
as yum or ‘winget’, to download tools to victim hosts. Files can also be transferred using
various [Web Service](https://attack.mitre.org/techniques/T1102)s as well as native or
otherwise present tools on the victim system.(Citation: PTSecurity Cobalt Dec 2016) In some
cases, adversaries may be able to leverage services that sync between a web-based and
an on-premises client, such as Dropbox or OneDrive, to transfer files onto victim systems.
For example, by compromising a cloud account and logging into the service's web portal,
an adversary may be able to trigger an automatic syncing process that transfers the file
onto the victim's machine.(Citation: Dropbox Malware Sync)

T1112

T1112

Description

Adversaries may interact with the Windows Registry to hide configuration information
within Registry keys, remove information as part of cleaning up, or as part of other
techniques to aid in persistence and execution. Access to specific areas of the Registry
depends on account permissions, some requiring administrator-level access. The built-in
Windows command-line utility [Reg](https://attack.mitre.org/software/S0075) may be used
for local or remote Registry modification. (Citation: Microsoft Reg) Other tools may also be
used, such as a remote access tool, which may contain functionality to interact with the
Registry through the Windows API. Registry modifications may also include actions to hide
keys, such as prepending key names with a null character, which will cause an error and/
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or be ignored when read via [Reg](https://attack.mitre.org/software/S0075) or other
utilities using the Win32 API. (Citation: Microsoft Reghide NOV 2006) Adversaries may abuse
these pseudo-hidden keys to conceal payloads/commands used to maintain persistence.
(Citation: TrendMicro POWELIKS AUG 2014) (Citation: SpectorOps Hiding Reg Jul 2017) The
Registry of a remote system may be modified to aid in execution of files as part of lateral
movement. It requires the remote Registry service to be running on the target system.
(Citation: Microsoft Remote) Often [Valid Accounts](https://attack.mitre.org/techniques/
T1078) are required, along with access to the remote system's [SMB/Windows Admin
Shares](https://attack.mitre.org/techniques/T1021/002) for RPC communication.

T1562

11562

Description

Adversaries may maliciously modify components of a victim environment in order to
hinder or disable defensive mechanisms. This not only involves impairing preventative
defenses, such as firewalls and anti-virus, but also detection capabilities that defenders
can use to audit activity and identify malicious behavior. This may also span both native
defenses as well as supplemental capabilities installed by users and administrators.
Adversaries may also impair routine operations that contribute to defensive hygiene, such
as blocking users from logging out of a computer or stopping it from being shut down.
These restrictions can further enable malicious operations as well as the continued
propagation of incidents.(Citation: Emotet shutdown) Adversaries could also target event

aggregation and analysis mechanisms, or otherwise disrupt these procedures by altering
other system components.

11140

Attack-Pattern
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11140

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/
techniques/T1027) to hide artifacts of an intrusion from analysis. They may require
separate mechanisms to decode or deobfuscate that information depending on how they
intend to use it. Methods for doing that include built-in functionality of malware or by
using utilities present on the system. One such example is the use of [certutil](https://
attack.mitre.org/software/S0160) to decode a remote access tool portable executable file
that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack
against Saudi Arabia) Another example is using the Windows “copy /b~ command to
reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation
Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or
decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user
may also be required to input a password to open a password protected compressed/
encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November
2016)

171082

11082

Description

An adversary may attempt to get detailed information about the operating system and
hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries
may use the information from [System Information Discovery](https://attack.mitre.org/
techniques/T1082) during automated discovery to shape follow-on behaviors, including
whether or not the adversary fully infects the target and/or attempts specific actions.
Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather
detailed system information. If running with privileged access, a breakdown of system data
can be gathered through the “systemsetup™ configuration tool on macOS. As an example,
adversaries with user-level access can execute the “df -aH command to obtain currently
mounted disks and associated freely available space. Adversaries may also leverage a
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[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices
to gather detailed system information (e.g. ‘'show version’).(Citation: US-CERT-TA18-106A)
[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with
information gathered from other forms of discovery and reconnaissance can drive payload
development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools
and Techniques) Infrastructure as a Service (laaS) cloud providers such as AWS, GCP, and
Azure allow access to instance and virtual machine information via APIs. Successful
authenticated API calls can return data such as the operating system platform and status
of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe
Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API)

T1543

T1543

Description

Adversaries may create or modify system-level processes to repeatedly execute malicious
payloads as part of persistence. When operating systems boot up, they can start processes
that perform background system functions. On Windows and Linux, these system
processes are referred to as services.(Citation: TechNet Services) On macQOS, launchd
processes known as [Launch Daemon](https://attack.mitre.org/techniques/T1543/004) and
[Launch Agent](https://attack.mitre.org/techniques/T1543/001) are run to finish system
initialization and load user specific parameters.(Citation: AppleDocs Launch Agent
Daemons) Adversaries may install new services, daemons, or agents that can be
configured to execute at startup or a repeatable interval in order to establish persistence.
Similarly, adversaries may modify existing services, daemons, or agents to achieve the
same effect. Services, daemons, or agents may be created with administrator privileges but
executed under root/SYSTEM privileges. Adversaries may leverage this functionality to
create or modify system processes in order to escalate privileges.(Citation: OSX Malware
Detection)

T1047
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T1047

Description

Adversaries may abuse Windows Management Instrumentation (WMI) to execute malicious
commands and payloads. WMl is an administration feature that provides a uniform
environment to access Windows system components. The WMI service enables both local
and remote access, though the latter is facilitated by [Remote Services](https://
attack.mitre.org/techniques/T1021) such as [Distributed Component Object Model](https://
attack.mitre.org/techniques/T1021/003) (DCOM) and [Windows Remote Management]
(https://attack.mitre.org/techniques/T1021/006) (WinRM).(Citation: MSDN WMI) Remote
WMI over DCOM operates using port 135, whereas WMI over WinRM operates over port 5985
when using HTTP and 5986 for HTTPS.(Citation: MSDN WMI)(Citation: FireEye WMI 2015) An
adversary can use WMI to interact with local and remote systems and use it as a means to
execute various behaviors, such as gathering information for Discovery as well as remote
Execution of files as part of Lateral Movement. (Citation: FireEye WMI SANS 2015) (Citation:
FireEye WMI 2015)

Attack-Pattern
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Health

Public and private entities involved in research, services and manufacturing activities
related to public health.

Sector
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StixFile

dffd6021bb2bd5b0af676290809ec3a53191dd81¢c7f70a4b28688a3362182986f

ab7d8832e35bba30df50a7ccaZcefd9351besc5e8961be2d0b27dbb6cd22fc036

a4dfa099e1f52256ad4a3b2db961e158832b739126b80677f82b0722b0ea5e59

9479a5dc61284ccc3f063ebb38dadf63400d8b25d8bca8d04b1832f02fac24de

62cd46988f179edf8013515¢c44cbb7563fc216d4e703a2a2a249fe8634617700

07ab218d5c865ch4fe78353340ab923e24a1f2881e€7206520651¢5246b1a492

feab413f86532812efc606c3b3224b7c7080ae4aa167836d7233¢262985f888¢

330730d65548d621d46ed9db939c434bc54cadas516472ebef0a00422a5ed5819
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External References

https://www.trendmicro.com/en_us/research/24/c/multistage-ra-world-ransomware.html

https://otx.alienvault.com/pulse/65e89e131508b47ef0641ce3
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