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Overview

Description
This report analyzes the malware AsukaStealer, which shares similarities with ObserverStealer

but has improvements like removing external DLL dependencies. It gathers system info,
screenshots, browser data like cookies and passwords, and exfiltrates them to its C2 server.

Confidence

This value represents the confidence in the correctness of the data contained within this report.

100 / 100
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Indicator

476171dd2ebh7f118d3e0aff32b7264d261basc2d9fabc14ccffod8d99b383db4

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'476171dd2eb7f118d3e0aff32b7264d261basc2d9fabcl14ccffed8d99b383db4!]

0e5470a33fd87b813ecf72370f9e1f491515¢12f41c8ea3c7bbci169acs56acdas

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'0e5470a33fd87b813ecf72370f9e1f491515¢12f41c8eal3c7bbc169ac56acdas']

n Indicator



ObserverStealer

AsukaStealer

infostealer
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Intrusion-Set

breakcore

n Intrusion-Set
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Attack-Pattern

T1081

T1081

11012

T1012

Description

Adversaries may interact with the Windows Registry to gather information about the
system, configuration, and installed software. The Registry contains a significant amount of
information about the operating system, configuration, software, and security.(Citation:
Wikipedia Windows Registry) Information can easily be queried using the [Reg](https://
attack.mitre.org/software/S0075) utility, though other means to access the Registry exist.
Some of the information may help adversaries to further their operation within a network.
Adversaries may use the information from [Query Registry](https://attack.mitre.org/
techniques/T1012) during automated discovery to shape follow-on behaviors, including
whether or not the adversary fully infects the target and/or attempts specific actions.

n Attack-Pattern
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T1056

11056

Adversaries may use methods of capturing user input to obtain credentials or collect

information. During normal system usage, users often provide credentials to various

different locations, such as login pages/portals or system dialog boxes. Input capture
mechanisms may be transparent to the user (e.g. [Credential APl Hooking](https://
attack.mitre.org/techniques/T1056/004)) or rely on deceiving the user into providing input
into what they believe to be a genuine service (e.g. [Web Portal Capture](https://
attack.mitre.org/techniques/T1056/003)).

171083

11083

Adversaries may enumerate files and directories or may search in specific locations of a

host or network share for certain information within a file system. Adversaries may use the
information from [File and Directory Discovery](https://attack.mitre.org/techniques/T1083)
during automated discovery to shape follow-on behaviors, including whether or not the
adversary fully infects the target and/or attempts specific actions. Many command shell
utilities can be used to obtain this information. Examples include “dir, ‘tree’, 'ls, find’,
and “locate”.(Citation: Windows Commands JPCERT) Custom tools may also be used to
gather file and directory information and interact with the [Native API](https://
attack.mitre.org/techniques/T1106). Adversaries may also leverage a [Network Device CLI]

Attack-Pattern
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(https://attack.mitre.org/techniques/T1059/008) on network devices to gather file and
directory information (e.g. *dir’, ‘show flash’, and/or "nvram’).(Citation: US-CERT-TA18-106A)

11027

11027

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by
encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.
This is common behavior that can be used across different platforms and the network to
evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid
detection. These payloads may be used during Initial Access or later to mitigate detection.
Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or
Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://
attack.mitre.org/techniques/T1204). The user may also be required to input a password to
open a password protected compressed/encrypted file that was provided by the adversary.
(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or
archived scripts, such as JavaScript. Portions of files can also be encoded to hide the
plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/
Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly
benign files that only reveal malicious functionality when reassembled. (Citation: Carbon
Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://
attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or
directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific
semantics can be used to evade signature based detections and application control
mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-
Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017)

T1560

Attack-Pattern
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T1560

Description

An adversary may compress and/or encrypt data that is collected prior to exfiltration.
Compressing the data can help to obfuscate the collected data and minimize the amount
of data sent over the network. Encryption can be used to hide information that is being
exfiltrated from detection or make exfiltration less conspicuous upon inspection by a

defender. Both compression and encryption are done prior to exfiltration, and can be
performed using a utility, 3rd party library, or custom method.

11140

11140

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/
techniques/T1027) to hide artifacts of an intrusion from analysis. They may require
separate mechanisms to decode or deobfuscate that information depending on how they
intend to use it. Methods for doing that include built-in functionality of malware or by
using utilities present on the system. One such example is the use of [certutil](https://
attack.mitre.org/software/S0160) to decode a remote access tool portable executable file
that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack
against Saudi Arabia) Another example is using the Windows “copy /b~ command to
reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation
Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or
decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user
may also be required to input a password to open a password protected compressed/
encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November
2016)

Attack-Pattern
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T1005

T1005

Description

Adversaries may search local system sources, such as file systems and configuration files
or local databases, to find files of interest and sensitive data prior to Exfiltration.
Adversaries may do this using a [Command and Scripting Interpreter](https://
attack.mitre.org/techniques/T1059), such as [cmd](https://attack.mitre.org/software/
S0106) as well as a [Network Device CLI](https://attack.mitre.org/techniques/T1059/008),
which have functionality to interact with the file system to gather information.(Citation:
show_run_config_cmd_cisco) Adversaries may also use [Automated Collection](https://
attack.mitre.org/techniques/T1119) on the local system.

T1003

11003

Description

Adversaries may attempt to dump credentials to obtain account login and credential
material, normally in the form of a hash or a clear text password, from the operating
system and software. Credentials can then be used to perform [Lateral Movement](https://
attack.mitre.org/tactics/TAO008) and access restricted information. Several of the tools
mentioned in associated sub-techniques may be used by both adversaries and
professional security testers. Additional custom tools likely exist as well.

Attack-Pattern
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1113

T3

Description

Adversaries may attempt to take screen captures of the desktop to gather information
over the course of an operation. Screen capturing functionality may be included as a
feature of a remote access tool used in post-compromise operations. Taking a screenshot
is also typically possible through native utilities or API calls, such as "CopyFromScreen’,
xwd’, or “screencapture’.(Citation: CopyFromScreen .NET)(Citation: Antiquated Mac
Malware)

Attack-Pattern
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StixFile

476171dd2ebh7f118d3e0aff32b7264d261basc2d9fabc14ccffod8d99b383db4

0e5470a33fd87b813ecf72370f9e1f491515¢12f41c8ea3c7bbc169acs6acdas
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External References

https://any.run/cybersecurity-blog/asukastealer-malware-analysis/

https://otx.alienvault.com/pulse/65faad650828939800a3e12b
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