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Overview

Description
Germany and South Korea's intelligence agencies have issued a joint cyber security advisory,

highlighting the threat posed by North Korean cyber actors to the German and Korean defence
sectors. and the international community.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Indicator

contact.rgssm.in

Pattern Type

stix

Pattern

[hostname:value = 'contact.rgssm.in']

connection.lockscreen kro.kr

Pattern Type

stix

Pattern

[hostname:value = 'connection.lockscreen.kro.kr']

thefrostery.co.uk

n Indicator
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Pattern Type

stix

Pattern

[domain-name:value = 'thefrostery.co.uk']

sifucanva.com

Pattern Type

stix

Pattern

[domain-name:value = 'sifucanva.com']

rginfotechnology.com

Pattern Type

stix

Pattern

[domain-name:value = 'rginfotechnology.com']

chrysalisc.com

Indicator
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Pattern Type

stix

[domain-name:value = 'chrysalisc.com']

n Indicator
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lazarus

n Malware
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Intrusion-Set

LAZARUS

Intrusion-Set
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Attack-Pattern

Network Service Discovery

T1046

Description

Adversaries may attempt to get a listing of services running on remote hosts and local
network infrastructure devices, including those that may be vulnerable to remote software
exploitation. Common methods to acquire this information include port and/or
vulnerability scans using tools that are brought onto a system.(Citation: CISA AR21-126A
FIVEHANDS May 2021) Within cloud environments, adversaries may attempt to discover
services running on other cloud hosts. Additionally, if the cloud environment is connected
to a on-premises environment, adversaries may be able to identify services running on
non-cloud systems as well. Within macOS environments, adversaries may use the native
Bonjour application to discover services running on other macOS hosts within a network.
The Bonjour mDNSResponder daemon automatically registers and advertises a host's
registered services on the network. For example, adversaries can use a mDNS query (such
as ‘dns-sd -B _ssh._tcp ) to find other systems broadcasting the ssh service.(Citation:
apple doco bonjour description)(Citation: macOS APT Activity Bradley)

Remote System Discovery

Attack-Pattern
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11018

Description

Adversaries may attempt to get a listing of other systems by IP address, hostname, or
other logical identifier on a network that may be used for Lateral Movement from the
current system. Functionality could exist within remote access tools to enable this, but
utilities available on the operating system could also be used such as [Ping](https://
attack.mitre.org/software/S0097) or “net view using [Net](https://attack.mitre.org/
software/S0039). Adversaries may also analyze data from local host files (ex: °C:
\Windows\System32\Drivers\etc\hosts™ or “/etc/hosts’) or other passive means (such as
local [Arp](https://attack.mitre.org/software/S0099) cache entries) in order to discover the
presence of remote systems in an environment. Adversaries may also target discovery of
network infrastructure as well as leverage [Network Device CLIJ(https://attack.mitre.org/
techniques/T1059/008) commands on network devices to gather detailed information
about systems within a network (e.g. "show cdp neighbors’, 'show arp’).(Citation: US-CERT-
TA18-106A)(Citation: CISA AR21-126A FIVEHANDS May 2021)

Data from Information Repositories

T1213

Description

Adversaries may leverage information repositories to mine valuable information.
Information repositories are tools that allow for storage of information, typically to
facilitate collaboration or information sharing between users, and can store a wide variety
of data that may aid adversaries in further objectives, or direct access to the target
information. Adversaries may also abuse external sharing features to share sensitive
documents with recipients outside of the organization. The following is a brief list of
example information that may hold potential value to an adversary and may also be found
on an information repository: * Policies, procedures, and standards * Physical / logical
network diagrams * System architecture diagrams * Technical system documentation *
Testing / development credentials * Work / project schedules * Source code snippets *
Links to network shares and other internal resources Information stored in a repository

Attack-Pattern
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may vary based on the specific instance or environment. Specific common information
repositories include web-based platforms such as [Sharepoint](https://attack.mitre.org/
techniques/T1213/002) and [Confluence](https://attack.mitre.org/techniques/T1213/001),
specific services such as Code Repositories, laaS databases, enterprise databases, and

other storage infrastructure such as SQL Server.

Valid Accounts

11078

Description

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining
Initial Access, Persistence, Privilege Escalation, or Defense Evasion. Compromised
credentials may be used to bypass access controls placed on various resources on systems
within the network and may even be used for persistent access to remote systems and
externally available services, such as VPNs, Outlook Web Access, network devices, and
remote desktop.(Citation: volexity_0day_sophos_FW) Compromised credentials may also
grant an adversary increased privilege to specific systems or access to restricted areas of
the network. Adversaries may choose not to use malware or tools in conjunction with the
legitimate access those credentials provide to make it harder to detect their presence. In
some cases, adversaries may abuse inactive accounts: for example, those belonging to
individuals who are no longer part of an organization. Using these accounts may allow the
adversary to evade detection, as the original account user will not be present to identify
any anomalous activity taking place on their account.(Citation: CISA MFA PrintNightmare)
The overlap of permissions for local, domain, and cloud accounts across a network of

systems is of concern because the adversary may be able to pivot across accounts and
systems to reach a high level of access (i.e., domain or enterprise administrator) to bypass
access controls set within the enterprise.(Citation: TechNet Credential Theft)

Data Obfuscation

Attack-Pattern
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11001

Description

Adversaries may obfuscate command and control traffic to make it more difficult to detect.
Command and control (C2) communications are hidden (but not necessarily encrypted) in
an attempt to make the content more difficult to discover or decipher and to make the

communication less conspicuous and hide commands from being seen. This encompasses
many methods, such as adding junk data to protocol traffic, using steganography, or
Impersonating legitimate protocols.

Trusted Relationship

T1199

Description

Adversaries may breach or otherwise leverage organizations who have access to intended
victims. Access through trusted third party relationship abuses an existing connection that
may not be protected or receives less scrutiny than standard mechanisms of gaining
access to a network. Organizations often grant elevated access to second or third-party
external providers in order to allow them to manage internal systems as well as cloud-
based environments. Some examples of these relationships include IT services
contractors, managed security providers, infrastructure contractors (e.g. HVAC, elevators,
physical security). The third-party provider's access may be intended to be limited to the
infrastructure being maintained, but may exist on the same network as the rest of the
enterprise. As such, [Valid Accounts](https://attack.mitre.org/techniques/T1078) used by
the other party for access to internal network systems may be compromised and used.
(Citation: CISA IT Service Providers) In Office 365 environments, organizations may grant
Microsoft partners or resellers delegated administrator permissions. By compromising a
partner or reseller account, an adversary may be able to leverage existing delegated
administrator relationships or send new delegated administrator offers to clients in order
to gain administrative control over the victim tenant.(Citation: Office 365 Delegated
Administration)

Attack-Pattern
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Exfiltration Over C2 Channel

T1041

Description

Adversaries may steal data by exfiltrating it over an existing command and control
channel. Stolen data is encoded into the normal communications channel using the same

protocol as command and control communications.

Indicator Removal

11070

Description

Adversaries may delete or modify artifacts generated within systems to remove evidence
of their presence or hinder defenses. Various artifacts may be created by an adversary or
something that can be attributed to an adversary’s actions. Typically these artifacts are
used as defensive indicators related to monitored events, such as strings from
downloaded files, logs that are generated from user actions, and other data analyzed by
defenders. Location, format, and type of artifact (such as command or login history) are
often specific to each platform. Removal of these indicators may interfere with event
collection, reporting, or other processes used to detect intrusion activity. This may
compromise the integrity of security solutions by causing notable events to go unreported.
This activity may also impede forensic analysis and incident response, due to lack of

sufficient data to determine what occurred.

Attack-Pattern
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Command and Scripting Interpreter

T1059

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or
binaries. These interfaces and languages provide ways of interacting with computer
systems and are a common feature across many different platforms. Most systems come
with some built-in command-line interface and scripting capabilities, for example, macOS
and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/
techniques/T1059/004) while Windows installations include the [Windows Command Shell]
(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/
techniques/T1059/001). There are also cross-platform interpreters such as [Python]
(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated
with client applications such as [JavaScript](https://attack.mitre.org/techniques/
T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries
may abuse these technologies in various ways as a means of executing arbitrary
commands. Commands and scripts can be embedded in [Initial Access](https://
attack.mitre.org/tactics/TA0O001) payloads delivered to victims as lure documents or as
secondary payloads downloaded from an existing C2. Adversaries may also execute
commands through interactive terminals/shells, as well as utilize various [Remote
Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
(Citation: Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance -
Command History)(Citation: Remote Shell Execution in Python)

Phishing

T1566

Description

Attack-Pattern
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Adversaries may send phishing messages to gain access to victim systems. All forms of
phishing are electronically delivered social engineering. Phishing can be targeted, known
as spearphishing. In spearphishing, a specific individual, company, or industry will be
targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,
such as in mass malware spam campaigns. Adversaries may send victims emails
containing malicious attachments or links, typically to execute malicious code on victim
systems. Phishing may also be conducted via third-party services, like social media
platforms. Phishing may also involve social engineering techniques, such as posing as a
trusted source, as well as evasive techniques such as removing or manipulating emails or
metadata/headers from compromised accounts being abused to send messages (e.g.,
[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft
OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to
accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the
sender which can be used to fool both the human recipient as well as automated security
tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages
that instruct them to call a phone number where they are directed to visit a malicious URL,
download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
Management Software) or install adversary-accessible remote management tools onto
their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:
Unit42 Luna Moth)

Ingress Tool Transfer

T1105

Description

Adversaries may transfer tools or other files from an external system into a compromised
environment. Tools or files may be copied from an external adversary-controlled system to
the victim network through the command and control channel or through alternate
protocols such as [ftp](https://attack.mitre.org/software/S0095). Once present, adversaries
may also transfer/spread tools between victim devices within a compromised environment
(i.e. [Lateral Tool Transfer](https://attack.mitre.org/techniques/T1570)). On Windows,
adversaries may use various utilities to download tools, such as “copy’, “finger’, [certutil]
(https://attack.mitre.org/software/S0160), and [PowerShell](https://attack.mitre.org/
techniques/T1059/001) commands such as "IEX(New-Object

Attack-Pattern
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NetWebClient).downloadString()” and “Invoke-WebRequest™. On Linux and macOS systems,
a variety of utilities also exist, such as “curl’, "scp’, ‘sftp, ‘tftp’, ‘rsync’, finger, and ‘wget .
(Citation: t1105_Llolbas) Adversaries may also abuse installers and package managers, such
as yum  or winget, to download tools to victim hosts. Files can also be transferred using
various [Web Service](https://attack.mitre.org/techniques/T1102)s as well as native or
otherwise present tools on the victim system.(Citation: PTSecurity Cobalt Dec 2016) In some
cases, adversaries may be able to leverage services that sync between a web-based and
an on-premises client, such as Dropbox or OneDrive, to transfer files onto victim systems.
For example, by compromising a cloud account and logging into the service's web portal,
an adversary may be able to trigger an automatic syncing process that transfers the file
onto the victim's machine.(Citation: Dropbox Malware Sync)

Remote Services

T1021

Description

Adversaries may use [Valid Accounts](https://attack.mitre.org/techniques/T1078) to log
into a service that accepts remote connections, such as telnet, SSH, and VNC. The
adversary may then perform actions as the logged-on user. In an enterprise environment,
servers and workstations can be organized into domains. Domains provide centralized
identity management, allowing users to login using one set of credentials across the entire
network. If an adversary is able to obtain a set of valid domain credentials, they could
login to many different machines using remote access protocols such as secure shell (SSH)
or remote desktop protocol (RDP).(Citation: SSH Secure Shell)(Citation: TechNet Remote
Desktop Services) They could also login to accessible Saa$S or laaS services, such as those
that federate their identities to the domain. Legitimate applications (such as [Software
Deployment Tools](https://attack.mitre.org/techniques/T1072) and other administrative
programs) may utilize [Remote Services](https://attack.mitre.org/techniques/T1021) to
access remote hosts. For example, Apple Remote Desktop (ARD) on macOS is native
software used for remote management. ARD leverages a blend of protocols, including
[VNC](https://attack.mitre.org/techniques/T1021/005) to send the screen and control
buffers and [SSH](https://attack.mitre.org/techniques/T1021/004) for secure file transfer.
(Citation: Remote Management MDM macOS)(Citation: Kickstart Apple Remote Desktop
commands)(Citation: Apple Remote Desktop Admin Guide 3.3) Adversaries can abuse
applications such as ARD to gain remote code execution and perform lateral movement. In
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versions of macOS prior to 1014, an adversary can escalate an SSH session to an ARD
session which enables an adversary to accept TCC (Transparency, Consent, and Control)

prompts without user interaction and gain access to data.(Citation: FireEye 2019 Apple
Remote Desktop)(Citation: Lockboxx ARD 2019)(Citation: Kickstart Apple Remote Desktop
commands)

Protocol Tunneling

11572

Description

Adversaries may tunnel network communications to and from a victim system within a
separate protocol to avoid detection/network filtering and/or enable access to otherwise
unreachable systems. Tunneling involves explicitly encapsulating a protocol within
another. This behavior may conceal malicious traffic by blending in with existing traffic
and/or provide an outer layer of encryption (similar to a VPN). Tunneling could also
enable routing of network packets that would otherwise not reach their intended
destination, such as SMB, RDP, or other traffic that would be filtered by network appliances
or not routed over the Internet. There are various means to encapsulate a protocol within
another protocol. For example, adversaries may perform SSH tunneling (also known as SSH
port forwarding), which involves forwarding arbitrary data over an encrypted SSH tunnel.
(Citation: SSH Tunneling) [Protocol Tunneling](https://attack.mitre.org/techniques/T1572)
may also be abused by adversaries during [Dynamic Resolution](https://attack.mitre.org/
techniques/T1568). Known as DNS over HTTPS (DoH), queries to resolve C2 infrastructure
may be encapsulated within encrypted HTTPS packets.(Citation: BleepingComp Godlua
JUL19) Adversaries may also leverage [Protocol Tunneling](https://attack.mitre.org/
techniques/T1572) in conjunction with [Proxy](https://attack.mitre.org/techniques/T1090)
and/or [Protocol Impersonation](https://attack.mitre.org/techniques/T1001/003) to further
conceal C2 communications and infrastructure.

Masquerading

Attack-Pattern
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T1036

Description

Adversaries may attempt to manipulate features of their artifacts to make them appear
legitimate or benign to users and/or security tools. Masquerading occurs when the name
or location of an object, legitimate or malicious, is manipulated or abused for the sake of
evading defenses and observation. This may include manipulating file metadata, tricking
users into misidentifying the file type, and giving legitimate task or service names.
Renaming abusable system utilities to evade security monitoring is also a form of
[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site)
Masquerading may also include the use of [Proxy](https://attack.mitre.org/techniques/
T1090) or VPNs to disguise IP addresses, which can allow adversaries to blend in with
normal network traffic and bypass conditional access policies or anti-abuse protections.

Supply Chain Compromise

11195

Description

Adversaries may manipulate products or product delivery mechanisms prior to receipt by
a final consumer for the purpose of data or system compromise. Supply chain compromise
can take place at any stage of the supply chain including: * Manipulation of development
tools * Manipulation of a development environment * Manipulation of source code
repositories (public or private) * Manipulation of source code in open-source
dependencies * Manipulation of software update/distribution mechanisms *
Compromised/infected system images (multiple cases of removable media infected at the
factory)(Citation: IBM Storwize)(Citation: Schneider Electric USB Malware) * Replacement of
legitimate software with modified versions * Sales of modified/counterfeit products to
legitimate distributors * Shipment interdiction While supply chain compromise can impact
any component of hardware or software, adversaries looking to gain execution have often
focused on malicious additions to legitimate software in software distribution or update
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channels.(Citation: Avast CCleaner3 2018)(Citation: Microsoft Dofoil 2018)(Citation:
Command Five SK 2011) Targeting may be specific to a desired victim set or malicious
software may be distributed to a broad set of consumers but only move on to additional
tactics on specific victims.(Citation: Symantec Elderwood Sept 2012)(Citation: Avast
CCleaner3 2018)(Citation: Command Five SK 2011) Popular open source projects that are
used as dependencies in many applications may also be targeted as a means to add
malicious code to users of the dependency.(Citation: Trendmicro NPM Compromise)

Deobfuscate/Decode Files or Information

11140

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/
techniques/T1027) to hide artifacts of an intrusion from analysis. They may require
separate mechanisms to decode or deobfuscate that information depending on how they
intend to use it. Methods for doing that include built-in functionality of malware or by
using utilities present on the system. One such example is the use of [certutil](https://
attack.mitre.org/software/S0160) to decode a remote access tool portable executable file
that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack
against Saudi Arabia) Another example is using the Windows “copy /b~ command to
reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation
Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or
decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user
may also be required to input a password to open a password protected compressed/
encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November
2016)

Application Layer Protocol

Attack-Pattern
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11071

Description

Adversaries may communicate using OSI application layer protocols to avoid detection/
network filtering by blending in with existing traffic. Commands to the remote system, and
often the results of those commands, will be embedded within the protocol traffic
between the client and server. Adversaries may utilize many different protocols, including
those used for web browsing, transferring files, electronic mail, or DNS. For connections
that occur internally within an enclave (such as those between a proxy or pivot node and
other nodes), commonly used protocols are SMB, SSH, or RDP.

Network Sniffing

11040

Description

Adversaries may sniff network traffic to capture information about an environment,
including authentication material passed over the network. Network sniffing refers to
using the network interface on a system to monitor or capture information sent over a
wired or wireless connection. An adversary may place a network interface into
promiscuous mode to passively access data in transit over the network, or use span ports
to capture a larger amount of data. Data captured via this technique may include user
credentials, especially those sent over an insecure, unencrypted protocol. Techniques for
name service resolution poisoning, such as [LLMNR/NBT-NS Poisoning and SMB Relay]
(https://attack.mitre.org/techniques/T1557/001), can also be used to capture credentials to
websites, proxies, and internal systems by redirecting traffic to an adversary. Network
sniffing may also reveal configuration details, such as running services, version numbers,
and other network characteristics (e.g. IP addresses, hostnames, VLAN IDs) necessary for
subsequent Lateral Movement and/or Defense Evasion activities. In cloud-based
environments, adversaries may still be able to use traffic mirroring services to sniff
network traffic from virtual machines. For example, AWS Traffic Mirroring, GCP Packet
Mirroring, and Azure vTap allow users to define specified instances to collect traffic from
and specified targets to send collected traffic to.(Citation: AWS Traffic Mirroring)(Citation:
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GCP Packet Mirroring)(Citation: Azure Virtual Network TAP) Often, much of this traffic will be
in cleartext due to the use of TLS termination at the load balancer level to reduce the
strain of encrypting and decrypting traffic.(Citation: Rhino Security Labs AWS VPC Traffic
Mirroring)(Citation: SpecterOps AWS Traffic Mirroring) The adversary can then use
exfiltration technigues such as Transfer Data to Cloud Account in order to access the
sniffed traffic.(Citation: Rhino Security Labs AWS VPC Traffic Mirroring) On network devices,
adversaries may perform network captures using [Network Device CLI](https://
attack.mitre.org/techniques/T1059/008) commands such as ‘monitor capture’.(Citation:
US-CERT-TA18-106A)(Citation: capture_embedded_packet_on_software)

Boot or Logon Autostart Execution

T1547

Description

Adversaries may configure system settings to automatically execute a program during
system boot or logon to maintain persistence or gain higher-level privileges on
compromised systems. Operating systems may have mechanisms for automatically
running a program on system boot or account logon.(Citation: Microsoft Run Key)(Citation:
MSDN Authentication Packages)(Citation: Microsoft TimeProvider)(Citation: Cylance Reg
Persistence Sept 2013)(Citation: Linux Kernel Programming) These mechanisms may
include automatically executing programs that are placed in specially designated
directories or are referenced by repositories that store configuration information, such as
the Windows Registry. An adversary may achieve the same goal by modifying or extending
features of the kernel. Since some boot or logon autostart programs run with higher
privileges, an adversary may leverage these to elevate privileges.

External Remote Services

Attack-Pattern
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11133

Description

Adversaries may leverage external-facing remote services to initially access and/or persist
within a network. Remote services such as VPNs, Citrix, and other access mechanisms
allow users to connect to internal enterprise network resources from external locations.
There are often remote service gateways that manage connections and credential
authentication for these services. Services such as [Windows Remote Management]
(https://attack.mitre.org/techniques/T1021/006) and [VNC](https://attack.mitre.org/
techniques/T1021/005) can also be used externally.(Citation: MacOS VNC software for
Remote Desktop) Access to [Valid Accounts](https://attack.mitre.org/techniques/T1078) to
use the service is often a requirement, which could be obtained through credential
pharming or by obtaining the credentials from users after compromising the enterprise
network.(Citation: Volexity Virtual Private Keylogging) Access to remote services may be
used as a redundant or persistent access mechanism during an operation. Access may also
be gained through an exposed service that doesn’t require authentication. In
containerized environments, this may include an exposed Docker API, Kubernetes API
server, kubelet, or web application such as the Kubernetes dashboard.(Citation: Trend
Micro Exposed Docker Server)(Citation: Unit 42 Hildegard Malware)
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Diplomacy

Description

Public or private entities which are actors of or involved in international relations
activities.

Finance

Description

Public and private entities involved in the allocation of assets and liabilities over space
and time.

Defense

Description

Public and private entities involved in the conception and production of weapons and the
planning and conducting of military operations.

Sector
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Hosthame

contact.rgssm.in

connection.lockscreen.kro.kr

Hostname
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Domain-Name

rginfotechnology.com

thefrostery.co.uk

chrysalisc.com

sifucanva.com

Domain-Name
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External References

https://otx.alienvault.com/pulse/65d4ed5d22646d0d35dfaa29
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