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Overview

Description 

The Slingshot APT is a previously unknown, highly sophisticated cyber-espionage platform that

has been active since at least 2012 until February 2018. It was discovered during the analysis of

an incident involving a suspected keylogger. Slingshot solves all sorts of technical challenges

and often in an elegant way, combining older and newer components into a long-term

operation. It focuses on Africa and the Middle East region. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Content 

N/A 
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Attack-Pattern

Name

T1198 

ID

T1198 

Name

T1179 

ID

T1179 

Name

T1192 

ID

T1192 

Name

Scripting 
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ID

T1064 

Description

**This technique has been deprecated. Please use [Command and Scripting Interpreter]

(https://attack.mitre.org/techniques/T1059) where appropriate.** Adversaries may use

scripts to aid in operations and perform multiple actions that would otherwise be manual.

Scripting is useful for speeding up operational tasks and reducing the time required to

gain access to critical resources. Some scripting languages may be used to bypass process

monitoring mechanisms by directly interacting with the operating system at an API level

instead of calling other programs. Common scripting languages for Windows include

VBScript and [PowerShell](https://attack.mitre.org/techniques/T1086) but could also be in

the form of command-line batch scripts. Scripts can be embedded inside Office

documents as macros that can be set to execute when files used in [Spearphishing

Attachment](https://attack.mitre.org/techniques/T1193) and other types of spearphishing

are opened. Malicious embedded macros are an alternative means of execution than

software exploitation through [Exploitation for Client Execution](https://attack.mitre.org/

techniques/T1203), where adversaries will rely on macros being allowed or that the user

will accept to activate them. Many popular offensive frameworks exist which use forms of

scripting for security testers and adversaries alike. Metasploit (Citation: Metasploit_Ref),

Veil (Citation: Veil_Ref), and PowerSploit (Citation: Powersploit) are three examples that

are popular among penetration testers for exploit and post-compromise operations and

include many features for evading defenses. Some adversaries are known to use

PowerShell. (Citation: Alperovitch 2014) 

Name

Command and Scripting Interpreter 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer
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systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://

attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.

(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 

Name

T1055 

ID

T1055 

Description

Adversaries may inject code into processes in order to evade process-based defenses as

well as possibly elevate privileges. Process injection is a method of executing arbitrary

code in the address space of a separate live process. Running code in the context of

another process may allow access to the process's memory, system/network resources,

and possibly elevated privileges. Execution via process injection may also evade detection

from security products since the execution is masked under a legitimate process. There

are many different ways to inject code into a process, many of which abuse legitimate

functionalities. These implementations exist for every major OS but are typically platform

specific. More sophisticated samples may perform multiple process injections to segment

modules and further evade detection, utilizing named pipes or other inter-process

communication (IPC) mechanisms as a communication channel. 
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Name

T1036 

ID

T1036 

Description

Adversaries may attempt to manipulate features of their artifacts to make them appear

legitimate or benign to users and/or security tools. Masquerading occurs when the name

or location of an object, legitimate or malicious, is manipulated or abused for the sake of

evading defenses and observation. This may include manipulating file metadata, tricking

users into misidentifying the file type, and giving legitimate task or service names.

Renaming abusable system utilities to evade security monitoring is also a form of

[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site)

Masquerading may also include the use of [Proxy](https://attack.mitre.org/techniques/

T1090) or VPNs to disguise IP addresses, which can allow adversaries to blend in with

normal network traffic and bypass conditional access policies or anti-abuse protections. 

Name

Supply Chain Compromise 

ID

T1195 

Description

Adversaries may manipulate products or product delivery mechanisms prior to receipt by

a final consumer for the purpose of data or system compromise. Supply chain compromise

can take place at any stage of the supply chain including: * Manipulation of development

tools * Manipulation of a development environment * Manipulation of source code

repositories (public or private) * Manipulation of source code in open-source

dependencies * Manipulation of software update/distribution mechanisms *

Compromised/infected system images (multiple cases of removable media infected at the
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factory)(Citation: IBM Storwize)(Citation: Schneider Electric USB Malware) * Replacement of

legitimate software with modified versions * Sales of modified/counterfeit products to

legitimate distributors * Shipment interdiction While supply chain compromise can impact

any component of hardware or software, adversaries looking to gain execution have often

focused on malicious additions to legitimate software in software distribution or update

channels.(Citation: Avast CCleaner3 2018)(Citation: Microsoft Dofoil 2018)(Citation:

Command Five SK 2011) Targeting may be specific to a desired victim set or malicious

software may be distributed to a broad set of consumers but only move on to additional

tactics on specific victims.(Citation: Symantec Elderwood Sept 2012)(Citation: Avast

CCleaner3 2018)(Citation: Command Five SK 2011) Popular open source projects that are

used as dependencies in many applications may also be targeted as a means to add

malicious code to users of the dependency.(Citation: Trendmicro NPM Compromise) 

Name

T1190 

ID

T1190 

Description

Adversaries may attempt to exploit a weakness in an Internet-facing host or system to

initially access a network. The weakness in the system can be a software bug, a temporary

glitch, or a misconfiguration. Exploited applications are often websites/web servers, but

can also include databases (like SQL), standard services (like SMB or SSH), network device

administration and management protocols (like SNMP and Smart Install), and any other

system with Internet accessible open sockets.(Citation: NVD CVE-2016-6662)(Citation: CIS

Multiple SMB Vulnerabilities)(Citation: US-CERT TA18-106A Network Infrastructure Devices

2018)(Citation: Cisco Blog Legacy Device Attacks)(Citation: NVD CVE-2014-7169) Depending

on the flaw being exploited this may also involve [Exploitation for Defense Evasion]

(https://attack.mitre.org/techniques/T1211). If an application is hosted on cloud-based

infrastructure and/or is containerized, then exploiting it may lead to compromise of the

underlying instance or container. This can allow an adversary a path to access the cloud or

container APIs, exploit container host access via [Escape to Host](https://attack.mitre.org/

techniques/T1611), or take advantage of weak identity and access management policies.

Adversaries may also exploit edge network infrastructure and related appliances,

specifically targeting devices that do not support robust host-based defenses.(Citation:

Mandiant Fortinet Zero Day)(Citation: Wired Russia Cyberwar) For websites and databases,
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the OWASP top 10 and CWE top 25 highlight the most common web-based vulnerabilities.

(Citation: OWASP Top 10)(Citation: CWE top 25) 

Name

T1140 

ID

T1140 

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/

techniques/T1027) to hide artifacts of an intrusion from analysis. They may require

separate mechanisms to decode or deobfuscate that information depending on how they

intend to use it. Methods for doing that include built-in functionality of malware or by

using utilities present on the system. One such example is the use of [certutil](https://

attack.mitre.org/software/S0160) to decode a remote access tool portable executable file

that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack

against Saudi Arabia) Another example is using the Windows `copy /b` command to

reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation

Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or

decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user

may also be required to input a password to open a password protected compressed/

encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November

2016) 

Name

Native API 

ID

T1106 

Description
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Adversaries may interact with the native OS application programming interface (API) to

execute behaviors. Native APIs provide a controlled means of calling low-level OS services

within the kernel, such as those involving hardware/devices, memory, and processes.

(Citation: NT API Windows)(Citation: Linux Kernel API) These native APIs are leveraged by

the OS during system boot (when other system components are not yet initialized) as well

as carrying out tasks and requests during routine operations. Adversaries may abuse these

OS API functions as a means of executing behaviors. Similar to [Command and Scripting

Interpreter](https://attack.mitre.org/techniques/T1059), the native API and its hierarchy of

interfaces provide mechanisms to interact with and utilize various components of a

victimized system. Native API functions (such as `NtCreateProcess`) may be directed

invoked via system calls / syscalls, but these features are also often exposed to user-

mode applications via interfaces and libraries.(Citation: OutFlank System Calls)(Citation:

CyberBit System Calls)(Citation: MDSec System Calls) For example, functions such as the

Windows API `CreateProcess()` or GNU `fork()` will allow programs and scripts to start other

processes.(Citation: Microsoft CreateProcess)(Citation: GNU Fork) This may allow API callers

to execute a binary, run a CLI command, load modules, etc. as thousands of similar API

functions exist for various system operations.(Citation: Microsoft Win32)(Citation: LIBC)

(Citation: GLIBC) Higher level software frameworks, such as Microsoft .NET and macOS

Cocoa, are also available to interact with native APIs. These frameworks typically provide

language wrappers/abstractions to API functionalities and are designed for ease-of-use/

portability of code.(Citation: Microsoft NET)(Citation: Apple Core Services)(Citation: MACOS

Cocoa)(Citation: macOS Foundation) Adversaries may use assembly to directly or in-

directly invoke syscalls in an attempt to subvert defensive sensors and detection

signatures such as user mode API-hooks.(Citation: Redops Syscalls) Adversaries may also

attempt to tamper with sensors and defensive tools associated with API monitoring, such

as unhooking monitored functions via [Disable or Modify Tools](https://attack.mitre.org/

techniques/T1562/001). 

Name

T1071 

ID

T1071 

Description

Adversaries may communicate using OSI application layer protocols to avoid detection/

network filtering by blending in with existing traffic. Commands to the remote system, and
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often the results of those commands, will be embedded within the protocol traffic

between the client and server. Adversaries may utilize many different protocols, including

those used for web browsing, transferring files, electronic mail, or DNS. For connections

that occur internally within an enclave (such as those between a proxy or pivot node and

other nodes), commonly used protocols are SMB, SSH, or RDP. 

Name

System Owner/User Discovery 

ID

T1033 

Description

Adversaries may attempt to identify the primary user, currently logged in user, set of users

that commonly uses a system, or whether a user is actively using the system. They may do

this, for example, by retrieving account usernames or by using [OS Credential Dumping]

(https://attack.mitre.org/techniques/T1003). The information may be collected in a number

of different ways using other Discovery techniques, because user and username details are

prevalent throughout a system and include running process ownership, file/directory

ownership, session information, and system logs. Adversaries may use the information

from [System Owner/User Discovery](https://attack.mitre.org/techniques/T1033) during

automated discovery to shape follow-on behaviors, including whether or not the adversary

fully infects the target and/or attempts specific actions. Various utilities and commands

may acquire this information, including `whoami`. In macOS and Linux, the currently

logged in user can be identified with `w` and `who`. On macOS the `dscl . list /Users | grep

-v '_'` command can also be used to enumerate user accounts. Environment variables, such

as `%USERNAME%` and `$USER`, may also be used to access this information. On network

devices, [Network Device CLI](https://attack.mitre.org/techniques/T1059/008) commands

such as `show users` and `show ssh` can be used to display users currently logged into the

device.(Citation: show_ssh_users_cmd_cisco)(Citation: US-CERT TA18-106A Network

Infrastructure Devices 2018) 

Name

Boot or Logon Initialization Scripts 
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ID

T1037 

Description

Adversaries may use scripts automatically executed at boot or logon initialization to

establish persistence. Initialization scripts can be used to perform administrative

functions, which may often execute other programs or send information to an internal

logging server. These scripts can vary based on operating system and whether applied

locally or remotely. Adversaries may use these scripts to maintain persistence on a single

system. Depending on the access configuration of the logon scripts, either local

credentials or an administrator account may be necessary. An adversary may also be able

to escalate their privileges since some boot or logon initialization scripts run with higher

privileges. 

Name

Windows Management Instrumentation 

ID

T1047 

Description

Adversaries may abuse Windows Management Instrumentation (WMI) to execute malicious

commands and payloads. WMI is an administration feature that provides a uniform

environment to access Windows system components. The WMI service enables both local

and remote access, though the latter is facilitated by [Remote Services](https://

attack.mitre.org/techniques/T1021) such as [Distributed Component Object Model](https://

attack.mitre.org/techniques/T1021/003) (DCOM) and [Windows Remote Management]

(https://attack.mitre.org/techniques/T1021/006) (WinRM).(Citation: MSDN WMI) Remote

WMI over DCOM operates using port 135, whereas WMI over WinRM operates over port 5985

when using HTTP and 5986 for HTTPS.(Citation: MSDN WMI)(Citation: FireEye WMI 2015) An

adversary can use WMI to interact with local and remote systems and use it as a means to

execute various behaviors, such as gathering information for Discovery as well as remote
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Execution of files as part of Lateral Movement. (Citation: FireEye WMI SANS 2015) (Citation:

FireEye WMI 2015) 

Name

Screen Capture 

ID

T1113 

Description

Adversaries may attempt to take screen captures of the desktop to gather information

over the course of an operation. Screen capturing functionality may be included as a

feature of a remote access tool used in post-compromise operations. Taking a screenshot

is also typically possible through native utilities or API calls, such as `CopyFromScreen`,

`xwd`, or `screencapture`.(Citation: CopyFromScreen .NET)(Citation: Antiquated Mac

Malware) 
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Malware

Name

Spork 

Name

GollumApp 

Name

Cahnadr 

Name

Minisling 

Name

Slingshot 
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Country

Name

Yemen 

Name

United Arab Emirates 

Name

Jordan 

Name

Iraq 

Name

Afghanistan 

Name

South Africa 

Name

Tanzania, United Republic of 
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Name

Somalia 

Name

Mauritius 

Name

Kenya 

Name

Sudan 

Name

Libya 

TLP:CLEAR

17 Country



Region

Name

Middle East 

Name

Southern Asia 

Name

Asia 

Name

Sub-Saharan Africa 

Name

Northern Africa 

Name

Africa 
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External References

• https://s3-eu-west-1.amazonaws.com/khub-media/wp-content/uploads/sites/

43/2018/03/09133534/The-Slingshot-APT_report_ENG_final.pdf

• https://otx.alienvault.com/pulse/65dfa1a1faf8116d3ef4a4b5
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