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Overview

Description

Earth Preta is a cyberespionage group known to develop their own loaders in combination with
existing tools like PlugX and Cobalt Strike for compromise. Recent research papers show that it
is constantly updating its toolsets and indicate that it is further expanding its capabilities.
According to the article's authors, once the group has infiltrated a targeted victim’s systems, the
sensitive documents stolen can be abused as the entry vectors for the next wave of intrusions.
This strategy largely broadens the affected scope in the region involved. For the group’s
objectives, the targeted area appears to be the countries in Asia.

Confidence

This value represents the confidence in the correctness of the data contained within this report.

15/ 100

Overview



TLP:CLEAR

N/A

Content



TONEINS

PUBLOAD

TONESHELL

Malware



TLP:CLEAR

Intrusion-Set

Earth Preta

n Intrusion-Set



TLP:CLEAR

Attack-Pattern

Malicious Link

T1204.001

Description

An adversary may rely upon a user clicking a malicious link in order to gain execution.
Users may be subjected to social engineering to get them to click on a link that will lead to
code execution. This user action will typically be observed as follow-on behavior from
[Spearphishing Link](https://attack.mitre.org/techniques/T1566/002). Clicking on a link
may also lead to other execution techniques such as exploitation of a browser or
application vulnerability via [Exploitation for Client Execution](https://attack.mitre.org/
techniques/T1203). Links may also lead users to download files that require execution via
[Malicious File](https://attack.mitre.org/techniques/T1204/002).

DLL Side-Loading

T1574.002

Description
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Adversaries may execute their own malicious payloads by side-loading DLLs. Similar to
[DLL Search Order Hijacking](https://attack.mitre.org/techniques/T1574/001), side-loading
involves hijacking which DLL a program loads. But rather than just planting the DLL within
the search order of a program then waiting for the victim application to be invoked,
adversaries may directly side-load their payloads by planting then invoking a legitimate
application that executes their payload(s). Side-loading takes advantage of the DLL search
order used by the loader by positioning both the victim application and malicious
payload(s) alongside each other. Adversaries likely use side-loading as a means of
masking actions they perform under a legitimate, trusted, and potentially elevated system
or software process. Benign executables used to side-load payloads may not be flagged
during delivery and/or execution. Adversary payloads may also be encrypted/packed or
otherwise obfuscated until loaded into the memory of the trusted process.(Citation:
FireEye DLL Side-Loading)

Web Protocols

11071.001

Description

Adversaries may communicate using application layer protocols associated with web traffic
to avoid detection/network filtering by blending in with existing traffic. Commands to the
remote system, and often the results of those commands, will be embedded within the
protocol traffic between the client and server. Protocols such as HTTP/S(Citation:
CrowdStrike Putter Panda) and WebSocket(Citation: Brazking-Websockets) that carry web
traffic may be very common in environments. HTTP/S packets have many fields and
headers in which data can be concealed. An adversary may abuse these protocols to
communicate with systems under their control within a victim network while also
mimicking normal, expected traffic.

Non-Application Layer Protocol
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T1095

Description

Adversaries may use an OSI non-application layer protocol for communication between
host and C2 server or among infected hosts within a network. The list of possible protocols
is extensive.(Citation: Wikipedia OSI) Specific examples include use of network layer
protocols, such as the Internet Control Message Protocol (ICMP), transport layer protocols,
such as the User Datagram Protocol (UDP), session layer protocols, such as Socket Secure
(SOCKS), as well as redirected/tunneled protocols, such as Serial over LAN (SOL). ICMP
communication between hosts is one example.(Citation: Cisco Synful Knock Evolution)
Because ICMP is part of the Internet Protocol Suite, it is required to be implemented by all
IP-compatible hosts.(Citation: Microsoft ICMP) However, it is not as commonly monitored
as other Internet Protocols such as TCP or UDP and may be used by adversaries to hide
communications.

T1588.002

Description

Adversaries may buy, steal, or download software tools that can be used during targeting.
Tools can be open or closed source, free or commercial. A tool can be used for malicious
purposes by an adversary, but (unlike malware) were not intended to be used for those
purposes (ex: [PsExec](https://attack.mitre.org/software/S0029)). Tool acquisition can
involve the procurement of commercial software licenses, including for red teaming tools
such as [Cobalt Strike](https://attack.mitre.org/software/S0154). Commercial software may
be obtained through purchase, stealing licenses (or licensed copies of the software), or
cracking trial versions.(Citation: Recorded Future Beacon 2019) Adversaries may obtain
tools to support their operations, including to support execution of post-compromise
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behaviors. In addition to freely downloading or purchasing software, adversaries may steal
software and/or software licenses from third-party entities (including other adversaries).

Registry Run Keys / Startup Folder

T1547.001

Description

Adversaries may achieve persistence by adding a program to a startup folder or
referencing it with a Registry run key. Adding an entry to the "run keys" in the Registry or
startup folder will cause the program referenced to be executed when a user logs in.
(Citation: Microsoft Run Key) These programs will be executed under the context of the
user and will have the account's associated permissions level. The following run keys are
created by default on Windows systems: *
"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run™ *
"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce™ *
"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\ CurrentVersion\Run™ *
"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\ CurrentVersion\RunOnce™ Run keys
may exist under multiple hives.(Citation: Microsoft Wow6432Node 2018)(Citation:
Malwarebytes Wow6432Node 2016) The
"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\ CurrentVersion\RunOnceEx’ is also
available but is not created by default on Windows Vista and newer. Registry run key
entries can reference programs directly or list them as a dependency.(Citation: Microsoft
Run Key) For example, it is possible to load a DLL at logon using a "Depend" key with
RunOnceEx: reg add
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\Depend /v 1 /d "C:
\temp\evil[.]dll" (Citation: Oddvar Moe RunOnceEx Mar 2018) Placing a program within a
startup folder will also cause that program to execute when a user logs in. There is a
startup folder location for individual user accounts as well as a system-wide startup folder
that will be checked regardless of which user account logs in. The startup folder path for
the current user is “C:\Users\\[Username]\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup™. The startup folder path for all users is 'C:
\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp". The following Registry
keys can be used to set startup folder items for persistence: *
"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders™ *
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"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders™ *
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders™ *

"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion\Explorer\User
Shell Folders™ The following Registry keys can control automatic startup of services during
boot: *

"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\ CurrentVersion\RunServicesOnce™ *
"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce™ *
"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices™ *
"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices™ Using
policy settings to specify startup programs creates corresponding values in either of two
Registry keys: *

"HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\ CurrentVersion\Policies\Explorer\R
un *

"HKEY_CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion\Policies\Explorer\Run
" Programs listed in the load value of the registry key
"HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows™ run
automatically for the currently logged-on user. By default, the multistring ‘BootExecute
value of the registry key
"HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session Manager” is set to
“autocheck autochk **. This value causes Windows, at startup, to check the file-system
integrity of the hard disks if the system has been shut down abnormally. Adversaries can
add other programs or processes to this registry value which will automatically launch at

boot. Adversaries can use these configuration locations to execute malware, such as
remote access tools, to maintain persistence through system reboots. Adversaries may
also use [Masquerading](https://attack.mitre.org/techniques/T1036) to make the Registry
entries look as if they are associated with legitimate programs.

Multi-Stage Channels

T1104

Description

Adversaries may create multiple stages for command and control that are employed under
different conditions or for certain functions. Use of multiple stages may obfuscate the
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command and control channel to make detection more difficult. Remote access tools will
call back to the first-stage command and control server for instructions. The first stage
may have automated capabilities to collect basic host information, update tools, and
upload additional files. A second remote access tool (RAT) could be uploaded at that point

to redirect the host to the second-stage command and control server. The second stage
will likely be more fully featured and allow the adversary to interact with the system
through a reverse shell and additional RAT features. The different stages will likely be
hosted separately with no overlapping infrastructure. The loader may also have backup
first-stage callbacks or [Fallback Channels](https://attack.mitre.org/techniques/T1008) in
case the original first-stage communication path is discovered and blocked.

Email Accounts

T1585.002

Description

Adversaries may create email accounts that can be used during targeting. Adversaries can
use accounts created with email providers to further their operations, such as leveraging
them to conduct [Phishing for Information](https://attack.mitre.org/techniques/T1598) or
[Phishing](https://attack.mitre.org/techniques/T1566).(Citation: Mandiant APT1) Adversaries
may also take steps to cultivate a persona around the email account, such as through use
of [Social Media Accounts](https://attack.mitre.org/techniques/T1585/001), to increase the
chance of success of follow-on behaviors. Created email accounts can also be used in the
acquisition of infrastructure (ex: [Domains](https://attack.mitre.org/techniques/
T1583/001)).(Citation: Mandiant APT1) To decrease the chance of physically tying back
operations to themselves, adversaries may make use of disposable email services.
(Citation: Trend Micro R980 2016)

Server

Attack-Pattern
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T1583.004

Description

Adversaries may buy, lease, or rent physical servers that can be used during targeting. Use
of servers allows an adversary to stage, launch, and execute an operation. During post-
compromise activity, adversaries may utilize servers for various tasks, including for
Command and Control. Adversaries may use web servers to support support watering hole
operations, as in [Drive-by Compromise](https://attack.mitre.org/techniques/T1189), or
email servers to support [Phishing](https://attack.mitre.org/techniques/T1566) operations.
Instead of compromising a third-party [Server](https://attack.mitre.org/techniques/
T1584/004) or renting a [Virtual Private Server](https://attack.mitre.org/techniques/
T1583/003), adversaries may opt to configure and run their own servers in support of
operations. Adversaries may only need a lightweight setup if most of their activities will
take place using online infrastructure. Or, they may need to build extensive infrastructure
if they want to test, communicate, and control other aspects of their activities on their
own systems.(Citation: NYTStuxnet)

Upload Malware

T1608.001

Description

Adversaries may upload malware to third-party or adversary controlled infrastructure to
make it accessible during targeting. Malicious software can include payloads, droppers,
post-compromise tools, backdoors, and a variety of other malicious content. Adversaries
may upload malware to support their operations, such as making a payload available to a
victim network to enable [Ingress Tool Transfer](https://attack.mitre.org/techniques/T1105)
by placing it on an Internet accessible web server. Malware may be placed on
infrastructure that was previously purchased/rented by the adversary ([Acquire
Infrastructure](https://attack.mitre.org/techniques/T1583)) or was otherwise compromised
by them ([Compromise Infrastructure](https://attack.mitre.org/techniques/T1584)).
Malware can also be staged on web services, such as GitHub or Pastebin, or hosted on the
InterPlanetary File System (IPFS), where decentralized content storage makes the removal
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of malicious files difficult.(Citation: Volexity Ocean Lotus November 2020)(Citation: Talos
IPFS 2022) Adversaries may upload backdoored files, such as application binaries, virtual
machine images, or container images, to third-party software stores or repositories (ex:
GitHub, CNET, AWS Community AMIs, Docker Hub). By chance encounter, victims may
directly download/install these backdoored files via [User Execution](https://
attack.mitre.org/techniques/T1204). [Masquerading](https://attack.mitre.org/techniques/
T1036) may increase the chance of users mistakenly executing these files.

Deobfuscate/Decode Files or Information

11140

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/
techniques/T1027) to hide artifacts of an intrusion from analysis. They may require
separate mechanisms to decode or deobfuscate that information depending on how they
intend to use it. Methods for doing that include built-in functionality of malware or by
using utilities present on the system. One such example is the use of [certutil](https://
attack.mitre.org/software/S0160) to decode a remote access tool portable executable file
that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack
against Saudi Arabia) Another example is using the Windows “copy /b~ command to
reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation
Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or
decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user
may also be required to input a password to open a password protected compressed/
encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November
2016)

Spearphishing Link

Attack-Pattern



TLP:CLEAR

11566.002

Adversaries may send spearphishing emails with a malicious link in an attempt to gain
access to victim systems. Spearphishing with a link is a specific variant of spearphishing. It
is different from other forms of spearphishing in that it employs the use of links to
download malware contained in email, instead of attaching malicious files to the email
itself, to avoid defenses that may inspect email attachments. Spearphishing may also
involve social engineering techniques, such as posing as a trusted source. All forms of
spearphishing are electronically delivered social engineering targeted at a specific
individual, company, or industry. In this case, the malicious emails contain links. Generally,
the links will be accompanied by social engineering text and require the user to actively
click or copy and paste a URL into a browser, leveraging [User Execution](https://
attack.mitre.org/techniques/T1204). The visited website may compromise the web browser
using an exploit, or the user will be prompted to download applications, documents, zip
files, or even executables depending on the pretext for the email in the first place.
Adversaries may also include links that are intended to interact directly with an email
reader, including embedded images intended to exploit the end system directly.
Additionally, adversaries may use seemingly benign links that abuse special characters to
mimic legitimate websites (known as an "IDN homograph attack").(Citation: CISA IDN
ST05-016) URLs may also be obfuscated by taking advantage of quirks in the URL schema,
such as the acceptance of integer- or hexadecimal-based hostname formats and the
automatic discarding of text before an “@” symbol: for example, "hxxp://
google.com@1157586937 .(Citation: Mandiant URL Obfuscation 2023) Adversaries may also
utilize links to perform consent phishing, typically with OAuth 2.0 request URLs that when

accepted by the user provide permissions/access for malicious applications, allowing
adversaries to [Steal Application Access Token](https://attack.mitre.org/techniques/
T1528)s.(Citation: Trend Micro Pawn Storm OAuth 2017) These stolen access tokens allow
the adversary to perform various actions on behalf of the user via API calls. (Citation:
Microsoft OAuth 2.0 Consent Phishing 2021)

Symmetric Cryptography

11573.001
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Description

Adversaries may employ a known symmetric encryption algorithm to conceal command
and control traffic rather than relying on any inherent protections provided by a

communication protocol. Symmetric encryption algorithms use the same key for plaintext
encryption and ciphertext decryption. Common symmetric encryption algorithms include
AES, DES, 3DES, Blowfish, and RC4.

Malicious File

T1204.002

Description

An adversary may rely upon a user opening a malicious file in order to gain execution.
Users may be subjected to social engineering to get them to open a file that will lead to
code execution. This user action will typically be observed as follow-on behavior from
[Spearphishing Attachment](https://attack.mitre.org/techniques/T1566/001). Adversaries
may use several types of files that require a user to execute them, including

doc, .pdf, xls, .rtf, .scr, .exe, .lnk, .pif, and .cpl. Adversaries may employ various forms of
[Masquerading](https://attack.mitre.org/techniques/T1036) and [Obfuscated Files or
Information](https://attack.mitre.org/techniques/T1027) to increase the likelihood that a
user will open and successfully execute a malicious file. These methods may include using
a familiar naming convention and/or password protecting the file and supplying
instructions to a user on how to open it.(Citation: Password Protected Word Docs) While
[Malicious File](https://attack.mitre.org/techniques/T1204/002) frequently occurs shortly
after Initial Access it may occur at other phases of an intrusion, such as when an adversary
places a file in a shared directory or on a user's desktop hoping that a user will click on it.
This activity may also be seen shortly after [Internal Spearphishing](https://
attack.mitre.org/techniques/T1534).

Malware
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T1587.001

Description

Adversaries may develop malware and malware components that can be used during
targeting. Building malicious software can include the development of payloads, droppers,
post-compromise tools, backdoors (including backdoored images), packers, C2 protocols,
and the creation of infected removable media. Adversaries may develop malware to
support their operations, creating a means for maintaining control of remote machines,
evading defenses, and executing post-compromise behaviors.(Citation: Mandiant APT1)
(Citation: Kaspersky Sofacy)(Citation: ActiveMalwareEnergy)(Citation: FBI Flash FIN7 USB) As
with legitimate development efforts, different skill sets may be required for developing
malware. The skills needed may be located in-house, or may need to be contracted out.
Use of a contractor may be considered an extension of that adversary's malware
development capabilities, provided the adversary plays a role in shaping requirements
and maintains a degree of exclusivity to the malware. Some aspects of malware
development, such as C2 protocol development, may require adversaries to obtain
additional infrastructure. For example, malware developed that will communicate with

Twitter for C2, may require use of [Web Services](https://attack.mitre.org/techniques/
T1583/006).(Citation: FireEye APT29)

Boot or Logon Autostart Execution

T1547

Description

Adversaries may configure system settings to automatically execute a program during
system boot or logon to maintain persistence or gain higher-level privileges on
compromised systems. Operating systems may have mechanisms for automatically
running a program on system boot or account logon.(Citation: Microsoft Run Key)(Citation:
MSDN Authentication Packages)(Citation: Microsoft TimeProvider)(Citation: Cylance Reg
Persistence Sept 2013)(Citation: Linux Kernel Programming) These mechanisms may
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include automatically executing programs that are placed in specially designated
directories or are referenced by repositories that store configuration information, such as
the Windows Registry. An adversary may achieve the same goal by modifying or extending
features of the kernel. Since some boot or logon autostart programs run with higher

privileges, an adversary may leverage these to elevate privileges.

Match Legitimate Name or Location

T71036.005

Description

Adversaries may match or approximate the name or location of legitimate files or
resources when naming/placing them. This is done for the sake of evading defenses and
observation. This may be done by placing an executable in a commonly trusted directory
(ex: under System32) or giving it the name of a legitimate, trusted program (ex:
svchost.exe). In containerized environments, this may also be done by creating a resource
in @ namespace that matches the naming convention of a container pod or cluster.
Alternatively, a file or container image name given may be a close approximation to
legitimate programs/images or something innocuous. Adversaries may also use the same
icon of the file they are trying to mimic.

Scheduled Task

T1053.005

Description

Adversaries may abuse the Windows Task Scheduler to perform task scheduling for initial
or recurring execution of malicious code. There are multiple ways to access the Task
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Scheduler in Windows. The [schtasks](https://attack.mitre.org/software/S0111) utility can
be run directly on the command line, or the Task Scheduler can be opened through the
GUI within the Administrator Tools section of the Control Panel. In some cases, adversaries
have used a .NET wrapper for the Windows Task Scheduler, and alternatively, adversaries
have used the Windows netapi32 library to create a scheduled task. The deprecated [at]
(https://attack.mitre.org/software/S0110) utility could also be abused by adversaries (ex:
[At](https://attack.mitre.org/techniques/T1053/002)), though “at.exe” can not access tasks
created with “schtasks™ or the Control Panel. An adversary may use Windows Task
Scheduler to execute programs at system startup or on a scheduled basis for persistence.
The Windows Task Scheduler can also be abused to conduct remote Execution as part of
Lateral Movement and/or to run a process under the context of a specified account (such
as SYSTEM). Similar to [System Binary Proxy Execution](https://attack.mitre.org/
techniques/T1218), adversaries have also abused the Windows Task Scheduler to
potentially mask one-time execution under signed/trusted system processes.(Citation:
ProofPoint Serpent) Adversaries may also create "hidden" scheduled tasks (i.e. [Hide
Artifacts](https://attack.mitre.org/techniques/T1564)) that may not be visible to defender
tools and manual queries used to enumerate tasks. Specifically, an adversary may hide a
task from “schtasks /query” and the Task Scheduler by deleting the associated Security
Descriptor (SD) registry value (where deletion of this value must be completed using
SYSTEM permissions).(Citation: SigmaHQ)(Citation: Tarrask scheduled task) Adversaries may
also employ alternate methods to hide tasks, such as altering the metadata (e.g,, ‘Index’
value) within associated registry keys.(Citation: Defending Against Scheduled Task Attacks
in Windows Environments)
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Australia

Philippines

Myanmar

Taiwan

Japan

Country
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Australia and New Zealand

Oceania

South-eastern Asia

Eastern Asia

Asia
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Government and administrations

Description

Civilian government institutions and administrations of the executive and legislative
branches. The diplomatic and judicial branches are not included.

Education

Description

Public or private entities operating to facilitate learning and acquiring knowledge and
skills, composed of infrastructures and services to host teachers, students, and
administrative services related to this activity. This does not include research activities.

Sector
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