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Overview

Description

A network of at least 123 websites operated from within China while posing as local news
outlets in 30 countries across Europe, Asia, and Latin America. The websites disseminate pro-
Beijing disinformation and attacks within much larger volumes of commercial content. The
campaign has similarities with previous operations but appears distinct, with unique tactics. A
central feature is the ephemeral nature of aggressive content, which gets removed after
publication. The network draws significant content from a covert newswire service which seeds
political narratives within commercial press releases. The campaign is attributed to a Chinese
PR firm based on infrastructure linkages.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Indicator

yamatocore.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'"human": '4 years ago'
'timestamp': 1594261700, 'iso': '2020-07-08T22:28:20-04:00'} - **IPQS: Domain:**
yamatocore.com - **|PQS: IP Address:** 43163.221160

Pattern Type

stix

Pattern

[domain-name:value = 'yamatocore.com']

xochimilcolife.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 'N/

n Indicator
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A 'timestamp": None, 'iso': None} - **IPQS: Domain:** xochimilcolife.com - **IPQS: IP
Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'xochimilcolife.com']

wienbuzz.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": 'N/A 'timestamp":
None, 'iso": None} - **IPQS: Domain:** wienbuzz.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'wienbuzz.com']

wdpp.org

Description

Indicator
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- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4
years ago', 'timestamp": 1586782950, 'is0': '2020-04-13T09:02:30-04:00'} - **IPQS: Domain:**
wdpp.org - **IPQS: IP Address:** 43.163.221160

Pattern Type

stix

Pattern

[domain-name:value = 'wdpp.org']

Wawelexpress.com

Pattern Type

stix

Pattern

[domain-name:value = 'wawelexpress.com']

wakhan.org

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
True - **Spamming:** False - **Malware:** False - **Phishing:** False - **Suspicious:** True
- **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '9 months ago'

n Indicator
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'timestamp': 1684722128, 'iso": '2023-05-21T22:22:08-04:00'} - **IPQS: Domain:** wakhan.org -
**IPQS: IP Address:** 170.106.196.76

Pattern Type

stix

Pattern

[domain-name:value = 'wakhan.org']

volgogradpost.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": '2 years ago'
'timestamp': 1643453002, 'is0": '2022-01-29T05:43:22-05:00'} - **IPQS: Domain:**
volgogradpost.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'volgogradpost.com']

vtnay.org

Description

Indicator
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- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1621832578, 'iso": '2021-05-24T01:02:58-04:00'} - **IPQS: Domain:** vtnay.org -
**IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'vtnay.org']

vikingun.org

Pattern Type

stix

Pattern

[domain-name:value = 'vikingun.org']

usSa-aa.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
True - **Spamming:** False - **Malware:** False - **Phishing:** False - **Suspicious:** True
- **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '2 years ago', 'timestamp":

Indicator
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1651990553, 'is0"; '2022-05-08T02:15:53-04:00'} - **IPQS: Domain:** usa-aa.com - **|PQS: P
Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'usa-aa.com']

veneziapost.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 2
years ago', 'timestamp': 1628864331, 'iso": '2021-08-13T10:18:51-04:00'} - **IPQS: Domain:**
veneziapost.com - **IPQS: IP Address:** 43157.63.199

Pattern Type

stix

Pattern

[domain-name:value = 'veneziapost.com']

updatenews.info

Description

Indicator
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- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '5 years ago',
'timestamp': 1563283486, 'iso': '2019-07-16109:24:46-04:00'} - **IPQS: Domain:**
updatenews.info - **IPQS: IP Address:** 43163.221160

Pattern Type

stix

Pattern

[domain-name:value = 'updatenews.info']

ulstergrowth.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1621832577, 'iso": '2021-05-24701:02:57-04:00'} - **IPQS: Domain:**
ulstergrowth.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'ulstergrowth.com']

Indicator
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ulsanindustry.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp': 1599702496, 'is0': '2020-09-09T21:48:16-04:00'} - **IPQS: Domain:**
ulsanindustry.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

[domain-name:value = 'ulsanindustry.com']

tulunet.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 2
years ago', 'timestamp': 1642254651, 'iso': '2022-01-15T08:50:51-05:00'} - **IPQS: Domain:**
tulunet.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Indicator
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[domain-name:value = 'tulunet.com']

torinohuman.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 'N/
A' 'timestamp": None, 'iso: None} - **IPQS: Domain:** torinohuman.com - **|PQS: IP
Address:** 43157.63.199

Pattern Type

stix

Pattern

[domain-name:value = 'torinohuman.com']

tokyobuilder.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4
years ago' 'timestamp": 1594261700, 'is0'; '2020-07-08T22:28:20-04:00'} - **IPQS: Domain:**
tokyobuilder.com - **IPQS: IP Address:** 43163.221.160

Pattern Type
Indicator
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stix

[domain-name:value = 'tokyobuilder.com']

tokushima-ken.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp': 1602218610, 'iso": '2020-10-09T00:43:30-04:00'} - **IPQS: Domain:** tokushima-
ken.com - **IPQS: IP Address:** 43163.221.160

Pattern Type

stix

[domain-name:value = 'tokushima-ken.com']

timesnewswire.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
False - **Adult:** False - **Category:** Business - **Domain Age:** {'human': '4 years ago',

Indicator
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'timestamp': 1580097699, 'iso": '2020-01-26T23:01:39-05:00'} - **IPQS: Domain:**
timesnewswire.com - **|PQS: IP Address:** 43153.106.236

Pattern Type

stix

Pattern

[domain-name:value = 'timesnewswire.com']

teotihuacaneco.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago! 'timestamp': 1676813241, 'iso": '2023-02-19T08:27:21-05:00'} - **IPQS: Domain:**
teotihuacaneco.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'teotihuacaneco.com']

taurustimes.com

Description

Indicator
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- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '10 months ago’,
'timestamp': 1682065033, 'is0": '2023-04-21T04:17:13-04:00'} - **IPQS: Domain:**
taurustimes.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'taurustimes.com']

tarragonapost.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": "1
year ago', 'timestamp': 1670493708, 'iso": '2022-12-08T05:01:48-05:00'} - **IPQS: Domain:**
tarragonapost.com - **IPQS: IP Address:** 43.157.63199

Pattern Type

stix

Pattern

[domain-name:value = 'tarragonapost.com']

Indicator
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suomiexpress.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": "1 year ago
'timestamp'": 1670493731, 'iso": '2022-12-08T705:02:11-05:00'} - **IPQS: Domain:**
suomiexpress.com - **IPQS: IP Address:** 12814.74.124

Pattern Type

stix

Pattern

[domain-name:value = 'suomiexpress.com']

swisshubnews.com

Pattern Type

stix

Pattern

[domain-name:value = 'swisshubnews.com']

sun-sem.com

Description

Indicator




TLP:CLEAR

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': "13 years ago'
'timestamp': 1308107615, 'iso": '2011-06-14T23:13:35-04:00'} - **IPQS: Domain:** sun-sem.com
- **IPQS: IP Address:** 23.224.181.89

Pattern Type

stix

Pattern

[domain-name:value = 'sun-sem.com']

stptb.org

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '2 years ago',
'timestamp': 1642070117, 'iso": '2022-01-13T05:35:17-05:00'} - **IPQS: Domain:** stpth.org -
**IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'stptb.org']

Indicator
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splinsider.com

Pattern Type

stix

Pattern

[domain-name:value = 'splinsider.com’]

sevillatimes.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": "1
year ago', 'timestamp': 1670493723, 'iso": '2022-12-08T05:02:03-05:00'} - **IPQS: Domain:**
sevillatimes.com - **IPQS: IP Address:** 43157.63.199

Pattern Type

stix

Pattern

[domain-name:value = 'sevillatimes.com']

seoulpr.com

Description

Indicator
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- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": '3
years ago’ 'timestamp': 1599702495, 'iso": '2020-09-09T21:48:15-04:00'} - **IPQS: Domain:**
seoulpr.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'seoulpr.com’]

sendaishimbun.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4
years ago', 'timestamp": 1594261697, 'iso": '2020-07-08T22:28:17-04:00'} - **IPQS: Domain:**
sendaishimbun.com - **IPQS: IP Address:** 43163.221160

Pattern Type

stix

Pattern

[domain-name:value = 'sendaishimbun.com']

Indicator
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sanrafaelscoop.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": 10 months ago'
'timestamp": 1682065036, 'is0": '2023-04-21T04:17:16-04:00'} - **IPQS: Domain:**
sanrafaelscoop.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'sanrafaelscoop.com']

samaraindustry.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": '2 years ago
'timestamp": 1643453004, 'is0": '2022-01-29T05:43:24-05:00'} - **IPQS: Domain:**
samaraindustry.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Indicator
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[domain-name:value = 'samaraindustry.com']

rostovlife.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '2 years ago',
'timestamp': 1643453003, 'is0': '2022-01-29T05:43:23-05:00'} - **IPQS: Domain:**
rostovlife.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'rostovlife.com']

saitama-ken.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": '3
years ago', 'timestamp': 1602218606, 'iso": '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:**
saitama-ken.com - **IPQS: IP Address:** 43163.221.160

Pattern Type
Indicator
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stix

Pattern

[domain-name:value = 'saitama-ken.com']

romajournal.org

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 2
years ago', 'timestamp': 1628864333, 'iso": '2021-08-13T10:18:53-04:00'} - **IPQS: Domain:**
romajournal.org - **IPQS: IP Address:** 43157.63199

Pattern Type

stix

Pattern

[domain-name:value = 'romajournal.org']

rmtcityfr.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3

Indicator




TLP:CLEAR

years ago', 'timestamp': 1612518803, 'iso": '2021-02-05T04:53:23-05:00'} - **IPQS: Domain:**
rmtcityfrcom - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'rmtcityfr.com’]

rogazette.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": "1 year ago'
'timestamp': 1674017107, 'is0": '2023-01-17T23:45:07-05:00'} - **IPQS: Domain:** rogazette.com
- **IPQS: IP Address:** 128.14.74.124

Pattern Type

stix

Pattern

[domain-name:value = 'rogazette.com']

rioninepage.com

Description

Indicator
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- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago! 'timestamp': 1676813242, 'iso": '2023-02-19T08:27:22-05:00'} - **IPQS: Domain:**
rioninepage.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'rioninepage.com']

ptnavigat.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '1 year ago',
'timestamp': 1674017112, 'is0": '2023-01-17T23:45:12-05:00'} - **IPQS: Domain:** ptnavigat.com
- **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'ptnavigat.com']

Indicator
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pernambucostar.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago! 'timestamp': 1676813242, 'iso": '2023-02-19T08:27:22-05:00'} - **IPQS: Domain:**
pernambucostar.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

[domain-name:value = 'pernambucostar.com']

provencedaily.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp": 1612518805, 'is0': '2021-02-05T04:53:25-05:00'} - **IPQS: Domain:**
provencedaily.com - **IPQS: IP Address:** 43.157.58.203

Pattern Type

stix

Indicator
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[domain-name:value = 'provencedaily.com']

pauloexpressar.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago! 'timestamp': 1676813241, 'iso": '2023-02-19T08:27:21-05:00'} - **IPQS: Domain:**
pauloexpressar.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'pauloexpressar.com']

nlpress.org

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '1 year ago',
'timestamp': 1670493678, 'iso": '2022-12-08T05:01:18-05:00'} - **IPQS: Domain:** nlpress.org -
**IPQS: IP Address:** 12814.74124

Pattern Type
Indicator
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stix

Pattern

[domain-name:value = 'nlpress.org']

olmecpress.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago!, 'timestamp': 1676813241, 'iso": '2023-02-19T08:27:21-05:00'} - **IPQS: Domain:**
olmecpress.com - **IPQS: IP Address:** 43153.75.48

Pattern Type

stix

Pattern

[domain-name:value = 'olmecpress.com']

nikkonews.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": '4 years ago

Indicator




TLP:CLEAR

'timestamp': 1594261700, 'iso": '2020-07-08T22:28:20-04:00'} - **IPQS: Domain:**
nikkonews.com - **IPQS: IP Address:** 43163.221160

Pattern Type

stix

Pattern

[domain-name:value = 'nikkonews.com']

meiji-mura.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4
years ago', 'timestamp': 1594261697, 'iso": '2020-07-08T22:28:17-04:00'} - **IPQS: Domain:**
meiji-mura.com - **|PQS: IP Address:** 43163.221.160

Pattern Type

stix

Pattern

[domain-name:value = 'meiji-mura.com']

munichnp.com

Description

Indicator




TLP:CLEAR

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12 months ago'
'timestamp': 1676813239, 'is0": '2023-02-19T08:27:19-05:00'} - **IPQS: Domain:**
munichnp.com - **IPQS: IP Address:** 128.14.74124

Pattern Type

stix

Pattern

[domain-name:value = 'munichnp.com’]

nihondaily.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4 years ago',
'timestamp': 1594261700, 'is0': '2020-07-08722:28:20-04:00'} - **IPQS: Domain:**
nihondaily.com - **IPQS: IP Address:** 43163.221.160

Pattern Type

stix

Pattern

[domain-name:value = 'nihondaily.com']

Indicator



TLP:CLEAR

napolimoney.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": '2 years ago
'timestamp': 1628864331, 'iso": '2021-08-13T10:18:51-04:00'} - **IPQS: Domain:**
napolimoney.com - **IPQS: IP Address:** 43.157.63.199

Pattern Type

stix

[domain-name:value = 'napolimoney.com']

milanomodaweekly.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 2
years ago' 'timestamp': 1628864332, 'iso": '2021-08-13T10:18:52-04:00'} - **IPQS: Domain:**
milanomodaweekly.com - **IPQS: IP Address:** 4315763199

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'milanomodaweekly.com']

martapost.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 10 months ago’,
'timestamp': 1682065042, 'is0": '2023-04-21T04:17:22-04:00'} - **IPQS: Domain:**
martapost.com - **IPQS: IP Address:** 128.14.74124

Pattern Type

stix

Pattern

[domain-name:value = 'martapost.com’]

lujanexpresar.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '10 months ago’,
'timestamp': 1682065040, 'is0": '2023-04-21T04:17:20-04:00'} - **IPQS: Domain:**
lujanexpresar.com - **IPQS: IP Address:** 12814.74124

Pattern Type
Indicator




TLP:CLEAR

stix

[domain-name:value = 'lujanexpresar.com']

luddpress.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": "1 year ago'
'timestamp': 1674017108, 'iso": '2023-01-17T23:45:08-05:00'} - **IPQS: Domain:**
luddpress.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

[domain-name:value = 'luddpress.com']

lguazu.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": 10 months ago'

Indicator




TLP:CLEAR

'timestamp': 1682065039, 'is0": '2023-04-21T04:17:19-04:00'} - **IPQS: Domain:** lguazu.com -
**IPQS: IP Address:** 12814.74.124

Pattern Type

stix

Pattern

[domain-name:value = 'lguazu.com']

louispress.org

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human’: '3 years ago'
'timestamp': 1612518807, 'iso": '2021-02-05T04:53:27-05:00'} - **IPQS: Domain:** louispress.org
- **IPQS: IP Address:** 43.157.58.203

Pattern Type

stix

Pattern

[domain-name:value = 'louispress.org']

londonclup.com

Description

Indicator




TLP:CLEAR

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1621832577, 'iso": '2021-05-24701:02:57-04:00'} - **IPQS: Domain:**
londonclup.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'londonclup.com']

laplatapost.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '10 months ago’,
'timestamp': 1682065039, 'is0": '2023-04-21T04:17:19-04:00'} - **IPQS: Domain:**
laplatapost.com - **IPQS: IP Address:** 128.14.74124

Pattern Type

stix

Pattern

[domain-name:value = 'laplatapost.com']

Indicator



TLP:CLEAR

krectimes.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3
years ago', 'timestamp': 1599702496, 'iso': '2020-09-09T21:48:16-04:00'} - **IPQS: Domain:**
krectimes.com - **IPQS: IP Address:** 43.155.173.104

Pattern Type

stix

[domain-name:value = 'krectimes.com']

kopetbiz.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '9
months ago!, 'timestamp': 1684722123, 'iso": '2023-05-21T22:22:03-04:00'} - **IPQS: Domain:**
kopetbiz.com - **IPQS: IP Address:** 170.106.196.76

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'kopetbiz.com']

kazanculture.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '2 years ago',
'timestamp': 1643453006, 'iso": '2022-01-29T05:43:26-05:00'} - **IPQS: Domain:**
kazanculture.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'kazanculture.com']

kanagawa-ken.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": '3
years ago', 'timestamp': 1602218609, 'iso': '2020-10-09T00:43:29-04:00'} - **IPQS: Domain:**
kanagawa-ken.com - **IPQS: IP Address:** 43.163.221.160

Pattern Type
Indicator




TLP:CLEAR

stix

Pattern

[domain-name:value = 'kanagawa-ken.com']

jeontoday.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3
years ago', 'timestamp': 1602218606, 'iso": '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:**
jeontoday.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'jeontoday.com']

jejutr.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago

Indicator




TLP:CLEAR

'timestamp": 1602218606, 'is0"; '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:** jejutr.com -
**IPQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'jejutr.com’]

italiafinanziarie.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 2
years ago', 'timestamp': 1628864332, 'iso": '2021-08-13T10:18:52-04:00'} - **IPQS: Domain:**
italiafinanziarie.com - **IPQS: IP Address:** 43157.63.199

Pattern Type

stix

Pattern

[domain-name:value = 'italiafinanziarie.com']

ismoili.com

Description

Indicator




TLP:CLEAR

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '9
months ago! 'timestamp': 1684722128, 'is0': '2023-05-21722:22:08-04:00'} - **IPQS: Domain:**
ismoili.com - **IPQS: IP Address:** 170106.196.76

Pattern Type

stix

Pattern

[domain-name:value = 'ismoili.com']

incheonfocus.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1599702489, 'iso': '2020-09-09721:48:09-04:00'} - **IPQS: Domain:**
incheonfocus.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'incheonfocus.com']

Indicator



TLP:CLEAR

hmedium.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '6 years ago',
'timestamp'": 1521093615, 'iso': '2018-03-15T02:00:15-04:00'} - **IPQS: Domain:** hmedium.com
- **IPQS: IP Address:** 120.24.178.118

Pattern Type

stix

[domain-name:value = '"hmedium.com']

hokkaidotr.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3
years ago', 'timestamp': 1602218608, 'is0': '2020-10-09T00:43:28-04:00'} - **IPQS: Domain:**
hokkaidotr.com - **IPQS: IP Address:** 43.163.221.160

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'hokkaidotr.com']

gyeongpe.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1602218606, 'iso": '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:**
gyeongpe.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

[domain-name:value = 'gyeongpe.com']

gyeonggidaily.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**

False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**

True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',

'timestamp': 1602218606, 'iso": '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:**
gyeonggidaily.com - **IPQS: IP Address:** 43155173104

Pattern Type
Indicator




TLP:CLEAR

stix

[domain-name:value = 'gyeonggidaily.com']

gwangjuedu.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp': 1599702489, 'iso": '2020-09-09T21:48:09-04:00'} - **IPQS: Domain:**
gwangjuedu.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

[domain-name:value = 'gwangjuedu.com']

guellherald.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": "1

Indicator




TLP:CLEAR

year ago', 'timestamp': 1670493722, 'iso": '2022-12-08T05:02:02-05:00'} - **IPQS: Domain:**
guellherald.com - **IPQS: IP Address:** 43.157.63.199

Pattern Type

stix

Pattern

[domain-name:value = 'guellherald.com']

goiasmine.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago! 'timestamp': 1676813244, 'is0': '2023-02-19T08:27:24-05:00'} - **IPQS: Domain:**
goiasmine.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'goiasmine.com’]

gorodbusiness.com

Description

Indicator




TLP:CLEAR

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'; 2
years ago’, 'timestamp': 1643453002, 'is0": '2022-01-29T05:43:22-05:00'} - **IPQS: Domain:**
gorodbusiness.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'gorodbusiness.com']

greaterdutch.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '1 year ago',
'timestamp': 1670493723, 'iso": '2022-12-08T05:02:03-05:00'} - **IPQS: Domain:**
greaterdutch.com - **IPQS: IP Address:** 12814.74.124

Pattern Type

stix

Pattern

[domain-name:value = 'greaterdutch.com’]

Indicator



TLP:CLEAR

glasgowtr.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3
years ago', 'timestamp': 1621832578, 'iso": '2021-05-24T01:02:58-04:00'} - **IPQS: Domain:**
glasgowtr.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

[domain-name:value = 'glasgowtr.com']

ginzadaily.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4
years ago', 'timestamp": 1594261699, 'iso': '2020-07-08722:28:19-04:00'} - **|PQS: Domain:**
ginzadaily.com - **IPQS: IP Address:** 43.163.221.160

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'ginzadaily.com']

gauljournal.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '1 year ago',
'timestamp': 1674017111, 'is0': '2023-01-17T23:45:11-05:00'} - **|PQS: Domain:**
gauljournal.com - **IPQS: IP Address:** 128.14.74124

Pattern Type

stix

Pattern

[domain-name:value = 'gauljournal.com']

garagumsowda.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '9
months ago!, 'timestamp': 1684722123, 'iso": '2023-05-21T22:22:03-04:00'} - **IPQS: Domain:**
garagumsowda.com - **IPQS: IP Address:** 170.106.196.76

Pattern Type
Indicator




TLP:CLEAR

stix

[domain-name:value = 'garagumsowda.com']

gangwonculture.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp': 1602218606, 'is0': '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:**
gangwonculture.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

[domain-name:value = 'gangwonculture.com']

fukuoka-ken.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3

Indicator




TLP:CLEAR

years ago', 'timestamp': 1602218605, 'iso": '2020-10-09T00:43:25-04:00'} - **IPQS: Domain:**
fukuoka-ken.com - **IPQS: IP Address:** 43163.221160

Pattern Type

stix

Pattern

[domain-name:value = 'fukuoka-ken.com']

fukuitoday.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3
years ago', 'timestamp': 1602218606, 'iso": '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:**
fukuitoday.com - **IPQS: IP Address:** 43.163.221160

Pattern Type

stix

Pattern

[domain-name:value = 'fukuitoday.com']

fujiyamatimes.com

Description

Indicator




TLP:CLEAR

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4
years ago’ 'timestamp': 1594261700, 'is0'; '2020-07-08T22:28:20-04:00'} - **IPQS: Domain:**
fujiyamatimes.com - **IPQS: IP Address:** 43163.221.160

Pattern Type

stix

Pattern

[domain-name:value = 'fujiyamatimes.com']

froneplus.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1612518800, 'iso": '2021-02-05T04:53:20-05:00'} - **IPQS: Domain:**
froneplus.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'froneplus.com']

Indicator



TLP:CLEAR

frnewsfeed.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp': 1612518804, 'iso": '2021-02-05T04:53:24-05:00'} - **IPQS: Domain:**
frnewsfeed.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'frnewsfeed.com']

friendlyparis.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp": 1612518804, 'iso": '2021-02-05T04:53:24-05:00'} - **IPQS: Domain:**
friendlyparis.com - **IPQS: IP Address:** 43.157.58.203

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'friendlyparis.com']

frankfurtsta.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12 months ago'
'timestamp': 1676813239, 'is0": '2023-02-19T08:27:19-05:00'} - **IPQS: Domain:**
frankfurtsta.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'frankfurtsta.com']

findmoscow.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'; 2
years ago', 'timestamp': 1643453006, 'is0": '2022-01-29T05:43:26-05:00'} - **IPQS: Domain:**
findmoscow.com - **IPQS: IP Address:** 12814.74124

Pattern Type
Indicator




TLP:CLEAR

stix

Pattern

[domain-name:value = 'findmoscow.com']

financeiropost.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago!, 'timestamp': 1676813238, 'iso": '2023-02-19T08:27:18-05:00'} - **IPQS: Domain:**
financeiropost.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'financeiropost.com']

fftribune.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3

Indicator




TLP:CLEAR

years ago', 'timestamp': 1612518800, 'iso": '2021-02-05T04:53:20-05:00'} - **IPQS: Domain:**
fftribune.com - **IPQS: IP Address:** 43.157.58.203

Pattern Type

stix

Pattern

[domain-name:value = 'fitribune.com']

euleader.org

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** Business - **Domain Age:** {'human":
'3 years ago', 'timestamp': 1612518807, 'is0': '2021-02-05T04:53:27-05:00'} - **IPQS: Domain:**
euleader.org - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'euleader.org']

ekaterintech.com

Description

Indicator




TLP:CLEAR

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '2 years ago',
'timestamp': 1643453003, 'is0': '2022-01-29T05:43:23-05:00'} - **IPQS: Domain:**
ekaterintech.com - **IPQS: IP Address:** 128.14.74124

Pattern Type

stix

Pattern

[domain-name:value = 'ekaterintech.com']

eiffelpost.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1612518803, 'is0": '2021-02-05T04:53:23-05:00'} - **IPQS: Domain:**
eiffelpost.com - **IPQS: IP Address:** 43157.58.203

Pattern Type

stix

Pattern

[domain-name:value = 'eiffelpost.com']

Indicator



TLP:CLEAR

dy-press.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": '4 years ago
'timestamp': 1594261700, 'iso": '2020-07-08T22:28:20-04:00'} - **IPQS: Domain:** dy-press.com
- **IPQS: IP Address:** 43163.221.160

Pattern Type

stix

[domain-name:value = 'dy-press.com']

economyfr.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3
years ago', 'timestamp': 1612518803, 'iso": '2021-02-05T04:53:23-05:00'} - **IPQS: Domain:**
economyfr.com - **IPQS: IP Address:** 43157.58.203

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'economyfr.com']

doloreshoy.co

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago! 'timestamp': 1676813241, 'iso": '2023-02-19T08:27:21-05:00'} - **IPQS: Domain:**
doloreshoy.co - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'doloreshoy.co']

doyletimes.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1621832577, 'iso": '2021-05-24701:02:57-04:00'} - **IPQS: Domain:**
doyletimes.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type
Indicator




TLP:CLEAR

stix

Pattern

[domain-name:value = 'doyletimes.com']

dkindustry.co

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": "1 year ago'
'timestamp": 1674017113, 'iso": '2023-01-17T23:45:13-05:00'} - **IPQS: Domain:** dkindustry.co -
**IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'dkindustry.co']

deiniolnews.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago

Indicator




TLP:CLEAR

'timestamp": 1621832578, 'iso": '2021-05-24T01:02:58-04:00'} - **IPQS: Domain:**
deiniolnews.com - **|PQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'deiniolnews.com']

daejeontraffic.com

Description

- **Unsafe:** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3
years ago', 'timestamp': 1599702489, 'iso": '2020-09-09T21:48:09-04:00'} - **IPQS: Domain:**
daejeontraffic.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'daejeontraffic.com']

daegujournal.com

Description

Indicator




TLP:CLEAR

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": '3
years ago’ 'timestamp': 1599702495, 'iso": '2020-09-09T21:48:15-04:00'} - **IPQS: Domain:**
daegujournal.com - **IPQS: IP Address:** 43155.173.104

Pattern Type

stix

Pattern

[domain-name:value = 'daegujournal.com']

chungnamonline.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1602218606, 'iso": '2020-10-09T00:43:26-04:00'} - **IPQS: Domain:**
chungnamonline.com - **|PQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'chungnamonline.com']

Indicator



TLP:CLEAR

conanfinance.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp": 1621832576, 'is0": '2021-05-24T01:02:56-04:00'} - **IPQS: Domain:**
conanfinance.com - **|PQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'conanfinance.com']

cordovapress.org

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': "1
year ago!, 'timestamp': 1670493681, 'iso': '2022-12-08T05:01:21-05:00'} - **IPQS: Domain:**
cordovapress.org - **IPQS: IP Address:** 43.157.63199

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'cordovapress.org']

chungjutravel.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1599702492, 'is0': '2020-09-09721:48:12-04:00'} - **IPQS: Domain:**
chungjutravel.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'chungjutravel.com']

cctimes.org

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1599702491, 'iso": '2020-09-09T21:48:11-04:00'} - **IPQS: Domain:** cctimes.org -
**IPQS: IP Address:** 43155173104

Pattern Type
Indicator




TLP:CLEAR

stix

Pattern

[domain-name:value = 'cctimes.org']

cappadociapost.org

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': 10
months ago! 'timestamp': 1682065037, 'iso": '2023-04-21T04:17:17-04:00'} - **IPQS: Domain:**
cappadociapost.org - **IPQS: IP Address:** 12814.74.124

Pattern Type

stix

[domain-name:value = 'cappadociapost.org']

bydgoszczdaily.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": "1 year ago!

Indicator




TLP:CLEAR

'timestamp': 1670493731, 'iso": '2022-12-08T05:02:11-05:00'} - **IPQS: Domain:**
bydgoszczdaily.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'bydgoszczdaily.com']

busanonline.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human’: '3 years ago'
'timestamp'": 1599702493, 'iso": '2020-09-09T21:48:13-04:00'} - **IPQS: Domain:**
busanonline.com - **IPQS: IP Address:** 43155173104

Pattern Type

stix

Pattern

[domain-name:value = 'busanonline.com']

buranadaily.com

Description

Indicator




TLP:CLEAR

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4 months ago'
'timestamp': 1698122215, 'is0": '2023-10-24T00:36:55-04:00'} - **IPQS: Domain:**
buranadaily.com - **IPQS: IP Address:** 170.106.196.76

Pattern Type

stix

Pattern

[domain-name:value = 'buranadaily.com']

bucheontech.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1599702498, 'iso": '2020-09-09T21:48:18-04:00'} - **IPQS: Domain:**
bucheontech.com - **IPQS: IP Address:** 43.155.173.104

Pattern Type

stix

Pattern

[domain-name:value = 'bucheontech.com']

ﬂ Indicator



TLP:CLEAR

britishft.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago
'timestamp': 1621832576, 'iso": '2021-05-24T01:02:56-04:00'} - **IPQS: Domain:** britishft.com -
**IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'britishft.com']

brmingpao.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago!, 'timestamp': 1676813239, 'iso": '2023-02-19T08:27:19-05:00'} - **IPQS: Domain:**
brmingpao.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'brmingpao.com']

brasilindustry.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '12
months ago! 'timestamp': 1676813242, 'iso": '2023-02-19T08:27:22-05:00'} - **IPQS: Domain:**
brasilindustry.com - **IPQS: IP Address:** 49.51.49.54

Pattern Type

stix

Pattern

[domain-name:value = 'brasilindustry.com’]

bmhtoday.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',
'timestamp': 1621832576, 'iso': '2021-05-24T01:02:56-04:00'} - **IPQS: Domain:**
bmhtoday.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type
E Indicator




TLP:CLEAR

stix

[domain-name:value = 'bmhtoday.com']

bohemiadaily.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human'": "1 year ago'
'timestamp': 1674017111, 'iso": '2023-01-17T23:45:11-05:00'} - **IPQS: Domain:**
bohemiadaily.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

[domain-name:value = 'bohemiadaily.com']

boicpost.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": "1

ﬂ Indicator




TLP:CLEAR

year ago', 'timestamp': 1674017111, 'iso": '2023-01-17T23:45:11-05:00'} - **IPQS: Domain:**
boicpost.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'boicpost.com']

benmorning.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human’: '3 years ago'
'timestamp': 1621832577, 'iso": '2021-05-24T01:02:57-04:00'} - **IPQS: Domain:**
benmorning.com - **IPQS: IP Address:** 162.62.225.65

Pattern Type

stix

Pattern

[domain-name:value = 'benmorning.com']

baleadimineata.com

Description

Indicator




TLP:CLEAR

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '1 year ago',
'timestamp': 1674017110, 'iso": '2023-01-17T23:45:10-05:00'} - **IPQS: Domain:**
baleadimineata.com - **IPQS: IP Address:** 128.14.74124

Pattern Type

stix

Pattern

[domain-name:value = 'baleadimineata.com']

balasaguntimes.com

Description

- **Unsafe** False - **Server:** N/A - **Domain Rank:** 0 - **DNS Valid:** True -
**Parking:** False - **Spamming:** False - **Malware:** False - **Phishing:** False -
**Suspicious:** True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '4
months ago! 'timestamp': 1698072285, 'is0": '2023-10-23T10:44:45-04:00'} - **IPQS: Domain:**
balasaguntimes.com - **IPQS: IP Address:** 170.106.196.76

Pattern Type

stix

Pattern

[domain-name:value = 'balasaguntimes.com']

Indicator



TLP:CLEAR

balasagunherald.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'"human': '4 months ago',
'timestamp': 1698072287, 'is0': '2023-10-23T10:44:47-04:00'} - **IPQS: Domain:**
balasagunherald.com - **IPQS: IP Address:** 170.106.196.76

Pattern Type

stix

[domain-name:value = 'balasagunherald.com']

araratdaily.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": 10 months ago'
'timestamp': 1682065038, 'is0": '2023-04-21T04:17:18-04:00'} - **IPQS: Domain:**
araratdaily.com - **IPQS: IP Address:** 128.14.74124

Pattern Type

stix

Indicator




TLP:CLEAR

[domain-name:value = 'araratdaily.com']

anadoluha.com

Pattern Type

stix

Pattern

[domain-name:value = 'anadoluha.com']

andregaceta.com

Pattern Type

stix

Pattern

[domain-name:value = 'andregaceta.com']

alpsbiz.com

Description

- **Unsafe:** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human': '3 years ago',

Indicator




TLP:CLEAR

'timestamp": 1612518804, 'is0": '2021-02-05T04:53:24-05:00'} - **IPQS: Domain:** alpsbiz.com -
**|PQS: IP Address:** 43157.58.203

Pattern Type

stix

Pattern

[domain-name:value = 'alpsbiz.com']

aksaydaily.com

Description

- **Unsafe** False - **Server:** - **Domain Rank:** 0 - **DNS Valid:** True - **Parking:**
False - **Spamming** False - **Malware:** False - **Phishing:** False - **Suspicious:**
True - **Adult:** False - **Category:** N/A - **Domain Age:** {'human": '2 years ago'
'timestamp': 1643453005, 'is0': '2022-01-29T05:43:25-05:00'} - **IPQS: Domain:**
aksaydaily.com - **IPQS: IP Address:** 12814.74124

Pattern Type

stix

Pattern

[domain-name:value = 'aksaydaily.com']

49.51.49.54

Description

Indicator




TLP:CLEAR

- **Zip Code** N/A - **|SP** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** America/
Los_Angeles - **Mobile:** False - **Host:** 49.51.49.54 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** US - **Region:** California - **City:** Los Angeles -
**Latitude:*™* 34.05257034 - **Longitude:** -118.24390411

Pattern Type

stix

[ipv4-addrvalue = '49.51.49.54']

43163.221160

Description

- **7ip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** Asia/
Tokyo - **Mobile** False - **Host:** 43163.221160 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** JP - **Region:** Tokyo - **City:** Tokyo -
**Latitude:*™* 35.68930054 - **Longitude:** 139.68989563

Pattern Type

stix

Pattern

[ipv4-addr:value = '43163.221160']

Indicator




43157.63199

Description

- **7ip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** Europe/
Berlin - **Mobile:** False - **Host:** 43.157.63199 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** DE - **Region:** Hesse - **City:** Frankfurt am Main
- **Latitude:** 5011880112 - **Longitude:** 8.68430042

Pattern Type

stix

Pattern

lipv4-addr:value = '43.157.63.199']

43157.58.203

Description

- **Zip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** Europe/
Berlin - **Mobile:** False - **Host:** 43157.58.203 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** DE - **Region:** Hesse - **City:** Frankfurt am Main
- **Latitude:** 5011880112 - **Longitude:** 8.68430042

Pattern Type
Indicator
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stix

[ipv4-addr:value = '43157.58.203']

43155173104

Description

- **7ip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** Asia/
Seoul - **Mobile:** False - **Host:** 43155173104 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** KR - **Region:** Seoul - **City:** Seoul -
**Latitude:*™* 37.57939911 - **Longitude:** 126.97540283

Pattern Type

stix

Pattern

[ipv4-addr.value = '43155.173104']

162.62.225.65

Description

- **Zip Code** N/A - **|SP** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** Europe/
Berlin - **Mobile:** False - **Host:** 162.62.225.65 - **Proxy:** True - **VPN:** True -

Indicator
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**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** DE - **Region:** Hesse - **City:** Frankfurt am Main
- **Latitude:** 5011880112 - **Longitude:** 8.68430042

Pattern Type

stix

Pattern

[ipv4-addr.value = '162.62.225.65']

170.106.196.76

Description

- **7ip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** America/
Los_Angeles - **Mobile:** False - **Host:** 170106.196.76 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** US - **Region:** California - **City:** Santa Clara -
**Latitude:** 37.35300064 - **Longitude:** -121.95429993

Pattern Type

stix

Pattern

[ipv4-addr:value = '170106196.76']

Indicator



TLP:CLEAR

43153.75.48

Description

- **7ip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** America/
Los_Angeles - **Mobile:** False - **Host:** 43153.75.48 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**

Premium required. - **Country Code:** US - **Region:** California - **City:** Santa Clara -
**Latitude:*™* 3735411072 - **Longitude:** -121.95549011

Pattern Type

stix

Pattern

[ipv4-addr:value = '43153.75.48']

43153106.236

Description

- **Zip Code** N/A - **|SP** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** America/
Los_Angeles - **Mobile:** False - **Host:** 43153106.236 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** US - **Region:** California - **City:** Santa Clara -
**Latitude:** 37.35411072 - **Longitude:** -121.95549011

Pattern Type

stix

Indicator
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Pattern

[ipv4-addr:value = '43.153106.236']

43153.75.48

Description

- **Zip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** America/
Los_Angeles - **Mobile:** False - **Host:** 43153.75.48 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**
Premium required. - **Country Code:** US - **Region:** California - **City:** Santa Clara -
**Latitude:** 37.35411072 - **Longitude:** -121.95549011

Pattern Type

stix

Pattern

[ipv4-addr:value = '43153.75.48']

43153.106.236

Description

- **7ip Code** N/A - **ISP:** Tencent cloud computing - **ASN:** 132203 -
**Qrganization:** Tencent cloud computing - **Is Crawler:** False - **Timezone:** America/
Los_Angeles - **Mobile:** False - **Host:** 43153106.236 - **Proxy:** True - **VPN:** True -
**TOR:** False - **Active VPN:** False - **Active TOR:** False - **Recent Abuse:** False -
**Bot Status:** False - **Connection Type:** Premium required. - **Abuse Velocity:**

m Indicator
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Premium required. - **Country Code:** US - **Region:** California - **City:** Santa Clara -
**Latitude:** 37.35411072 - **Longitude:** -121.95549011

Pattern Type

stix

Pattern

lipv4-addr:value = '43.153106.236']

Indicator
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Intrusion-Set

Shenzhen Haimaiyunxiang Media Co., Ltd.

Shenzhen Haimaiyunxiang Media Co., Ltd.

Intrusion-Set
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Attack-Pattern

TA0042

TA0042

TAO043

TAO043

TA0042

TA0042

TAO043

Attack-Pattern
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TAOO43

Attack-Pattern
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Medias and audiovisual

Description

Communication outlets used to deliver information by print, broadcast or Internet and
people working in these outlets.

Medias and audiovisual

Description

Communication outlets used to deliver information by print, broadcast or Internet and
people working in these outlets.

Sector
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Domain-Name

yamatocore.com

xochimilcolife.com
wienbuzz.com
wdpp.org
wawelexpress.com
wakhan.org
vtnay.org
volgogradpost.com
vikingun.org
veneziapost.com
usa-aa.com
ulstergrowth.com

updatenews.info

Domain-Name
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ulsanindustry.com
tulunet.com
torinohuman.com
tokyobuilder.com
tokushima-ken.com
teotihuacaneco.com
taurustimes.com
swisshubnews.com
tarragonapost.com
suomiexpress.com
sun-sem.com
stptb.org
splinsider.com
seoulpr.com
sevillatimes.com
sendaishimbun.com
samaraindustry.com

sanrafaelscoop.com

Domain-Name
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saitama-ken.com
rostovlife.com
romajournal.org
rogazette.com
ptnavigat.com
rioninepage.com
rmtcityfr.com
provencedaily.com
pernambucostar.com
pauloexpressar.com
olmecpress.com
nlpress.org
nikkonews.com
napolimoney.com
munichnp.com
milanomodaweekly.com
nihondaily.com

meiji-mura.com

Domain-Name
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martapost.com
lujanexpresar.com
luddpress.com
louispress.org
londonclup.com
lguazu.com
laplatapost.com
krectimes.com
kopetbiz.com
kazanculture.com
kanagawa-ken.com
jeontoday.com
jejutr.com
italiafinanziarie.com
ismoili.com
incheonfocus.com
hokkaidotr.com

hmedium.com

Domain-Name
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gyeongpe.com
gyeonggidaily.com
gwangjuedu.com
guellherald.com
greaterdutch.com
gorodbusiness.com
goiasmine.com
glasgowtr.com
ginzadaily.com
gauljournal.com
garagumsowda.com
gangwonculture.com
fukuoka-ken.com
fukuitoday.com
fujiyamatimes.com
froneplus.com
frnewsfeed.com

friendlyparis.com

E Domain-Name
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frankfurtsta.com
findmoscow.com
financeiropost.com
fftribune.com
euleader.org
ekaterintech.com
eiffelpost.com
economyfr.com
dy-press.com
doyletimes.com
doloreshoy.co
dkindustry.co
deiniolnews.com
daejeontraffic.com
daegujournal.com
cordovapress.org
conanfinance.com

chungnamonline.com

Domain-Name
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chungjutravel.com
cctimes.org
bydgoszczdaily.com
busanonline.com
cappadociapost.org
buranadaily.com
bucheontech.com
brmingpao.com
britishft.com
brasilindustry.com
boicpost.com
bohemiadaily.com
bmhtoday.com
benmorning.com
timesnewswire.com
baleadimineata.com
balasaguntimes.com

araratdaily.com

ﬂ Domain-Name
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balasagunherald.com
andregaceta.com
anadoluha.com
alpsbiz.com
aksaydaily.com
guellherald.com
greaterdutch.com
gorodbusiness.com
goiasmine.com
glasgowtr.com
ginzadaily.com
gauljournal.com
garagumsowda.com
gangwonculture.com
fukuoka-ken.com
fukuitoday.com
fujiyamatimes.com

froneplus.com

ﬂ Domain-Name
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frnewsfeed.com

friendlyparis.com

frankfurtsta.com

findmoscow.com

financeiropost.com

fftribune.com

euleader.org

ekaterintech.com

eiffelpost.com

economyfr.com

dy-press.com

doyletimes.com

doloreshoy.co

dkindustry.co

deiniolnews.com

daejeontraffic.com

daegujournal.com

cordovapress.org

100 Domain-Name
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conanfinance.com

chungnamonline.com

chungjutravel.com

cctimes.org

bydgoszczdaily.com

busanonline.com

cappadociapost.org

buranadaily.com

bucheontech.com

brmingpao.com

britishft.com

brasilindustry.com

boicpost.com

bohemiadaily.com

bmhtoday.com

benmorning.com

timesnewswire.com

baleadimineata.com

101 Domain-Name



balasaguntimes.com

araratdaily.com

balasagunherald.com

andregaceta.com

anadoluha.com

alpsbiz.com

aksaydaily.com

TLP:CLEAR
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IPv4-Addr

Value

49.51.49.54

162.62.225.65

43163.221160

43157.63199

43157.58.203

43155173104

43153.106.236

43153.75.48

170.106.196.76

49.51.49.54

162.62.225.65

43163.221160

43157.63199

103 IPv4-Addr
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43157.58.203

43155173104

43153106.236

43153.75.48

170.106.196.76

104 IPv4-Addr
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External References

https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-local-news-outlets-
with-pro-beijing-content/

https://otx.alienvault.com/pulse/65c39905a5171292b0327e3a

105 External References


https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-local-news-outlets-with-pro-beijing-content/
https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-local-news-outlets-with-pro-beijing-content/
https://otx.alienvault.com/pulse/65c39905a5171292b0327e3a
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