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Overview

Description 

Since September 2023, Cisco Talo has observed a significant increase in the volume of malicious

emails leveraging the Google Cloud Run service to infect potential victims with banking trojans.

The infection chains associated with these malware families feature the use of malicious

Microsoft Installers that function as droppers or downloaders for the final malware payload. We

have observed evidence that the distribution campaigns for these malware families are related,

with Astaroth and Mekotio being distributed under the same Google Cloud Project. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Content 

N/A 
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Malware

Name

Ousaban 

Name

Astaroth - S0373 

Name

Mekotio 

Name

Astaroth 

Description

[Astaroth](https://attack.mitre.org/software/S0373) is a Trojan and information stealer

known to affect companies in Europe, Brazil, and throughout Latin America. It has been

known publicly since at least late 2017. (Citation: Cybereason Astaroth Feb 2019)(Citation:

Cofense Astaroth Sept 2018)(Citation: Securelist Brazilian Banking Malware July 2020) 
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Intrusion-Set

Name

Astaroth 
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Attack-Pattern

Name

Web Protocols 

ID

T1071.001 

Description

Adversaries may communicate using application layer protocols associated with web traffic

to avoid detection/network filtering by blending in with existing traffic. Commands to the

remote system, and often the results of those commands, will be embedded within the

protocol traffic between the client and server. Protocols such as HTTP/S(Citation:

CrowdStrike Putter Panda) and WebSocket(Citation: Brazking-Websockets) that carry web

traffic may be very common in environments. HTTP/S packets have many fields and

headers in which data can be concealed. An adversary may abuse these protocols to

communicate with systems under their control within a victim network while also

mimicking normal, expected traffic. 

Name

Software Packing 

ID

T1027.002 
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Description

Adversaries may perform software packing or virtual machine software protection to

conceal their code. Software packing is a method of compressing or encrypting an

executable. Packing an executable changes the file signature in an attempt to avoid

signature-based detection. Most decompression techniques decompress the executable

code in memory. Virtual machine software protection translates an executable's original

code into a special format that only a special virtual machine can run. A virtual machine is

then called to run this code.(Citation: ESET FinFisher Jan 2018) Utilities used to perform

software packing are called packers. Example packers are MPRESS and UPX. A more

comprehensive list of known packers is available, but adversaries may create their own

packing techniques that do not leave the same artifacts as well-known packers to evade

defenses.(Citation: Awesome Executable Packing) 

Name

Rename System Utilities 

ID

T1036.003 

Description

Adversaries may rename legitimate system utilities to try to evade security mechanisms

concerning the usage of those utilities. Security monitoring and control mechanisms may

be in place for system utilities adversaries are capable of abusing. (Citation: LOLBAS Main

Site) It may be possible to bypass those security mechanisms by renaming the utility prior

to utilization (ex: rename `rundll32.exe`). (Citation: Elastic Masquerade Ball) An alternative

case occurs when a legitimate utility is copied or moved to a different directory and

renamed to avoid detections based on system utilities executing from non-standard paths.

(Citation: F-Secure CozyDuke) 

Name

Encrypted Channel 

ID
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T1573 

Description

Adversaries may employ a known encryption algorithm to conceal command and control

traffic rather than relying on any inherent protections provided by a communication

protocol. Despite the use of a secure algorithm, these implementations may be vulnerable

to reverse engineering if secret keys are encoded and/or generated within malware

samples/configuration files. 

Name

PowerShell 

ID

T1059.001 

Description

Adversaries may abuse PowerShell commands and scripts for execution. PowerShell is a

powerful interactive command-line interface and scripting environment included in the

Windows operating system.(Citation: TechNet PowerShell) Adversaries can use PowerShell

to perform a number of actions, including discovery of information and execution of code.

Examples include the `Start-Process` cmdlet which can be used to run an executable and

the `Invoke-Command` cmdlet which runs a command locally or on a remote computer

(though administrator permissions are required to use PowerShell to connect to remote

systems). PowerShell may also be used to download and run executables from the

Internet, which can be executed from disk or in memory without touching disk. A number

of PowerShell-based offensive testing tools are available, including [Empire](https://

attack.mitre.org/software/S0363), [PowerSploit](https://attack.mitre.org/software/S0194),

[PoshC2](https://attack.mitre.org/software/S0378), and PSAttack.(Citation: Github PSAttack)

PowerShell commands/scripts can also be executed without directly invoking the

`powershell.exe` binary through interfaces to PowerShell's underlying

`System.Management.Automation` assembly DLL exposed through the .NET framework and

Windows Common Language Interface (CLI).(Citation: Sixdub PowerPick Jan 2016)(Citation:

SilentBreak Offensive PS Dec 2015)(Citation: Microsoft PSfromCsharp APR 2014) 
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Name

File and Directory Discovery 

ID

T1083 

Description

Adversaries may enumerate files and directories or may search in specific locations of a

host or network share for certain information within a file system. Adversaries may use the

information from [File and Directory Discovery](https://attack.mitre.org/techniques/T1083)

during automated discovery to shape follow-on behaviors, including whether or not the

adversary fully infects the target and/or attempts specific actions. Many command shell

utilities can be used to obtain this information. Examples include `dir`, `tree`, `ls`, `find`,

and `locate`.(Citation: Windows Commands JPCERT) Custom tools may also be used to

gather file and directory information and interact with the [Native API](https://

attack.mitre.org/techniques/T1106). Adversaries may also leverage a [Network Device CLI]

(https://attack.mitre.org/techniques/T1059/008) on network devices to gather file and

directory information (e.g. `dir`, `show flash`, and/or `nvram`).(Citation: US-CERT-TA18-106A) 

Name

Obfuscated Files or Information 

ID

T1027 

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to

evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or
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Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to

open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name

LSASS Memory 

ID

T1003.001 

Description

Adversaries may attempt to access credential material stored in the process memory of

the Local Security Authority Subsystem Service (LSASS). After a user logs on, the system

generates and stores a variety of credential materials in LSASS process memory. These

credential materials can be harvested by an administrative user or SYSTEM and used to

conduct [Lateral Movement](https://attack.mitre.org/tactics/TA0008) using [Use Alternate

Authentication Material](https://attack.mitre.org/techniques/T1550). As well as in-memory

techniques, the LSASS process memory can be dumped from the target host and analyzed

on a local system. For example, on the target host use procdump: * `procdump -ma

lsass.exe lsass_dump` Locally, mimikatz can be run using: * `sekurlsa::Minidump

lsassdump.dmp` * `sekurlsa::logonPasswords` Built-in Windows tools such as comsvcs.dll

can also be used: * `rundll32.exe C:\Windows\System32\comsvcs.dll MiniDump PID

lsass.dmp full`(Citation: Volexity Exchange Marauder March 2021)(Citation: Symantec

Attacks Against Government Sector) Windows Security Support Provider (SSP) DLLs are

loaded into LSASS process at system start. Once loaded into the LSA, SSP DLLs have access

to encrypted and plaintext passwords that are stored in Windows, such as any logged-on
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user's Domain password or smart card PINs. The SSP configuration is stored in two Registry

keys: `HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages` and

`HKLM\SYSTEM\CurrentControlSet\Control\Lsa\OSConfig\Security Packages`. An adversary

may modify these Registry keys to add new SSPs, which will be loaded the next time the

system boots, or when the AddSecurityPackage Windows API function is called.(Citation:

Graeber 2014) The following SSPs can be used to access credentials: * Msv: Interactive

logons, batch logons, and service logons are done through the MSV authentication

package. * Wdigest: The Digest Authentication protocol is designed for use with Hypertext

Transfer Protocol (HTTP) and Simple Authentication Security Layer (SASL) exchanges.

(Citation: TechNet Blogs Credential Protection) * Kerberos: Preferred for mutual client-

server domain authentication in Windows 2000 and later. * CredSSP: Provides SSO and

Network Level Authentication for Remote Desktop Services.(Citation: TechNet Blogs

Credential Protection) 

Name

Phishing 

ID

T1566 

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of

phishing are electronically delivered social engineering. Phishing can be targeted, known

as spearphishing. In spearphishing, a specific individual, company, or industry will be

targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,

such as in mass malware spam campaigns. Adversaries may send victims emails

containing malicious attachments or links, typically to execute malicious code on victim

systems. Phishing may also be conducted via third-party services, like social media

platforms. Phishing may also involve social engineering techniques, such as posing as a

trusted source, as well as evasive techniques such as removing or manipulating emails or

metadata/headers from compromised accounts being abused to send messages (e.g.,

[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft

OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to

accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the

sender which can be used to fool both the human recipient as well as automated security

tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages

that instruct them to call a phone number where they are directed to visit a malicious URL,

download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
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Management Software) or install adversary-accessible remote management tools onto

their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:

Unit42 Luna Moth) 

Name

Archive Collected Data 

ID

T1560 

Description

An adversary may compress and/or encrypt data that is collected prior to exfiltration.

Compressing the data can help to obfuscate the collected data and minimize the amount

of data sent over the network. Encryption can be used to hide information that is being

exfiltrated from detection or make exfiltration less conspicuous upon inspection by a

defender. Both compression and encryption are done prior to exfiltration, and can be

performed using a utility, 3rd party library, or custom method. 

Name

Process Injection 

ID

T1055 

Description

Adversaries may inject code into processes in order to evade process-based defenses as

well as possibly elevate privileges. Process injection is a method of executing arbitrary

code in the address space of a separate live process. Running code in the context of

another process may allow access to the process's memory, system/network resources,

and possibly elevated privileges. Execution via process injection may also evade detection

from security products since the execution is masked under a legitimate process. There

are many different ways to inject code into a process, many of which abuse legitimate
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functionalities. These implementations exist for every major OS but are typically platform

specific. More sophisticated samples may perform multiple process injections to segment

modules and further evade detection, utilizing named pipes or other inter-process

communication (IPC) mechanisms as a communication channel. 

Name

Masquerading 

ID

T1036 

Description

Adversaries may attempt to manipulate features of their artifacts to make them appear

legitimate or benign to users and/or security tools. Masquerading occurs when the name

or location of an object, legitimate or malicious, is manipulated or abused for the sake of

evading defenses and observation. This may include manipulating file metadata, tricking

users into misidentifying the file type, and giving legitimate task or service names.

Renaming abusable system utilities to evade security monitoring is also a form of

[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site)

Masquerading may also include the use of [Proxy](https://attack.mitre.org/techniques/

T1090) or VPNs to disguise IP addresses, which can allow adversaries to blend in with

normal network traffic and bypass conditional access policies or anti-abuse protections. 

Name

Deobfuscate/Decode Files or Information 

ID

T1140 

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/

techniques/T1027) to hide artifacts of an intrusion from analysis. They may require
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separate mechanisms to decode or deobfuscate that information depending on how they

intend to use it. Methods for doing that include built-in functionality of malware or by

using utilities present on the system. One such example is the use of [certutil](https://

attack.mitre.org/software/S0160) to decode a remote access tool portable executable file

that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack

against Saudi Arabia) Another example is using the Windows `copy /b` command to

reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation

Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or

decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user

may also be required to input a password to open a password protected compressed/

encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November

2016) 

Name

Application Layer Protocol 

ID

T1071 

Description

Adversaries may communicate using OSI application layer protocols to avoid detection/

network filtering by blending in with existing traffic. Commands to the remote system, and

often the results of those commands, will be embedded within the protocol traffic

between the client and server. Adversaries may utilize many different protocols, including

those used for web browsing, transferring files, electronic mail, or DNS. For connections

that occur internally within an enclave (such as those between a proxy or pivot node and

other nodes), commonly used protocols are SMB, SSH, or RDP. 

Name

OS Credential Dumping 

ID

T1003 
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Description

Adversaries may attempt to dump credentials to obtain account login and credential

material, normally in the form of a hash or a clear text password, from the operating

system and software. Credentials can then be used to perform [Lateral Movement](https://

attack.mitre.org/tactics/TA0008) and access restricted information. Several of the tools

mentioned in associated sub-techniques may be used by both adversaries and

professional security testers. Additional custom tools likely exist as well. 

Name

Keylogging 

ID

T1056.001 

Description

Adversaries may log user keystrokes to intercept credentials as the user types them.

Keylogging is likely to be used to acquire credentials for new access opportunities when

[OS Credential Dumping](https://attack.mitre.org/techniques/T1003) efforts are not

effective, and may require an adversary to intercept keystrokes on a system for a

substantial period of time before credentials can be successfully captured. In order to

increase the likelihood of capturing credentials quickly, an adversary may also perform

actions such as clearing browser cookies to force users to reauthenticate to systems.

(Citation: Talos Kimsuky Nov 2021) Keylogging is the most prevalent type of input capture,

with many different ways of intercepting keystrokes.(Citation: Adventures of a Keystroke)

Some methods include: * Hooking API callbacks used for processing keystrokes. Unlike

[Credential API Hooking](https://attack.mitre.org/techniques/T1056/004), this focuses

solely on API functions intended for processing keystroke data. * Reading raw keystroke

data from the hardware buffer. * Windows Registry modifications. * Custom drivers. *

[Modify System Image](https://attack.mitre.org/techniques/T1601) may provide adversaries

with hooks into the operating system of network devices to read raw keystrokes for login

sessions.(Citation: Cisco Blog Legacy Device Attacks) 
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Sector

Name

Finance 

Description

Public and private entities involved in the allocation of assets and liabilities over space

and time. 
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External References

• https://blog.talosintelligence.com/google-cloud-run-abuse/
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