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Overview

Description
A recent analysis of SpyNote shows that the Android malware app is capable of stealing user

data, even though it is not officially available on the Google Play Store, and may not be able to
detect its behaviour.

Confidence

This value represents the confidence in the correctness of the data contained within this report.

15/ 100

Overview



TLP:CLEAR

N/A

Content



TLP:CLEAR

Attack-Pattern

T1433

T1433

Input Capture

T1056

Description

Adversaries may use methods of capturing user input to obtain credentials or collect
information. During normal system usage, users often provide credentials to various
different locations, such as login pages/portals or system dialog boxes. Input capture
mechanisms may be transparent to the user (e.g. [Credential API Hooking](https://
attack.mitre.org/techniques/T1056/004)) or rely on deceiving the user into providing input
into what they believe to be a genuine service (e.g. [Web Portal Capture](https://
attack.mitre.org/techniques/T1056/003)).
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Audio Capture

T1123

Description

An adversary can leverage a computer's peripheral devices (e.g., microphones and
webcams) or applications (e.g., voice and video call services) to capture audio recordings
for the purpose of listening into sensitive conversations to gather information. Malware or
scripts may be used to interact with the devices through an available API provided by the
operating system or an application to capture audio. Audio files may be written to disk and
exfiltrated later.

Phishing

T1566

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of
phishing are electronically delivered social engineering. Phishing can be targeted, known
as spearphishing. In spearphishing, a specific individual, company, or industry will be
targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,
such as in mass malware spam campaigns. Adversaries may send victims emails
containing malicious attachments or links, typically to execute malicious code on victim
systems. Phishing may also be conducted via third-party services, like social media
platforms. Phishing may also involve social engineering techniques, such as posing as a
trusted source, as well as evasive techniques such as removing or manipulating emails or
metadata/headers from compromised accounts being abused to send messages (e.g.,
[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft
OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to
accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the
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sender which can be used to fool both the human recipient as well as automated security
tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages
that instruct them to call a phone number where they are directed to visit a malicious URL,
download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
Management Software) or install adversary-accessible remote management tools onto
their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:
Unit42 Luna Moth)

Gather Victim Identity Information

T1589

Description

Adversaries may gather information about the victim's identity that can be used during
targeting. Information about identities may include a variety of details, including personal
data (ex: employee names, email addresses, etc.) as well as sensitive details such as
credentials. Adversaries may gather this information in various ways, such as direct
elicitation via [Phishing for Information](https://attack.mitre.org/techniques/T1598).
Information about users could also be enumerated via other active means (i.e. [Active
Scanning](https://attack.mitre.org/techniques/T1595)) such as probing and analyzing
responses from authentication services that may reveal valid usernames in a system.
(Citation: GrimBlog UsernameEnum) Information about victims may also be exposed to
adversaries via online or other accessible data sets (ex: [Social Medial(https://
attack.mitre.org/techniques/T1593/001) or [Search Victim-Owned Websites](https://
attack.mitre.org/techniques/T1594)).(Citation: OPM Leak)(Citation: Register Deloitte)
(Citation: Register Uber)(Citation: Detectify Slack Tokens)(Citation: Forbes GitHub Creds)
(Citation: GitHub truffleHog)(Citation: GitHub Gitrob)(Citation: CNET Leaks) Gathering this
information may reveal opportunities for other forms of reconnaissance (ex: [Search Open
Websites/Domains](https://attack.mitre.org/techniques/T1593) or [Phishing for
Information](https://attack.mitre.org/techniques/T1598)), establishing operational
resources (ex: [Compromise Accounts](https://attack.mitre.org/techniques/T1586)), and/or
initial access (ex: [Phishing](https://attack.mitre.org/techniques/T1566) or [Valid Accounts]
(https://attack.mitre.org/techniques/T1078)).
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11432

T1432

Screen Capture

T3

Description

Adversaries may attempt to take screen captures of the desktop to gather information
over the course of an operation. Screen capturing functionality may be included as a
feature of a remote access tool used in post-compromise operations. Taking a screenshot
is also typically possible through native utilities or API calls, such as "CopyFromScreen’,
xwd’, or “screencapture’.(Citation: CopyFromScreen .NET)(Citation: Antiquated Mac
Malware)
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Indicator

bad77dca600dc7569db4de97806a66fa969b55b77c24e3a7eb2c49e009c1f216

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'bad77dcab600dc7569db4de97806a66fa969b55b77c24e3a7eb2c49e009¢1f216']

37120141240

Description

CC=NL ASN=AS9009 M247 Europe SRL

Pattern Type

stix

Pattern

Indicator




[ipv4-addr:value = '37120141.140']
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SpyNote

Malware
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StixFile

bad77dca600dc7569db4de97806a66fa969b55b77c24e3a7eb2c49e009c1f216
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IPv4-Addr

37120141140

IPy4-Addr
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External References

https://otx.alienvault.com/pulse/652e9b2bcb7541c94e4f9886

https://blog.f-secure.com/take-a-note-of-spynote/
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