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Overview

Description

It's just another cryptocurrency miner... Nobody would even suspect the mining malware was
merely a mask, masquerading behind an intricate modular framework that supports both Linux
and Windows. It comes equipped with a built-in TOR network tunnel for communication with
command servers, along with update and delivery functionality through trusted services such as
GitLab, GitHub, and Bitbucket, all using custom encrypted archives. The amount of effort that
went into creating the framework is truly remarkable, and its disclosure was quite astonishing.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Attack-Pattern

TAOOO4

TAOOO4

11060

T1060

Scheduled Task/Job

T1053

Description

Adversaries may abuse task scheduling functionality to facilitate initial or recurring
execution of malicious code. Utilities exist within all major operating systems to schedule
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programs or scripts to be executed at a specified date and time. A task can also be
scheduled on a remote system, provided the proper authentication is met (ex: RPC and file
and printer sharing in Windows environments). Scheduling a task on a remote system
typically may require being a member of an admin or otherwise privileged group on the
remote system.(Citation: TechNet Task Scheduler Security) Adversaries may use task
scheduling to execute programs at system startup or on a scheduled basis for persistence.
These mechanisms can also be abused to run a process under the context of a specified
account (such as one with elevated permissions/privileges). Similar to [System Binary
Proxy Execution](https://attack.mitre.org/techniques/T1218), adversaries have also abused
task scheduling to potentially mask one-time execution under a trusted system process.
(Citation: ProofPoint Serpent)

Hide Artifacts

T1564

Description

Adversaries may attempt to hide artifacts associated with their behaviors to evade
detection. Operating systems may have features to hide various artifacts, such as
important system files and administrative task execution, to avoid disrupting user work
environments and prevent users from changing files or features on the system.
Adversaries may abuse these features to hide artifacts such as files, directories, user
accounts, or other system activity to evade detection.(Citation: Sofacy Komplex Trojan)
(Citation: Cybereason OSX Pirrit)(Citation: MalwareBytes ADS July 2015) Adversaries may
also attempt to hide artifacts associated with malicious behavior by creating computing

regions that are isolated from common security instrumentation, such as through the use
of virtualization technology.(Citation: Sophos Ragnar May 2020)

Encrypted Channel
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11573

Description

Adversaries may employ a known encryption algorithm to conceal command and control
traffic rather than relying on any inherent protections provided by a communication

protocol. Despite the use of a secure algorithm, these implementations may be vulnerable
to reverse engineering if secret keys are encoded and/or generated within malware
samples/configuration files.

Exploitation of Remote Services

T1210

Description

Adversaries may exploit remote services to gain unauthorized access to internal systems
once inside of a network. Exploitation of a software vulnerability occurs when an adversary
takes advantage of a programming error in a program, service, or within the operating
system software or kernel itself to execute adversary-controlled code. A common goal for
post-compromise exploitation of remote services is for lateral movement to enable access
to a remote system. An adversary may need to determine if the remote system is in a
vulnerable state, which may be done through [Network Service Discovery](https://
attack.mitre.org/techniques/T1046) or other Discovery methods looking for common,
vulnerable software that may be deployed in the network, the lack of certain patches that
may indicate vulnerabilities, or security software that may be used to detect or contain
remote exploitation. Servers are likely a high value target for lateral movement
exploitation, but endpoint systems may also be at risk if they provide an advantage or
access to additional resources. There are several well-known vulnerabilities that exist in
common services such as SMB (Citation: CIS Multiple SMB Vulnerabilities) and RDP
(Citation: NVD CVE-2017-0176) as well as applications that may be used within internal
networks such as MySQL (Citation: NVD CVE-2016-6662) and web server services.(Citation:
NVD CVE-2014-7169) Depending on the permissions level of the vulnerable remote service
an adversary may achieve [Exploitation for Privilege Escalation](https://attack.mitre.org/
techniques/T1068) as a result of lateral movement exploitation as well.
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T1094

T1094
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Domain-Name

ghtygiphaémcwxiz.onion

gpiekd65jgshwp2p53igifv43aug2adacdebmuuri34hduvijrspfiad.onion

ajiumbl2p2mjzx3l.onion

Domain-Name
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IPv4-Addr

459148132

5.255.86.125

45.9148.36

45914821
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http://45.9148.21:80

http://45.9148.36:80

http://45.9148132:8080

http://5.255.86.125:8080
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External References

https://otx.alienvault.com/pulse/653aad98807ce345941836ec

https://securelist.com/stripedfly-perennially-flying-under-the-radar/110903/
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