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Overview

Description

Cluster25 observed and analyzed several phishing-based attacks to be linked to a Russia-nexus
nation-State threat actor. The attack involves the use of malicious archive files that exploit the
recently discovered vulnerability affecting the WinRAR compression software versions prior to
6.23 and traced as CVE-2023-38831.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Attack-Pattern

Masquerading

T1036

Adversaries may attempt to manipulate features of their artifacts to make them appear

legitimate or benign to users and/or security tools. Masquerading occurs when the name
or location of an object, legitimate or malicious, is manipulated or abused for the sake of
evading defenses and observation. This may include manipulating file metadata, tricking
users into misidentifying the file type, and giving legitimate task or service names.
Renaming abusable system utilities to evade security monitoring is also a form of
[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site)

Phishing

T1566
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Adversaries may send phishing messages to gain access to victim systems. All forms of
phishing are electronically delivered social engineering. Phishing can be targeted, known
as spearphishing. In spearphishing, a specific individual, company, or industry will be
targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,
such as in mass malware spam campaigns. Adversaries may send victims emails
containing malicious attachments or links, typically to execute malicious code on victim
systems. Phishing may also be conducted via third-party services, like social media
platforms. Phishing may also involve social engineering techniques, such as posing as a
trusted source, as well as evasive techniques such as removing or manipulating emails or
metadata/headers from compromised accounts being abused to send messages (e.g.,
[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft
OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to
accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the
sender which can be used to fool both the human recipient as well as automated security
tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages
that instruct them to call a phone number where they are directed to visit a malicious URL,
download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
Management Software) or install adversary-accessible remote management tools onto
their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:
Unit42 Luna Moth)

Data from Local System

T1005

Description

Adversaries may search local system sources, such as file systems and configuration files
or local databases, to find files of interest and sensitive data prior to Exfiltration.
Adversaries may do this using a [Command and Scripting Interpreter](https://
attack.mitre.org/techniques/T1059), such as [cmd](https://attack.mitre.org/software/
S0106) as well as a [Network Device CLI](https://attack.mitre.org/techniques/T1059/008),
which have functionality to interact with the file system to gather information.(Citation:
show_run_config_cmd_cisco) Adversaries may also use [Automated Collection](https://
attack.mitre.org/techniques/T1119) on the local system.
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Ingress Tool Transfer

T1105

Description

Adversaries may transfer tools or other files from an external system into a compromised
environment. Tools or files may be copied from an external adversary-controlled system to
the victim network through the command and control channel or through alternate
protocols such as [ftp](https://attack.mitre.org/software/S0095). Once present, adversaries
may also transfer/spread tools between victim devices within a compromised environment
(i.e. [Lateral Tool Transfer](https://attack.mitre.org/techniques/T1570)). Files can also be
transferred using various [Web Service](https://attack.mitre.org/techniques/T1102)s as well
as native or otherwise present tools on the victim system.(Citation: PTSecurity Cobalt Dec

2016) On Windows, adversaries may use various utilities to download tools, such as “copy’,
“finger, [certutil](https://attack.mitre.org/software/S0160), and [PowerShell](https://
attack.mitre.org/techniques/T1059/001) commands such as “IEX(New-Object
Net.WebClient).downloadString()” and “Invoke-WebRequest™. On Linux and macOS systems,
a variety of utilities also exist, such as “curl’, ‘scp’, ‘sftp, tftp’, ‘rsync’, finger, and ‘wget .
(Citation: t1105_lolbas)

Command and Scripting Interpreter

T1059

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or
binaries. These interfaces and languages provide ways of interacting with computer
systems and are a common feature across many different platforms. Most systems come
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with some built-in command-line interface and scripting capabilities, for example, macOS
and Linux distributions include some flavor of [Unix Shelll(https://attack.mitre.org/
techniques/T1059/004) while Windows installations include the [Windows Command Shell]
(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/
techniques/T1059/001). There are also cross-platform interpreters such as [Python]
(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated
with client applications such as [JavaScript](https://attack.mitre.org/techniques/
T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries
may abuse these technologies in various ways as a means of executing arbitrary
commands. Commands and scripts can be embedded in [Initial Access](https://
attack.mitre.org/tactics/TA0O001) payloads delivered to victims as lure documents or as
secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote
Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
(Citation: Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance -
Command History)(Citation: Remote Shell Execution in Python)

Web Service

11102

Description

Adversaries may use an existing, legitimate external Web service as a means for relaying
data to/from a compromised system. Popular websites and social media acting as a
mechanism for C2 may give a significant amount of cover due to the likelihood that hosts
within a network are already communicating with them prior to a compromise. Using
common services, such as those offered by Google or Twitter, makes it easier for
adversaries to hide in expected noise. Web service providers commonly use SSL/TLS
encryption, giving adversaries an added level of protection. Use of Web services may also
protect back-end C2 infrastructure from discovery through malware binary analysis while
also enabling operational resiliency (since this infrastructure may be dynamically
changed).
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Application Layer Protocol

T1071

Description

Adversaries may communicate using OSI application layer protocols to avoid detection/
network filtering by blending in with existing traffic. Commands to the remote system, and
often the results of those commands, will be embedded within the protocol traffic
between the client and server. Adversaries may utilize many different protocols, including
those used for web browsing, transferring files, electronic mail, or DNS. For connections
that occur internally within an enclave (such as those between a proxy or pivot node and
other nodes), commonly used protocols are SMB, SSH, or RDP.

Deobfuscate/Decode Files or Information

11140

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/
techniques/T1027) to hide artifacts of an intrusion from analysis. They may require
separate mechanisms to decode or deobfuscate that information depending on how they
intend to use it. Methods for doing that include built-in functionality of malware or by
using utilities present on the system. One such example is the use of [certutil](https://
attack.mitre.org/software/S0160) to decode a remote access tool portable executable file
that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack
against Saudi Arabia) Another example is using the Windows “copy /b~ command to
reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation
Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or
decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user
may also be required to input a password to open a password protected compressed/
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encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November
2016)

Exfiltration Over Web Service

T1567

Description

Adversaries may use an existing, legitimate external Web service to exfiltrate data rather
than their primary command and control channel. Popular Web services acting as an
exfiltration mechanism may give a significant amount of cover due to the likelihood that
hosts within a network are already communicating with them prior to compromise.
Firewall rules may also already exist to permit traffic to these services. Web service
providers also commonly use SSL/TLS encryption, giving adversaries an added level of
protection.

Exploitation for Client Execution

T1203

Description

Adversaries may exploit software vulnerabilities in client applications to execute code.
Vulnerabilities can exist in software due to unsecure coding practices that can lead to
unanticipated behavior. Adversaries can take advantage of certain vulnerabilities through
targeted exploitation for the purpose of arbitrary code execution. Oftentimes the most
valuable exploits to an offensive toolkit are those that can be used to obtain code
execution on a remote system because they can be used to gain access to that system.
Users will expect to see files related to the applications they commonly used to do work,
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so they are a useful target for exploit research and development because of their high
utility. Several types exist: ### Browser-based Exploitation Web browsers are a common
target through [Drive-by Compromise](https://attack.mitre.org/techniques/T1189) and
[Spearphishing Link](https://attack.mitre.org/techniques/T1566/002). Endpoint systems
may be compromised through normal web browsing or from certain users being targeted
by links in spearphishing emails to adversary controlled sites used to exploit the web
browser. These often do not require an action by the user for the exploit to be executed.
##t Office Applications Common office and productivity applications such as Microsoft
Office are also targeted through [Phishing](https://attack.mitre.org/techniques/T1566).
Malicious files will be transmitted directly as attachments or through links to download
them. These require the user to open the document or file for the exploit to run. ###
Common Third-party Applications Other applications that are commonly seen or are part
of the software deployed in a target network may also be used for exploitation.
Applications such as Adobe Reader and Flash, which are common in enterprise
environments, have been routinely targeted by adversaries attempting to gain access to
systems. Depending on the software and nature of the vulnerability, some may be
exploited in the browser or require the user to open a file. For instance, some Flash
exploits have been delivered as objects within Microsoft Office documents.

System Information Discovery

171082

Description

An adversary may attempt to get detailed information about the operating system and
hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries
may use the information from [System Information Discovery](https://attack.mitre.org/
techniques/T1082) during automated discovery to shape follow-on behaviors, including
whether or not the adversary fully infects the target and/or attempts specific actions.
Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather
detailed system information. If running with privileged access, a breakdown of system data
can be gathered through the “systemsetup™ configuration tool on macOS. As an example,
adversaries with user-level access can execute the “df -aH command to obtain currently
mounted disks and associated freely available space. Adversaries may also leverage a
[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices
to gather detailed system information (e.g. 'show version’).(Citation: US-CERT-TA18-106A)
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[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with
information gathered from other forms of discovery and reconnaissance can drive payload
development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools
and Techniques) Infrastructure as a Service (laaS) cloud providers such as AWS, GCP, and
Azure allow access to instance and virtual machine information via APIs. Successful
authenticated API calls can return data such as the operating system platform and status
of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe
Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API)
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Indicator

http://webhook site/e2831741-d8¢8-4971-9464-e52d34f9d 611

Pattern Type

stix

Pattern

[url:value = 'http://webhook site/e2831741-d8c8-4971-9464-e52d34f9d611']

91dec1160f3185cec4ch70fee0037ce3a62497e830330e9ddc2898f45682f63a

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'91dec1160f3185cec4ch70fee0037ce3a62497e830330e9ddc2898f45682f63a' ]

Indicator
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072afea7cae714b44c24c16308da0ef0e5aab36b7a601b310d12f80925f359¢€7

Pattern Type

stix

Pattern

[file:hashes.!SHA-256' =
'072afeaZcae714b44c24c16308da0ef0e5aab36b7a601b310d12f80925f359¢7']

216.66.35145

Description

CC=PA ASN=AS266811 NYXCOMM S.A. PANAMA

Pattern Type

stix

Pattern

lipv4-addr:value = '216.66.35145']
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Intrusion-Set

APT28

[APT28](https://attack.mitre.org/groups/G0007) is a threat group that has been attributed
to Russia's General Staff Main Intelligence Directorate (GRU) 85th Main Special Service
Center (GTsSS) military unit 26165.(Citation: NSA/FBI Drovorub August 2020)(Citation:
Cybersecurity Advisory GRU Brute Force Campaign July 2021) This group has been active
since at least 2004.(Citation: DOJ GRU Indictment Jul 2018)(Citation: Ars Technica GRU
indictment Jul 2018)(Citation: Crowdstrike DNC June 2016)(Citation: FireEye APT28)(Citation:
SecureWorks TG-4127)(Citation: FireEye APT28 January 2017)(Citation: GRIZZLY STEPPE JAR)
(Citation: Sofacy DealersChoice)(Citation: Palo Alto Sofacy 06-2018)(Citation: Symantec
APT28 Oct 2018)(Citation: ESET Zebrocy May 2019) [APT28](https://attack.mitre.org/groups/
G0007) reportedly compromised the Hillary Clinton campaign, the Democratic National
Committee, and the Democratic Congressional Campaign Committee in 2016 in an attempt

to interfere with the U.S. presidential election. (Citation: Crowdstrike DNC June 2016) In
2018, the US indicted five GRU Unit 26165 officers associated with [APT28](https://
attack.mitre.org/groups/G0007) for cyber operations (including close-access operations)
conducted between 2014 and 2018 against the World Anti-Doping Agency (WADA), the US
Anti-Doping Agency, a US nuclear facility, the Organization for the Prohibition of Chemical
Weapons (OPCW), the Spiez Swiss Chemicals Laboratory, and other organizations.(Citation:
US District Court Indictment GRU Oct 2018) Some of these were conducted with the
assistance of GRU Unit 74455, which is also referred to as [Sandworm Team](https://
attack.mitre.org/groups/G0034).
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NanoCore

Description

[NanoCore](https://attack.mitre.org/software/S0336) is a modular remote access tool
developed in .NET that can be used to spy on victims and steal information. It has been
used by threat actors since 2013.(Citation: DigiTrust NanoCore Jan 2017)(Citation: Cofense
NanoCore Mar 2018)(Citation: PaloAlto NanoCore Feb 2016)(Citation: Unit 42 Gorgon Group
Aug 2018)

Crimson

Description

[Crimson](https://attack.mitre.org/software/S0115) is a remote access Trojan that has been
used by [Transparent Tribe](https://attack.mitre.org/groups/G0134) since at least 2016.
(Citation: Proofpoint Operation Transparent Tribe March 2016)(Citation: Kaspersky
Transparent Tribe August 2020)

Smokeloader

Malware
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Vulnerability

CVE-2023-38831

Vulnerability
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StixFile

91dec1160f3185cec4ch70fee0037ce3a62497e830330e9ddc2898f45682f63a

072afea7cae714b44c24c16308da0ef0e5aab36b7a601b310d12f8b925f359e7
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IPv4-Addr

216.66.35145

e



TLP:CLEAR

http://webhook site/e2831741-d8¢8-4971-9464-e52d34f9d 611
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External References

https://otx.alienvault.com/pulse/652e9d7456b9406fb60a2edb

https://blog.cluster25.duskrise.com/2023/10/12/cve-2023-38831-russian-attack
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