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Overview

Description 

XWorm is a malware that targets Windows operating systems. It is known for its stealth and

persistence, and a wide range of malicious activities, spanning from remote desktop control to

ransomware and information theft. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Attack-Pattern

Name

TA0002 

ID

TA0002 

Name

Windows Management Instrumentation 

ID

T1047 

Description

Adversaries may abuse Windows Management Instrumentation (WMI) to execute malicious

commands and payloads. WMI is an administration feature that provides a uniform

environment to access Windows system components. The WMI service enables both local

and remote access, though the latter is facilitated by [Remote Services](https://

attack.mitre.org/techniques/T1021) such as [Distributed Component Object Model](https://

attack.mitre.org/techniques/T1021/003) (DCOM) and [Windows Remote Management]

(https://attack.mitre.org/techniques/T1021/006) (WinRM).(Citation: MSDN WMI) Remote

WMI over DCOM operates using port 135, whereas WMI over WinRM operates over port 5985

when using HTTP and 5986 for HTTPS.(Citation: MSDN WMI)(Citation: FireEye WMI 2015) An

adversary can use WMI to interact with local and remote systems and use it as a means to

execute various behaviors, such as gathering information for Discovery as well as remote
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Execution of files as part of Lateral Movement. (Citation: FireEye WMI SANS 2015) (Citation:

FireEye WMI 2015) 

Name

Local Data Staging 

ID

T1074.001 

Description

Adversaries may stage collected data in a central location or directory on the local system

prior to Exfiltration. Data may be kept in separate files or combined into one file through

techniques such as [Archive Collected Data](https://attack.mitre.org/techniques/T1560).

Interactive command shells may be used, and common functionality within [cmd](https://

attack.mitre.org/software/S0106) and bash may be used to copy data into a staging

location. Adversaries may also stage collected data in various available formats/locations

of a system, including local storage databases/repositories or the Windows Registry.

(Citation: Prevailion DarkWatchman 2021) 

Name

TA0007 

ID

TA0007 

Name

Boot or Logon Autostart Execution 

ID

T1547 
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Description

Adversaries may configure system settings to automatically execute a program during

system boot or logon to maintain persistence or gain higher-level privileges on

compromised systems. Operating systems may have mechanisms for automatically

running a program on system boot or account logon.(Citation: Microsoft Run Key)(Citation:

MSDN Authentication Packages)(Citation: Microsoft TimeProvider)(Citation: Cylance Reg

Persistence Sept 2013)(Citation: Linux Kernel Programming) These mechanisms may

include automatically executing programs that are placed in specially designated

directories or are referenced by repositories that store configuration information, such as

the Windows Registry. An adversary may achieve the same goal by modifying or extending

features of the kernel. Since some boot or logon autostart programs run with higher

privileges, an adversary may leverage these to elevate privileges. 

Name

Scheduled Task/Job 

ID

T1053 

Description

Adversaries may abuse task scheduling functionality to facilitate initial or recurring

execution of malicious code. Utilities exist within all major operating systems to schedule

programs or scripts to be executed at a specified date and time. A task can also be

scheduled on a remote system, provided the proper authentication is met (ex: RPC and file

and printer sharing in Windows environments). Scheduling a task on a remote system

typically may require being a member of an admin or otherwise privileged group on the

remote system.(Citation: TechNet Task Scheduler Security) Adversaries may use task

scheduling to execute programs at system startup or on a scheduled basis for persistence.

These mechanisms can also be abused to run a process under the context of a specified

account (such as one with elevated permissions/privileges). Similar to [System Binary

Proxy Execution](https://attack.mitre.org/techniques/T1218), adversaries have also abused

task scheduling to potentially mask one-time execution under a trusted system process.

(Citation: ProofPoint Serpent) 

Name
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Non-Standard Port 

ID

T1571 

Description

Adversaries may communicate using a protocol and port pairing that are typically not

associated. For example, HTTPS over port 8088(Citation: Symantec Elfin Mar 2019) or port

587(Citation: Fortinet Agent Tesla April 2018) as opposed to the traditional port 443.

Adversaries may make changes to the standard port used by a protocol to bypass filtering

or muddle analysis/parsing of network data. Adversaries may also make changes to victim

systems to abuse non-standard ports. For example, Registry keys and other configuration

settings can be used to modify protocol and port pairings.(Citation:

change_rdp_port_conti) 

Name

TA0005 

ID

TA0005 

Name

TA0009 

ID

TA0009 

Name

TA0003 
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ID

TA0003 

Name

Obfuscated Files or Information 

ID

T1027 

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to

evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or

Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to

open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name
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TA0043 

ID

TA0043 

Name

TA0011 

ID

TA0011 

Name

Web Service 

ID

T1102 

Description

Adversaries may use an existing, legitimate external Web service as a means for relaying

data to/from a compromised system. Popular websites and social media acting as a

mechanism for C2 may give a significant amount of cover due to the likelihood that hosts

within a network are already communicating with them prior to a compromise. Using

common services, such as those offered by Google or Twitter, makes it easier for

adversaries to hide in expected noise. Web service providers commonly use SSL/TLS

encryption, giving adversaries an added level of protection. Use of Web services may also

protect back-end C2 infrastructure from discovery through malware binary analysis while

also enabling operational resiliency (since this infrastructure may be dynamically

changed). 

Name
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Gather Victim Network Information 

ID

T1590 

Description

Adversaries may gather information about the victim's networks that can be used during

targeting. Information about networks may include a variety of details, including

administrative data (ex: IP ranges, domain names, etc.) as well as specifics regarding its

topology and operations. Adversaries may gather this information in various ways, such as

direct collection actions via [Active Scanning](https://attack.mitre.org/techniques/T1595)

or [Phishing for Information](https://attack.mitre.org/techniques/T1598). Information

about networks may also be exposed to adversaries via online or other accessible data

sets (ex: [Search Open Technical Databases](https://attack.mitre.org/techniques/T1596)).

(Citation: WHOIS)(Citation: DNS Dumpster)(Citation: Circl Passive DNS) Gathering this

information may reveal opportunities for other forms of reconnaissance (ex: [Active

Scanning](https://attack.mitre.org/techniques/T1595) or [Search Open Websites/Domains]

(https://attack.mitre.org/techniques/T1593)), establishing operational resources (ex:

[Acquire Infrastructure](https://attack.mitre.org/techniques/T1583) or [Compromise

Infrastructure](https://attack.mitre.org/techniques/T1584)), and/or initial access (ex:

[Trusted Relationship](https://attack.mitre.org/techniques/T1199)). 

Name

System Information Discovery 

ID

T1082 

Description

An adversary may attempt to get detailed information about the operating system and

hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries

may use the information from [System Information Discovery](https://attack.mitre.org/

techniques/T1082) during automated discovery to shape follow-on behaviors, including
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whether or not the adversary fully infects the target and/or attempts specific actions.

Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather

detailed system information. If running with privileged access, a breakdown of system data

can be gathered through the `systemsetup` configuration tool on macOS. As an example,

adversaries with user-level access can execute the `df -aH` command to obtain currently

mounted disks and associated freely available space. Adversaries may also leverage a

[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices

to gather detailed system information (e.g. `show version`).(Citation: US-CERT-TA18-106A)

[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with

information gathered from other forms of discovery and reconnaissance can drive payload

development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools

and Techniques) Infrastructure as a Service (IaaS) cloud providers such as AWS, GCP, and

Azure allow access to instance and virtual machine information via APIs. Successful

authenticated API calls can return data such as the operating system platform and status

of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe

Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API) 
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Malware

Name

XWorm 
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External References

• https://otx.alienvault.com/pulse/650aa048dadd1faa3b780f28

• https://any.run/cybersecurity-blog/xworm-technical-analysis-of-a-new-malware-version/?

utm_source=hacker_news&utm_medium=article&utm_campaign=xworm0923&utm_content=linktoblog
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