Sep 18 2023

Y

NETMANAGEIT
Intelligence Report

Threat Group Assessment:
Muddled Libra

p ~ uses
RedLlne Stealer & Uees _ @
,,,»"zq "@e [T1 989}1@

@ % [T15 ]D|sable or Modify...
m [T1 003]3@8 Coeden mping
[T1021] RergagRServices g &£
’@_ ‘&‘9@&\‘_\ ’}1/1%149] Automated Collection
[T1566] Phishing ‘ b

Muddled Libra




TLP:CLEAR

Table of contents

Overview
Description 3
Confidence 3
Entities
Attack-Pattern 4
Intrusion-Set 8
Malware 9

External References

External References 10

Table of contents



TLP:CLEAR

Overview

Description

At the intersection of devious social engineering and nimble technology adaptation stands
Muddled Libra. With an intimate knowledge of enterprise information technology, this threat
group presents a significant risk even to organizations with well-developed legacy cyber
defenses.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Attack-Pattern

OS Credential Dumping

T1003

Description

Adversaries may attempt to dump credentials to obtain account login and credential
material, normally in the form of a hash or a clear text password, from the operating
system and software. Credentials can then be used to perform [Lateral Movement](https://
attack.mitre.org/tactics/TA0008) and access restricted information. Several of the tools
mentioned in associated sub-techniques may be used by both adversaries and

professional security testers. Additional custom tools likely exist as well.

Phishing

11566

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of
phishing are electronically delivered social engineering. Phishing can be targeted, known
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as spearphishing. In spearphishing, a specific individual, company, or industry will be
targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,
such as in mass malware spam campaigns. Adversaries may send victims emails
containing malicious attachments or links, typically to execute malicious code on victim
systems. Phishing may also be conducted via third-party services, like social media
platforms. Phishing may also involve social engineering techniques, such as posing as a
trusted source, as well as evasive techniques such as removing or manipulating emails or
metadata/headers from compromised accounts being abused to send messages (e.g.,
[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft
OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to
accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the
sender which can be used to fool both the human recipient as well as automated security

tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages
that instruct them to call a phone number where they are directed to visit a malicious URL,
download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
Management Software) or install adversary-accessible remote management tools onto
their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:
Unit42 Luna Moth)

71089

T1089

Automated Collection

T1119

Description

Once established within a system or network, an adversary may use automated techniques
for collecting internal data. Methods for performing this technique could include use of a
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[Command and Scripting Interpreter](https://attack.mitre.org/techniques/T1059) to search
for and copy information fitting set criteria such as file type, location, or name at specific
time intervals. In cloud-based environments, adversaries may also use cloud APIs,
command line interfaces, or extract, transform, and load (ETL) services to automatically
collect data. This functionality could also be built into remote access tools. This technique
may incorporate use of other techniques such as [File and Directory Discovery](https://
attack.mitre.org/techniques/T1083) and [Lateral Tool Transfer](https://attack.mitre.org/
techniques/T1570) to identify and move files, as well as [Cloud Service Dashboard](https://
attack.mitre.org/techniques/T1538) and [Cloud Storage Object Discovery](https://
attack.mitre.org/techniques/T1619) to identify resources in cloud environments.

Remote Services

T1021

Description

Adversaries may use [Valid Accounts](https://attack.mitre.org/techniques/T1078) to log
into a service that accepts remote connections, such as telnet, SSH, and VNC. The
adversary may then perform actions as the logged-on user. In an enterprise environment,
servers and workstations can be organized into domains. Domains provide centralized
identity management, allowing users to login using one set of credentials across the entire
network. If an adversary is able to obtain a set of valid domain credentials, they could
login to many different machines using remote access protocols such as secure shell (SSH)
or remote desktop protocol (RDP).(Citation: SSH Secure Shell)(Citation: TechNet Remote
Desktop Services) They could also login to accessible Saa$S or laaS services, such as those
that federate their identities to the domain. Legitimate applications (such as [Software
Deployment Tools](https://attack.mitre.org/techniques/T1072) and other administrative
programs) may utilize [Remote Services](https://attack.mitre.org/techniques/T1021) to
access remote hosts. For example, Apple Remote Desktop (ARD) on macOS is native
software used for remote management. ARD leverages a blend of protocols, including
[VNC](https://attack.mitre.org/techniques/T1021/005) to send the screen and control
buffers and [SSH](https://attack.mitre.org/techniques/T1021/004) for secure file transfer.
(Citation: Remote Management MDM macOS)(Citation: Kickstart Apple Remote Desktop
commands)(Citation: Apple Remote Desktop Admin Guide 3.3) Adversaries can abuse
applications such as ARD to gain remote code execution and perform lateral movement. In
versions of macOS prior to 1014, an adversary can escalate an SSH session to an ARD

n Attack-Pattern




TLP:CLEAR

session which enables an adversary to accept TCC (Transparency, Consent, and Control)
prompts without user interaction and gain access to data.(Citation: FireEye 2019 Apple
Remote Desktop)(Citation: Lockboxx ARD 2019)(Citation: Kickstart Apple Remote Desktop
commands)

Disable or Modify System Firewall

T1562.004

Description

Adversaries may disable or modify system firewalls in order to bypass controls limiting
network usage. Changes could be disabling the entire mechanism as well as adding,
deleting, or modifying particular rules. This can be done numerous ways depending on the
operating system, including via command-line, editing Windows Registry keys, and
Windows Control Panel. Modifying or disabling a system firewall may enable adversary C2
communications, lateral movement, and/or data exfiltration that would otherwise not be
allowed. For example, adversaries may add a new firewall rule for a well-known protocol
(such as RDP) using a non-traditional and potentially less securitized port (i.e. [Non-
Standard Port](https://attack.mitre.org/techniques/T1571)).(Citation:
change_rdp_port_conti)
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Intrusion-Set

Muddled Libra
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RedLine Stealer
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External References

https://unit42.paloaltonetworks.com/muddled-Llibra/

https://otx.alienvault.com/pulse/65080c098b7076466338fab6
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