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Overview

Description 

BlackBerry has discovered a new campaign involving a financially motivated threat actor

targeting vulnerable online payment businesses in the APAC and NALA regions. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Sector

Name

Finance 

Description

Public and private entities involved in the allocation of assets and liabilities over space

and time. 
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Indicator

Name

1afd47f1e914bde661778966334270c4e3c47b88cbad8ca24babbe1220ac2204 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'1afd47f1e914bde661778966334270c4e3c47b88cbad8ca24babbe1220ac2204'] 

Name

ae89f5aa5c2dc71f4d86d9018000e92940558f3e5fe18542f48dea3b607c7d3b 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'ae89f5aa5c2dc71f4d86d9018000e92940558f3e5fe18542f48dea3b607c7d3b'] 

Name

TLP:CLEAR

5 Indicator



810b0ff0eebadc4d7f0c44f1d321121d55a477bd1a92d1ec89314a81b4c3601f 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'810b0ff0eebadc4d7f0c44f1d321121d55a477bd1a92d1ec89314a81b4c3601f'] 
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StixFile

Value

ae89f5aa5c2dc71f4d86d9018000e92940558f3e5fe18542f48dea3b607c7d3b 

810b0ff0eebadc4d7f0c44f1d321121d55a477bd1a92d1ec89314a81b4c3601f 

1afd47f1e914bde661778966334270c4e3c47b88cbad8ca24babbe1220ac2204 
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External References

• https://otx.alienvault.com/pulse/650af2a3530e37d1bb714465

• https://blogs.blackberry.com/en/2023/09/silent-skimmer-online-payment-scraping-

campaign-shifts-targets-from-apac-to-nala
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