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Overview

Description
In July 2023, researchers discovered new malicious activity perpetuated by the Pakistan-based

advanced persistent threat group (APT36). APT36 is a sophisticated cyber threat group with a
history of conducting targeted espionage operations in South Asia.

Confidence

This value represents the confidence in the correctness of the data contained within this report.

15/ 100

Overview



TLP:CLEAR

Attack-Pattern

Boot or Logon Autostart Execution

T1547

Description

Adversaries may configure system settings to automatically execute a program during
system boot or logon to maintain persistence or gain higher-level privileges on
compromised systems. Operating systems may have mechanisms for automatically
running a program on system boot or account logon.(Citation: Microsoft Run Key)(Citation:
MSDN Authentication Packages)(Citation: Microsoft TimeProvider)(Citation: Cylance Reg
Persistence Sept 2013)(Citation: Linux Kernel Programming) These mechanisms may
include automatically executing programs that are placed in specially designated
directories or are referenced by repositories that store configuration information, such as
the Windows Registry. An adversary may achieve the same goal by modifying or extending
features of the kernel. Since some boot or logon autostart programs run with higher
privileges, an adversary may leverage these to elevate privileges.

Masquerading

T1036

Attack-Pattern
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Description

Adversaries may attempt to manipulate features of their artifacts to make them appear
legitimate or benign to users and/or security tools. Masquerading occurs when the name
or location of an object, legitimate or malicious, is manipulated or abused for the sake of
evading defenses and observation. This may include manipulating file metadata, tricking
users into misidentifying the file type, and giving legitimate task or service names.

Renaming abusable system utilities to evade security monitoring is also a form of
[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site)

Hide Artifacts

T1564

Description

Adversaries may attempt to hide artifacts associated with their behaviors to evade
detection. Operating systems may have features to hide various artifacts, such as
Important system files and administrative task execution, to avoid disrupting user work
environments and prevent users from changing files or features on the system.
Adversaries may abuse these features to hide artifacts such as files, directories, user
accounts, or other system activity to evade detection.(Citation: Sofacy Komplex Trojan)
(Citation: Cybereason OSX Pirrit)(Citation: MalwareBytes ADS July 2015) Adversaries may
also attempt to hide artifacts associated with malicious behavior by creating computing
regions that are isolated from common security instrumentation, such as through the use
of virtualization technology.(Citation: Sophos Ragnar May 2020)

Phishing

n Attack-Pattern
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11566

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of
phishing are electronically delivered social engineering. Phishing can be targeted, known
as spearphishing. In spearphishing, a specific individual, company, or industry will be
targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,
such as in mass malware spam campaigns. Adversaries may send victims emails
containing malicious attachments or links, typically to execute malicious code on victim
systems. Phishing may also be conducted via third-party services, like social media
platforms. Phishing may also involve social engineering techniques, such as posing as a
trusted source, as well as evasive techniques such as removing or manipulating emails or
metadata/headers from compromised accounts being abused to send messages (e.g.,
[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft
OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to
accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the
sender which can be used to fool both the human recipient as well as automated security
tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages
that instruct them to call a phone number where they are directed to visit a malicious URL,
download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and
Management Software) or install adversary-accessible remote management tools onto
their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:
Unit42 Luna Moth)

Browser Extensions

T1176

Description

Adversaries may abuse Internet browser extensions to establish persistent access to victim
systems. Browser extensions or plugins are small programs that can add functionality and
customize aspects of Internet browsers. They can be installed directly or through a
browser's app store and generally have access and permissions to everything that the

Attack-Pattern
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browser can access.(Citation: Wikipedia Browser Extension)(Citation: Chrome Extensions
Definition) Malicious extensions can be installed into a browser through malicious app
store downloads masquerading as legitimate extensions, through social engineering, or by
an adversary that has already compromised a system. Security can be limited on browser
app stores so it may not be difficult for malicious extensions to defeat automated
scanners.(Citation: Malicious Chrome Extension Numbers) Depending on the browser,
adversaries may also manipulate an extension's update url to install updates from an
adversary controlled server or manipulate the mobile configuration file to silently install
additional extensions. Previous to macOS 11, adversaries could silently install browser
extensions via the command line using the profiles tool to install malicious
“.mobileconfig files. In macOS 11+, the use of the “profiles” tool can no longer install
configuration profiles, however ~.mobileconfig” files can be planted and installed with user
interaction.(Citation: xorrior chrome extensions macOS) Once the extension is installed, it
can browse to websites in the background, steal all information that a user enters into a
browser (including credentials), and be used as an installer for a RAT for persistence.
(Citation: Chrome Extension Crypto Miner)(Citation: ICEBRG Chrome Extensions)(Citation:

Banker Google Chrome Extension Steals Creds)(Citation: Catch All Chrome Extension) There
have also been instances of botnets using a persistent backdoor through malicious
Chrome extensions.(Citation: Stantinko Botnet) There have also been similar examples of
extensions being used for command & control.(Citation: Chrome Extension C2 Malware)

Obfuscated Files or Information

11027

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by
encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.
This is common behavior that can be used across different platforms and the network to
evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid
detection. These payloads may be used during Initial Access or later to mitigate detection.
Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or
Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://
attack.mitre.org/techniques/T1204). The user may also be required to input a password to
open a password protected compressed/encrypted file that was provided by the adversary.
(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or
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archived scripts, such as JavaScript. Portions of files can also be encoded to hide the
plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/
Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly
benign files that only reveal malicious functionality when reassembled. (Citation: Carbon
Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://
attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or
directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/
T1059). Environment variables, aliases, characters, and other platform/language specific
semantics can be used to evade signature based detections and application control
mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-
Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017)

Hijack Execution Flow

T1574

Description

Adversaries may execute their own malicious payloads by hijacking the way operating
systems run programs. Hijacking execution flow can be for the purposes of persistence,
since this hijacked execution may reoccur over time. Adversaries may also use these
mechanisms to elevate privileges or evade defenses, such as application control or other
restrictions on execution. There are many ways an adversary may hijack the flow of
execution, including by manipulating how the operating system locates programs to be
executed. How the operating system locates libraries to be used by a program can also be
intercepted. Locations where the operating system looks for programs/resources, such as

file directories and in the case of Windows the Registry, could also be poisoned to include
malicious payloads.

Access Token Manipulation
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T1134

Description

Adversaries may modify access tokens to operate under a different user or system security
context to perform actions and bypass access controls. Windows uses access tokens to
determine the ownership of a running process. A user can manipulate access tokens to
make a running process appear as though it is the child of a different process or belongs
to someone other than the user that started the process. When this occurs, the process
also takes on the security context associated with the new token. An adversary can use
built-in Windows API functions to copy access tokens from existing processes; this is
known as token stealing. These token can then be applied to an existing process (i.e.
[Token Impersonation/Theft](https://attack.mitre.org/techniques/T1134/001)) or used to
spawn a new process (i.e. [Create Process with Token](https://attack.mitre.org/techniques/
T1134/002)). An adversary must already be in a privileged user context (i.e. administrator)
to steal a token. However, adversaries commonly use token stealing to elevate their
security context from the administrator level to the SYSTEM level. An adversary can then
use a token to authenticate to a remote system as the account for that token if the
account has appropriate permissions on the remote system.(Citation: Pentestlab Token
Manipulation) Any standard user can use the ‘runas’ command, and the Windows API
functions, to create impersonation tokens; it does not require access to an administrator

account. There are also other mechanisms, such as Active Directory fields, that can be
used to modify access tokens.

System Owner/User Discovery

11033

Description

Adversaries may attempt to identify the primary user, currently logged in user, set of users
that commonly uses a system, or whether a user is actively using the system. They may do
this, for example, by retrieving account usernames or by using [0S Credential Dumping]
(https://attack.mitre.org/techniques/T1003). The information may be collected in a number
of different ways using other Discovery techniques, because user and username details are

Attack-Pattern
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prevalent throughout a system and include running process ownership, file/directory
ownership, session information, and system logs. Adversaries may use the information
from [System Owner/User Discovery](https://attack.mitre.org/techniques/T1033) during
automated discovery to shape follow-on behaviors, including whether or not the adversary
fully infects the target and/or attempts specific actions. Various utilities and commands
may acquire this information, including ‘whoami'. In macOS and Linux, the currently
logged in user can be identified with 'w™ and "'who™. On macQOS the “dscl . list /Users | grep
-v' " command can also be used to enumerate user accounts. Environment variables, such
as %USERNAME%™ and "SUSER’, may also be used to access this information. On network
devices, [Network Device CLI](https://attack.mitre.org/techniques/T1059/008) commands
such as ‘show users and ‘show ssh™ can be used to display users currently logged into the
device.(Citation: show_ssh_users_cmd_cisco)(Citation: US-CERT TA18-106A Network
Infrastructure Devices 2018)

Web Service

11102

Description

Adversaries may use an existing, legitimate external Web service as a means for relaying
data to/from a compromised system. Popular websites and social media acting as a
mechanism for C2 may give a significant amount of cover due to the likelihood that hosts
within a network are already communicating with them prior to a compromise. Using
common services, such as those offered by Google or Twitter, makes it easier for
adversaries to hide in expected noise. Web service providers commonly use SSL/TLS

encryption, giving adversaries an added level of protection. Use of Web services may also
protect back-end C2 infrastructure from discovery through malware binary analysis while
also enabling operational resiliency (since this infrastructure may be dynamically
changed).

Automated Collection

Attack-Pattern
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T1119

Description

Once established within a system or network, an adversary may use automated techniques
for collecting internal data. Methods for performing this technique could include use of a
[Command and Scripting Interpreter](https://attack.mitre.org/techniques/T1059) to search
for and copy information fitting set criteria such as file type, location, or name at specific
time intervals. In cloud-based environments, adversaries may also use cloud APIs,
command line interfaces, or extract, transform, and load (ETL) services to automatically
collect data. This functionality could also be built into remote access tools. This technique

may incorporate use of other techniques such as [File and Directory Discovery](https://
attack.mitre.org/techniques/T1083) and [Lateral Tool Transfer](https://attack.mitre.org/
techniques/T1570) to identify and move files, as well as [Cloud Service Dashboard](https://
attack.mitre.org/techniques/T1538) and [Cloud Storage Object Discovery](https://
attack.mitre.org/techniques/T1619) to identify resources in cloud environments.

Trusted Developer Utilities Proxy Execution

11127

Description

Adversaries may take advantage of trusted developer utilities to proxy execution of
malicious payloads. There are many utilities used for software development related tasks
that can be used to execute code in various forms to assist in development, debugging,
and reverse engineering.(Citation: engima0x3 DNX Bypass)(Citation: engima0x3 RCSI
Bypass)(Citation: Exploit Monday WinDbg)(Citation: LOLBAS Tracker) These utilities may
often be signed with legitimate certificates that allow them to execute on a system and
proxy execution of malicious code through a trusted process that effectively bypasses
application control solutions.

Attack-Pattern
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Deobfuscate/Decode Files or Information

11140

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/
techniques/T1027) to hide artifacts of an intrusion from analysis. They may require
separate mechanisms to decode or deobfuscate that information depending on how they
intend to use it. Methods for doing that include built-in functionality of malware or by
using utilities present on the system. One such example is the use of [certutil](https://
attack.mitre.org/software/S0160) to decode a remote access tool portable executable file
that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack
against Saudi Arabia) Another example is using the Windows “copy /b~ command to
reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation
Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or
decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user
may also be required to input a password to open a password protected compressed/
encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November
2016)

System Binary Proxy Execution

11218

Description

Adversaries may bypass process and/or signature-based defenses by proxying execution
of malicious content with signed, or otherwise trusted, binaries. Binaries used in this
technique are often Microsoft-signed files, indicating that they have been either

Attack-Pattern
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downloaded from Microsoft or are already native in the operating system.(Citation: LOLBAS
Project) Binaries signed with trusted digital certificates can typically execute on Windows
systems protected by digital signature validation. Several Microsoft signed binaries that
are default on Windows installations can be used to proxy execution of other files or

commands. Similarly, on Linux systems adversaries may abuse trusted binaries such as
“split” to proxy execution of malicious commands.(Citation: split man page)(Citation: GTFO
split)

File and Directory Discovery

T1083

Description

Adversaries may enumerate files and directories or may search in specific locations of a
host or network share for certain information within a file system. Adversaries may use the
information from [File and Directory Discovery](https://attack.mitre.org/techniques/T1083)
during automated discovery to shape follow-on behaviors, including whether or not the

adversary fully infects the target and/or attempts specific actions. Many command shell
utilities can be used to obtain this information. Examples include “dir’, ‘tree’, 'ls’, find’,
and “locate™.(Citation: Windows Commands JPCERT) Custom tools may also be used to
gather file and directory information and interact with the [Native API](https://
attack.mitre.org/techniques/T1106). Adversaries may also leverage a [Network Device CLI]
(https://attack.mitre.org/techniques/T1059/008) on network devices to gather file and
directory information (e.g. *dir’, 'show flash’, and/or “nvram’).(Citation: US-CERT-TA18-106A)

Exfiltration Over Web Service

T1567

Attack-Pattern
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Description

Adversaries may use an existing, legitimate external Web service to exfiltrate data rather
than their primary command and control channel. Popular Web services acting as an
exfiltration mechanism may give a significant amount of cover due to the likelihood that
hosts within a network are already communicating with them prior to compromise.
Firewall rules may also already exist to permit traffic to these services. Web service
providers also commonly use SSL/TLS encryption, giving adversaries an added level of
protection.

Screen Capture

1113

Description

Adversaries may attempt to take screen captures of the desktop to gather information
over the course of an operation. Screen capturing functionality may be included as a
feature of a remote access tool used in post-compromise operations. Taking a screenshot
is also typically possible through native utilities or API calls, such as "CopyFromScreen’,
xwd’, or “screencapture”.(Citation: CopyFromScreen .NET)(Citation: Antiquated Mac
Malware)

Attack-Pattern
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Education

Description

Public or private entities operating to facilitate learning and acquiring knowledge and
skills, composed of infrastructures and services to host teachers, students, and

administrative services related to this activity. This does not include research activities.

Government and administrations

Description

Civilian government institutions and administrations of the executive and legislative
branches. The diplomatic and judicial branches are not included.

Defense

Description

Public and private entities involved in the conception and production of weapons and the
planning and conducting of military operations.

Sector
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Indicator

https://admin-dept.in/approved_copy.pdf

Pattern Type

stix

Pattern

[url:value = 'https://admin-dept.in/approved_copy.pdf']

http://64.227133.222 / zswap-xbusd

Pattern Type

stix

Pattern

[url:value = 'http://64.227133.222 /zswap-xbusd']

http://64.227138127/4200f0916f146d2ac5448e91a3afe1b3/pickle-help

Indicator
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Pattern Type

stix

Pattern

[url:value = 'http://64.227138.127/4200f0916f146d2ac5448e91a3afe1b3/pickle-help']

coordbranch.in

Pattern Type

stix

Pattern

[domain-name:value = 'coordbranch.in']

admin-br.in

Pattern Type

stix

Pattern

[domain-name:value = '‘admin-br.in']

admindept.in

Indicator



TLP:CLEAR

Pattern Type

stix

Pattern

[domain-name:value = 'admindept.in']

admindesk.in

Pattern Type

stix

Pattern

[domain-name:value = '‘admindesk.in']

admin-dept.in

Pattern Type

stix

Pattern

[domain-name:value = 'admin-dept.in']

http://103.2.232.82:8081/ISEPC-12-2023-Agenda-for-meeting/

Indicator
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Pattern Type

stix

Pattern

[url:value = 'http://103.2.232.82:8081/ISEPC-12-2023-Agenda-for-meeting/']

2ede282d20a990d26711aee02493f18cb6874422f8b6bce8b604a13ea32293cd

Description

TEL:Trojan:MSIL/AgentTesla.VPAIMTB SHA256 of 66a69bf967bb882e34b1c32081a9ccee

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'2ede282d20a990d26711aee02493f18ch6874422f8bb6bce8b604a13ea32293cd']

adminbr.in

Pattern Type

stix

Pattern

Indicator
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[domain-name:value = '‘adminbr.in']

adminsec.in

Pattern Type

stix

Pattern

[domain-name:value = 'adminsec.in']

admin-desk.in

Pattern Type

stix

Pattern

[domain-name:value = 'admin-desk.in']

2216b700f2fa595ca263722b23fe6e62e9e3fe4d93d683ce282568eec3hf084¢

Description

is__elf SHA256 of c86f9ef23b6bb200fc3c0d9d45f0eb4d

Pattern Type

Indicator
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stix

Pattern

[file:hashes!SHA-256' =
'2216b700f2fa595ca263722b23fe6e62e9e3fe4d93d683ce282568eec3bf084c']

coordbr.in

Pattern Type

stix

Pattern

[domain-name:value = 'coordbr.in']

eb86fc6758446bdfdb9da293b67b1¢33127464556e78d0451af658d96b0d85a4

Description

SHA256 of 9¢66f8c0c970822985600bed04e56434

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'eb86fc6758446bdfdb9da293b67b1¢33127464556e78d0451af658d96b0d85a4']

Indicator
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http://103.2.232.82:8081/Tri-Service-Exercise/Delegation_Saudi_Arabia.zip

Pattern Type

stix

Pattern

[url:value = 'http://103.2.232.82:8081/Tri-Service-Exercise/Delegation_Saudi_Arabia.zip']

7158dafa56c694de8ae4al1969cc8575ddc4374bb179f58769a23cch70186d072

Description

is__elf SHA256 of 248d4e6bb0f32afd7a1cfb975910235a

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'7158dafa56c694de8aes4a1969cc8575ddc4374bb179f58769a23cchb70186d072']

https://email9ov.in/VISIT_OF_MEDICAL

Description

Indicator
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SLF:Win32/LnkFileWithMshta.A

Pattern Type

stix

Pattern

[url:value = 'https://email9ov.in/VISIT_OF_MEDICAL']

http://indiauc.com/myf/test.php

Pattern Type

stix

Pattern

[url:value = 'http://indiauc.com/myf/test.php']

admincell.in

Pattern Type

stix

Pattern

[domain-name:value = '‘admincell.in']

Indicator
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http://134.209159.9/4200f0916f146d2ac5448e91a3afe1b3/ziputils-help

Pattern Type

stix

[url:value = 'http://134.209159.9/4200f0916f146d2ac5448e91a3afe1b3/ziputils-help']

Indicator
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Intrusion-Set

Transparent Tribe

[Transparent Tribe](https://attack.mitre.org/groups/G0134) is a suspected Pakistan-based
threat group that has been active since at least 2013, primarily targeting diplomatic,
defense, and research organizations in India and Afghanistan.(Citation: Proofpoint

Operation Transparent Tribe March 2016)(Citation: Kaspersky Transparent Tribe August
2020)(Citation: Talos Transparent Tribe May 2021)

Intrusion-Set
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India

Pakistan

Country
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ElizaRAT

Mythic Poseidon

Malware
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Domain-Name

admin-desk.in

adminbr.in

admindept.in

coordbr.in

adminsec.in

coordbranch.in

admin-dept.in

admindesk.in

admin-br.in

admincell.in

Domain-Name
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StixFile

2ede282d20a990d26711aee02493f18ch6874422f8b6hce8b604a13ea32293cd

7158dafab6c694de8ae4a1969cc8575ddc4374bb179f58769a23¢cch70186d072

eb86fc6758446bdfdb9da293b67b1¢33127464556e78d0451af658d96b0d85a4

2216b70012fa595ca263722b23fe6e62e9e3fe4d93d683ce282568eec3bf084¢
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https://admin-dept.in/approved_copy.pdf

http://134.209159.9/4200f0916f146d2ac5448e91a3afe1b3/ziputils-help

http://103.2.232.82:8081/Tri-Service-Exercise/Delegation_Saudi_Arabia.zip

http://64.227133.222 /zswap-xbusd

http://indiauc.com/myf/test.php

http://64.227138127/4200f0916f146d2ac5448e91a3afe1b3/pickle-help

http://103.2.232.82:8081/ISEPC-12-2023-Agenda-for-meeting/

https://email9ov.in/VISIT_OF_MEDICAL
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External References

https://otx.alienvault.com/pulse/65081462b23b4d1d7d561645

https://www.zscaler.com/blogs/security-research/peek-apt36-s-updated-arsenal
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