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Overview

Description 

ESET researchers have identified the operators of Spacecolon, a toolset used to deploy variants

of the Scarab ransomware, and its operators, in a blogpost published on 22 August 2023. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Indicator

Name

87.251.67.163 

Description

CC=PL ASN=AS208091 Xhost Internet Solutions Lp 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '87.251.67.163'] 

Name

185.170.144.190 

Description

CC=EE ASN=AS197414 Xhost Internet Solutions Lp 

Pattern Type

stix 

TLP:CLEAR
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Pattern

[ipv4-addr:value = '185.170.144.190'] 

Name

185.202.0.149 

Description

**ISP:** Internet Technologies LLC **OS:** None -------------------------- Hostnames:

-------------------------- Domains: -------------------------- Services: **8000:** ```

\x00[\x1f@\xb9\xca\x00\x95 ``` ------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '185.202.0.149'] 

Name

u.cbu.net 

Pattern Type

stix 

Pattern

[hostname:value = 'u.cbu.net'] 

Name

TLP:CLEAR
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up.awiki.org 

Pattern Type

stix 

Pattern

[hostname:value = 'up.awiki.org'] 

Name

f8890477e760cdb8f4a4fdbf8e8b5b1a224bc87046875b9ee17a9fcb93d2f118 

Description

stack_string SHA256 of 40b8af12ea6f89db6ed635037f468aadee7f4ca6 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'f8890477e760cdb8f4a4fdbf8e8b5b1a224bc87046875b9ee17a9fcb93d2f118'] 

Name

akamaicdnup.com 

Pattern Type

stix 
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Pattern

[domain-name:value = 'akamaicdnup.com'] 

Name

b.688.org 

Pattern Type

stix 

Pattern

[hostname:value = 'b.688.org'] 

Name

update.inet2.org 

Pattern Type

stix 

Pattern

[hostname:value = 'update.inet2.org'] 

Name

87.251.64.57 

Description

CC=RU ASN=AS197414 Xhost Internet Solutions Lp 
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Pattern Type

stix 

Pattern

[ipv4-addr:value = '87.251.64.57'] 

Name

update.cbu.net 

Pattern Type

stix 

Pattern

[hostname:value = 'update.cbu.net'] 

Name

193.149.185.23 

Description

CC=GB ASN=AS399629 BLNWX 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '193.149.185.23'] 

TLP:CLEAR

9 Indicator



Name

u.piii.net 

Pattern Type

stix 

Pattern

[hostname:value = 'u.piii.net'] 

Name

87.251.64.19 

Description

CC=RU ASN=AS197414 Xhost Internet Solutions Lp 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '87.251.64.19'] 

Name

ss.688.org 

Pattern Type

stix 
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Pattern

[hostname:value = 'ss.688.org'] 

Name

1HtkNb73kvUTz4KcHzztasbZVonWTYRfVx 

Pattern Type

stix 

Pattern

[cryptocurrency-wallet:value = '1HtkNb73kvUTz4KcHzztasbZVonWTYRfVx'] 

Name

86070a98e77b5209370b71dce0160f05a3b18ab106fc9073529869053bfe41f1 

Description

ALF:HeraklezEval:HackTool:Win32/ExtremeInjector SHA256 of

6700afb03934b01b0b2a9885799322307e3299d5 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'86070a98e77b5209370b71dce0160f05a3b18ab106fc9073529869053bfe41f1'] 

Name
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cdnupdate.net 

Pattern Type

stix 

Pattern

[domain-name:value = 'cdnupdate.net'] 

Name

de10011cb01de822d1ddbb069b04bc98a1ce081931f58c7e57bbd148b2356c78 

Description

Ransom:Win32/Pulobe.RB!MSR SHA256 of 8f1374d4d6cc2899da1251de0325a7095e719edc 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'de10011cb01de822d1ddbb069b04bc98a1ce081931f58c7e57bbd148b2356c78'] 

Name

sys.688.org 

Pattern Type

stix 
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Pattern

[hostname:value = 'sys.688.org'] 

Name

193.37.69.152 

Description

**ISP:** XHOST INTERNET SOLUTIONS LP **OS:** None -------------------------- Hostnames:

-------------------------- Domains: -------------------------- Services: **137:** ``` NetBIOS

Response: Server Name: WIN-9QKPJUD18L5 MAC Address: BC:30:5B:F8:C6:DC Names:

WIN-9QKPJUD18L5 <0x0> WORKGROUP <0x0> WIN-9QKPJUD18L5 <0x20> Additional

Interfaces: 100.200.50.1 ``` ------------------ **5357:** ``` HTTP/1.1 503 Service Unavailable

Content-Type: text/html; charset=us-ascii Server: Microsoft-HTTPAPI/2.0 Date: Thu, 04 May

2023 23:01:15 GMT Connection: close Content-Length: 326 ``` ------------------ **5985:** ```

HTTP/1.1 404 Not Found Content-Type: text/html; charset=us-ascii Server: Microsoft-

HTTPAPI/2.0 Date: Sun, 16 Apr 2023 14:56:47 GMT Connection: close Content-Length: 315

WinRM NTLM Info: OS: Windows 10/Windows Server 2022 OS Build: 10.0.20348 Target Name:

WIN-9QKPJUD18L5 NetBIOS Domain Name: WIN-9QKPJUD18L5 NetBIOS Computer Name:

WIN-9QKPJUD18L5 DNS Domain Name: WIN-9QKPJUD18L5 FQDN: WIN-9QKPJUD18L5 ```

------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '193.37.69.152'] 
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Malware

Name

CosmicBeetle 

Name

SpaceColon 

Name

Scarab 

TLP:CLEAR
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Sector

Name

Culture and entertainment 

Description

Public and private entities dealing with cultural, sport activities and entertainment. 

Name

Hospitality 

Description

Private entities offering to customers’ leisure activities and experiences. 

Name

Government and administrations 

Description

Civilian government institutions and administrations of the executive and legislative

branches. The diplomatic and judicial branches are not included. 

TLP:CLEAR
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Country

Name

Türkiye 

Name

Thailand 

Name

Mexico 

Name

Poland 

Name

Israel 

Name

Brazil 

TLP:CLEAR
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Attack-Pattern

Name

Active Scanning 

ID

T1595 

Description

Adversaries may execute active reconnaissance scans to gather information that can be

used during targeting. Active scans are those where the adversary probes victim

infrastructure via network traffic, as opposed to other forms of reconnaissance that do not

involve direct interaction. Adversaries may perform different forms of active scanning

depending on what information they seek to gather. These scans can also be performed in

various ways, including using native features of network protocols such as ICMP.(Citation:

Botnet Scan)(Citation: OWASP Fingerprinting) Information from these scans may reveal

opportunities for other forms of reconnaissance (ex: [Search Open Websites/Domains]

(https://attack.mitre.org/techniques/T1593) or [Search Open Technical Databases](https://

attack.mitre.org/techniques/T1596)), establishing operational resources (ex: [Develop

Capabilities](https://attack.mitre.org/techniques/T1587) or [Obtain Capabilities](https://

attack.mitre.org/techniques/T1588)), and/or initial access (ex: [External Remote Services]

(https://attack.mitre.org/techniques/T1133) or [Exploit Public-Facing Application](https://

attack.mitre.org/techniques/T1190)). 

Name

Disk Wipe 

TLP:CLEAR
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ID

T1561 

Description

Adversaries may wipe or corrupt raw disk data on specific systems or in large numbers in a

network to interrupt availability to system and network resources. With direct write access

to a disk, adversaries may attempt to overwrite portions of disk data. Adversaries may opt

to wipe arbitrary portions of disk data and/or wipe disk structures like the master boot

record (MBR). A complete wipe of all disk sectors may be attempted. To maximize impact

on the target organization in operations where network-wide availability interruption is

the goal, malware used for wiping disks may have worm-like features to propagate across

a network by leveraging additional techniques like [Valid Accounts](https://

attack.mitre.org/techniques/T1078), [OS Credential Dumping](https://attack.mitre.org/

techniques/T1003), and [SMB/Windows Admin Shares](https://attack.mitre.org/

techniques/T1021/002).(Citation: Novetta Blockbuster Destructive Malware) On network

devices, adversaries may wipe configuration files and other data from the device using

[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) commands such as

`erase`.(Citation: erase_cmd_cisco) 

Name

Develop Capabilities 

ID

T1587 

Description

Adversaries may build capabilities that can be used during targeting. Rather than

purchasing, freely downloading, or stealing capabilities, adversaries may develop their

own capabilities in-house. This is the process of identifying development requirements

and building solutions such as malware, exploits, and self-signed certificates. Adversaries

may develop capabilities to support their operations throughout numerous phases of the

adversary lifecycle.(Citation: Mandiant APT1)(Citation: Kaspersky Sofacy)(Citation:

Bitdefender StrongPity June 2020)(Citation: Talos Promethium June 2020) As with legitimate

development efforts, different skill sets may be required for developing capabilities. The

TLP:CLEAR
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skills needed may be located in-house, or may need to be contracted out. Use of a

contractor may be considered an extension of that adversary's development capabilities,

provided the adversary plays a role in shaping requirements and maintains a degree of

exclusivity to the capability. 

Name

Create Account 

ID

T1136 

Description

Adversaries may create an account to maintain access to victim systems. With a sufficient

level of access, creating such accounts may be used to establish secondary credentialed

access that do not require persistent remote access tools to be deployed on the system.

Accounts may be created on the local system or within a domain or cloud tenant. In cloud

environments, adversaries may create accounts that only have access to specific services,

which can reduce the chance of detection. 

Name

Acquire Infrastructure 

ID

T1583 

Description

Adversaries may buy, lease, or rent infrastructure that can be used during targeting. A wide

variety of infrastructure exists for hosting and orchestrating adversary operations.

Infrastructure solutions include physical or cloud servers, domains, and third-party web

services.(Citation: TrendmicroHideoutsLease) Additionally, botnets are available for rent or

purchase. Use of these infrastructure solutions allows adversaries to stage, launch, and

execute operations. Solutions may help adversary operations blend in with traffic that is

TLP:CLEAR
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seen as normal, such as contacting third-party web services or acquiring infrastructure to

support [Proxy](https://attack.mitre.org/techniques/T1090).(Citation:

amnesty_nso_pegasus) Depending on the implementation, adversaries may use

infrastructure that makes it difficult to physically tie back to them as well as utilize

infrastructure that can be rapidly provisioned, modified, and shut down. 

Name

System Shutdown/Reboot 

ID

T1529 

Description

Adversaries may shutdown/reboot systems to interrupt access to, or aid in the destruction

of, those systems. Operating systems may contain commands to initiate a shutdown/

reboot of a machine or network device. In some cases, these commands may also be used

to initiate a shutdown/reboot of a remote computer or network device via [Network Device

CLI](https://attack.mitre.org/techniques/T1059/008) (e.g. `reload`).(Citation: Microsoft

Shutdown Oct 2017)(Citation: alert_TA18_106A) Shutting down or rebooting systems may

disrupt access to computer resources for legitimate users while also impeding incident

response/recovery. Adversaries may attempt to shutdown/reboot a system after impacting

it in other ways, such as [Disk Structure Wipe](https://attack.mitre.org/techniques/

T1561/002) or [Inhibit System Recovery](https://attack.mitre.org/techniques/T1490), to

hasten the intended effects on system availability.(Citation: Talos Nyetya June 2017)

(Citation: Talos Olympic Destroyer 2018) 

Name

Create or Modify System Process 

ID

T1543 

Description

TLP:CLEAR
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Adversaries may create or modify system-level processes to repeatedly execute malicious

payloads as part of persistence. When operating systems boot up, they can start processes

that perform background system functions. On Windows and Linux, these system

processes are referred to as services.(Citation: TechNet Services) On macOS, launchd

processes known as [Launch Daemon](https://attack.mitre.org/techniques/T1543/004) and

[Launch Agent](https://attack.mitre.org/techniques/T1543/001) are run to finish system

initialization and load user specific parameters.(Citation: AppleDocs Launch Agent

Daemons) Adversaries may install new services, daemons, or agents that can be

configured to execute at startup or a repeatable interval in order to establish persistence.

Similarly, adversaries may modify existing services, daemons, or agents to achieve the

same effect. Services, daemons, or agents may be created with administrator privileges but

executed under root/SYSTEM privileges. Adversaries may leverage this functionality to

create or modify system processes in order to escalate privileges.(Citation: OSX Malware

Detection) 

Name

Trusted Developer Utilities Proxy Execution 

ID

T1127 

Description

Adversaries may take advantage of trusted developer utilities to proxy execution of

malicious payloads. There are many utilities used for software development related tasks

that can be used to execute code in various forms to assist in development, debugging,

and reverse engineering.(Citation: engima0x3 DNX Bypass)(Citation: engima0x3 RCSI

Bypass)(Citation: Exploit Monday WinDbg)(Citation: LOLBAS Tracker) These utilities may

often be signed with legitimate certificates that allow them to execute on a system and

proxy execution of malicious code through a trusted process that effectively bypasses

application control solutions. 

Name

Data Encoding 

TLP:CLEAR
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ID

T1132 

Description

Adversaries may encode data to make the content of command and control traffic more

difficult to detect. Command and control (C2) information can be encoded using a

standard data encoding system. Use of data encoding may adhere to existing protocol

specifications and includes use of ASCII, Unicode, Base64, MIME, or other binary-to-text

and character encoding systems.(Citation: Wikipedia Binary-to-text Encoding) (Citation:

Wikipedia Character Encoding) Some data encoding systems may also result in data

compression, such as gzip. 

Name

Data Destruction 

ID

T1485 

Description

Adversaries may destroy data and files on specific systems or in large numbers on a

network to interrupt availability to systems, services, and network resources. Data

destruction is likely to render stored data irrecoverable by forensic techniques through

overwriting files or data on local and remote drives.(Citation: Symantec Shamoon 2012)

(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:

Kaspersky StoneDrill 2017)(Citation: Unit 42 Shamoon3 2018)(Citation: Talos Olympic

Destroyer 2018) Common operating system file deletion commands such as `del` and `rm`

often only remove pointers to files without wiping the contents of the files themselves,

making the files recoverable by proper forensic methodology. This behavior is distinct

from [Disk Content Wipe](https://attack.mitre.org/techniques/T1561/001) and [Disk

Structure Wipe](https://attack.mitre.org/techniques/T1561/002) because individual files

are destroyed rather than sections of a storage disk or the disk's logical structure.

Adversaries may attempt to overwrite files and directories with randomly generated data

to make it irrecoverable.(Citation: Kaspersky StoneDrill 2017)(Citation: Unit 42 Shamoon3

2018) In some cases politically oriented image files have been used to overwrite data.
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(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:

Kaspersky StoneDrill 2017) To maximize impact on the target organization in operations

where network-wide availability interruption is the goal, malware designed for destroying

data may have worm-like features to propagate across a network by leveraging additional

techniques like [Valid Accounts](https://attack.mitre.org/techniques/T1078), [OS Credential

Dumping](https://attack.mitre.org/techniques/T1003), and [SMB/Windows Admin Shares]

(https://attack.mitre.org/techniques/T1021/002).(Citation: Symantec Shamoon 2012)

(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:

Kaspersky StoneDrill 2017)(Citation: Talos Olympic Destroyer 2018). In cloud environments,

adversaries may leverage access to delete cloud storage, cloud storage accounts, machine

images, and other infrastructure crucial to operations to damage an organization or their

customers.(Citation: Data Destruction - Threat Post)(Citation: DOJ - Cisco Insider) 

Name

Subvert Trust Controls 

ID

T1553 

Description

Adversaries may undermine security controls that will either warn users of untrusted

activity or prevent execution of untrusted programs. Operating systems and security

products may contain mechanisms to identify programs or websites as possessing some

level of trust. Examples of such features would include a program being allowed to run

because it is signed by a valid code signing certificate, a program prompting the user with

a warning because it has an attribute set from being downloaded from the Internet, or

getting an indication that you are about to connect to an untrusted site. Adversaries may

attempt to subvert these trust mechanisms. The method adversaries use will depend on

the specific mechanism they seek to subvert. Adversaries may conduct [File and Directory

Permissions Modification](https://attack.mitre.org/techniques/T1222) or [Modify Registry]

(https://attack.mitre.org/techniques/T1112) in support of subverting these controls.

(Citation: SpectorOps Subverting Trust Sept 2017) Adversaries may also create or steal code

signing certificates to acquire trust on target systems.(Citation: Securelist Digital

Certificates)(Citation: Symantec Digital Certificates) 

Name
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External Remote Services 

ID

T1133 

Description

Adversaries may leverage external-facing remote services to initially access and/or persist

within a network. Remote services such as VPNs, Citrix, and other access mechanisms

allow users to connect to internal enterprise network resources from external locations.

There are often remote service gateways that manage connections and credential

authentication for these services. Services such as [Windows Remote Management]

(https://attack.mitre.org/techniques/T1021/006) and [VNC](https://attack.mitre.org/

techniques/T1021/005) can also be used externally.(Citation: MacOS VNC software for

Remote Desktop) Access to [Valid Accounts](https://attack.mitre.org/techniques/T1078) to

use the service is often a requirement, which could be obtained through credential

pharming or by obtaining the credentials from users after compromising the enterprise

network.(Citation: Volexity Virtual Private Keylogging) Access to remote services may be

used as a redundant or persistent access mechanism during an operation. Access may also

be gained through an exposed service that doesn’t require authentication. In

containerized environments, this may include an exposed Docker API, Kubernetes API

server, kubelet, or web application such as the Kubernetes dashboard.(Citation: Trend

Micro Exposed Docker Server)(Citation: Unit 42 Hildegard Malware) 

Name

Brute Force 

ID

T1110 

Description

Adversaries may use brute force techniques to gain access to accounts when passwords

are unknown or when password hashes are obtained. Without knowledge of the password

for an account or set of accounts, an adversary may systematically guess the password
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using a repetitive or iterative mechanism. Brute forcing passwords can take place via

interaction with a service that will check the validity of those credentials or offline against

previously acquired credential data, such as password hashes. Brute forcing credentials

may take place at various points during a breach. For example, adversaries may attempt to

brute force access to [Valid Accounts](https://attack.mitre.org/techniques/T1078) within a

victim environment leveraging knowledge gathered from other post-compromise

behaviors such as [OS Credential Dumping](https://attack.mitre.org/techniques/T1003),

[Account Discovery](https://attack.mitre.org/techniques/T1087), or [Password Policy

Discovery](https://attack.mitre.org/techniques/T1201). Adversaries may also combine brute

forcing activity with behaviors such as [External Remote Services](https://attack.mitre.org/

techniques/T1133) as part of Initial Access. 

Name

Non-Standard Port 

ID

T1571 

Description

Adversaries may communicate using a protocol and port pairing that are typically not

associated. For example, HTTPS over port 8088(Citation: Symantec Elfin Mar 2019) or port

587(Citation: Fortinet Agent Tesla April 2018) as opposed to the traditional port 443.

Adversaries may make changes to the standard port used by a protocol to bypass filtering

or muddle analysis/parsing of network data. Adversaries may also make changes to victim

systems to abuse non-standard ports. For example, Registry keys and other configuration

settings can be used to modify protocol and port pairings.(Citation:

change_rdp_port_conti) 

Name

Clipboard Data 

ID

T1115 
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Description

Adversaries may collect data stored in the clipboard from users copying information

within or between applications. For example, on Windows adversaries can access clipboard

data by using `clip.exe` or `Get-Clipboard`.(Citation: MSDN Clipboard)(Citation:

clip_win_server)(Citation: CISA_AA21_200B) Additionally, adversaries may monitor then

replace users’ clipboard with their data (e.g., [Transmitted Data Manipulation](https://

attack.mitre.org/techniques/T1565/002)).(Citation: mining_ruby_reversinglabs) macOS and

Linux also have commands, such as `pbpaste`, to grab clipboard contents.(Citation:

Operating with EmPyre) 

Name

Encrypted Channel 

ID

T1573 

Description

Adversaries may employ a known encryption algorithm to conceal command and control

traffic rather than relying on any inherent protections provided by a communication

protocol. Despite the use of a secure algorithm, these implementations may be vulnerable

to reverse engineering if secret keys are encoded and/or generated within malware

samples/configuration files. 

Name

Valid Accounts 

ID

T1078 

Description
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Adversaries may obtain and abuse credentials of existing accounts as a means of gaining

Initial Access, Persistence, Privilege Escalation, or Defense Evasion. Compromised

credentials may be used to bypass access controls placed on various resources on systems

within the network and may even be used for persistent access to remote systems and

externally available services, such as VPNs, Outlook Web Access, network devices, and

remote desktop.(Citation: volexity_0day_sophos_FW) Compromised credentials may also

grant an adversary increased privilege to specific systems or access to restricted areas of

the network. Adversaries may choose not to use malware or tools in conjunction with the

legitimate access those credentials provide to make it harder to detect their presence. In

some cases, adversaries may abuse inactive accounts: for example, those belonging to

individuals who are no longer part of an organization. Using these accounts may allow the

adversary to evade detection, as the original account user will not be present to identify

any anomalous activity taking place on their account.(Citation: CISA MFA PrintNightmare)

The overlap of permissions for local, domain, and cloud accounts across a network of

systems is of concern because the adversary may be able to pivot across accounts and

systems to reach a high level of access (i.e., domain or enterprise administrator) to bypass

access controls set within the enterprise.(Citation: TechNet Credential Theft) 

Name

System Time Discovery 

ID

T1124 

Description

An adversary may gather the system time and/or time zone from a local or remote system.

The system time is set and stored by the Windows Time Service within a domain to

maintain time synchronization between systems and services in an enterprise network.

(Citation: MSDN System Time)(Citation: Technet Windows Time Service) System time

information may be gathered in a number of ways, such as with [Net](https://

attack.mitre.org/software/S0039) on Windows by performing `net time \\hostname` to

gather the system time on a remote system. The victim's time zone may also be inferred

from the current system time or gathered by using `w32tm /tz`.(Citation: Technet Windows

Time Service) On network devices, [Network Device CLI](https://attack.mitre.org/

techniques/T1059/008) commands such as `show clock detail` can be used to see the

current time configuration.(Citation: show_clock_detail_cisco_cmd) This information could

be useful for performing other techniques, such as executing a file with a [Scheduled
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Task/Job](https://attack.mitre.org/techniques/T1053)(Citation: RSA EU12 They're Inside), or

to discover locality information based on time zone to assist in victim targeting (i.e.

[System Location Discovery](https://attack.mitre.org/techniques/T1614)). Adversaries may

also use knowledge of system time as part of a time bomb, or delaying execution until a

specified date/time.(Citation: AnyRun TimeBomb) 

Name

OS Credential Dumping 

ID

T1003 

Description

Adversaries may attempt to dump credentials to obtain account login and credential

material, normally in the form of a hash or a clear text password, from the operating

system and software. Credentials can then be used to perform [Lateral Movement](https://

attack.mitre.org/tactics/TA0008) and access restricted information. Several of the tools

mentioned in associated sub-techniques may be used by both adversaries and

professional security testers. Additional custom tools likely exist as well. 

Name

Boot or Logon Autostart Execution 

ID

T1547 

Description

Adversaries may configure system settings to automatically execute a program during

system boot or logon to maintain persistence or gain higher-level privileges on

compromised systems. Operating systems may have mechanisms for automatically

running a program on system boot or account logon.(Citation: Microsoft Run Key)(Citation:

MSDN Authentication Packages)(Citation: Microsoft TimeProvider)(Citation: Cylance Reg
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Persistence Sept 2013)(Citation: Linux Kernel Programming) These mechanisms may

include automatically executing programs that are placed in specially designated

directories or are referenced by repositories that store configuration information, such as

the Windows Registry. An adversary may achieve the same goal by modifying or extending

features of the kernel. Since some boot or logon autostart programs run with higher

privileges, an adversary may leverage these to elevate privileges. 

Name

Masquerading 

ID

T1036 

Description

Adversaries may attempt to manipulate features of their artifacts to make them appear

legitimate or benign to users and/or security tools. Masquerading occurs when the name

or location of an object, legitimate or malicious, is manipulated or abused for the sake of

evading defenses and observation. This may include manipulating file metadata, tricking

users into misidentifying the file type, and giving legitimate task or service names.

Renaming abusable system utilities to evade security monitoring is also a form of

[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site) 

Name

Scheduled Task/Job 

ID

T1053 

Description

Adversaries may abuse task scheduling functionality to facilitate initial or recurring

execution of malicious code. Utilities exist within all major operating systems to schedule

programs or scripts to be executed at a specified date and time. A task can also be
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scheduled on a remote system, provided the proper authentication is met (ex: RPC and file

and printer sharing in Windows environments). Scheduling a task on a remote system

typically may require being a member of an admin or otherwise privileged group on the

remote system.(Citation: TechNet Task Scheduler Security) Adversaries may use task

scheduling to execute programs at system startup or on a scheduled basis for persistence.

These mechanisms can also be abused to run a process under the context of a specified

account (such as one with elevated permissions/privileges). Similar to [System Binary

Proxy Execution](https://attack.mitre.org/techniques/T1218), adversaries have also abused

task scheduling to potentially mask one-time execution under a trusted system process.

(Citation: ProofPoint Serpent) 

Name

Indicator Removal 

ID

T1070 

Description

Adversaries may delete or modify artifacts generated within systems to remove evidence

of their presence or hinder defenses. Various artifacts may be created by an adversary or

something that can be attributed to an adversary’s actions. Typically these artifacts are

used as defensive indicators related to monitored events, such as strings from

downloaded files, logs that are generated from user actions, and other data analyzed by

defenders. Location, format, and type of artifact (such as command or login history) are

often specific to each platform. Removal of these indicators may interfere with event

collection, reporting, or other processes used to detect intrusion activity. This may

compromise the integrity of security solutions by causing notable events to go unreported.

This activity may also impede forensic analysis and incident response, due to lack of

sufficient data to determine what occurred. 

Name

Phishing 

ID
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T1566 

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of

phishing are electronically delivered social engineering. Phishing can be targeted, known

as spearphishing. In spearphishing, a specific individual, company, or industry will be

targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,

such as in mass malware spam campaigns. Adversaries may send victims emails

containing malicious attachments or links, typically to execute malicious code on victim

systems. Phishing may also be conducted via third-party services, like social media

platforms. Phishing may also involve social engineering techniques, such as posing as a

trusted source, as well as evasive techniques such as removing or manipulating emails or

metadata/headers from compromised accounts being abused to send messages (e.g.,

[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft

OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to

accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the

sender which can be used to fool both the human recipient as well as automated security

tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages

that instruct them to call a phone number where they are directed to visit a malicious URL,

download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and

Management Software) or install adversary-accessible remote management tools onto

their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:

Unit42 Luna Moth) 

Name

Inhibit System Recovery 

ID

T1490 

Description

Adversaries may delete or remove built-in data and turn off services designed to aid in the

recovery of a corrupted system to prevent recovery.(Citation: Talos Olympic Destroyer 2018)

(Citation: FireEye WannaCry 2017) This may deny access to available backups and recovery

options. Operating systems may contain features that can help fix corrupted systems, such
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as a backup catalog, volume shadow copies, and automatic repair features. Adversaries

may disable or delete system recovery features to augment the effects of [Data

Destruction](https://attack.mitre.org/techniques/T1485) and [Data Encrypted for Impact]

(https://attack.mitre.org/techniques/T1486).(Citation: Talos Olympic Destroyer 2018)

(Citation: FireEye WannaCry 2017) Furthermore, adversaries may disable recovery

notifications, then corrupt backups.(Citation: disable_notif_synology_ransom) A number of

native Windows utilities have been used by adversaries to disable or delete system

recovery features: * `vssadmin.exe` can be used to delete all volume shadow copies on a

system - `vssadmin.exe delete shadows /all /quiet` * [Windows Management

Instrumentation](https://attack.mitre.org/techniques/T1047) can be used to delete volume

shadow copies - `wmic shadowcopy delete` * `wbadmin.exe` can be used to delete the

Windows Backup Catalog - `wbadmin.exe delete catalog -quiet` * `bcdedit.exe` can be used

to disable automatic Windows recovery features by modifying boot configuration data -

`bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default}

recoveryenabled no` * `REAgentC.exe` can be used to disable Windows Recovery

Environment (WinRE) repair/recovery options of an infected system On network devices,

adversaries may leverage [Disk Wipe](https://attack.mitre.org/techniques/T1561) to delete

backup firmware images and reformat the file system, then [System Shutdown/Reboot]

(https://attack.mitre.org/techniques/T1529) to reload the device. Together this activity may

leave network devices completely inoperable and inhibit recovery operations. Adversaries

may also delete “online” backups that are connected to their network – whether via

network storage media or through folders that sync to cloud services.(Citation: ZDNet

Ransomware Backups 2020) In cloud environments, adversaries may disable versioning

and backup policies and delete snapshots, machine images, and prior versions of objects

designed to be used in disaster recovery scenarios.(Citation: Dark Reading Code Spaces

Cyber Attack)(Citation: Rhino Security Labs AWS S3 Ransomware) 

Name

Proxy 

ID

T1090 

Description

Adversaries may use a connection proxy to direct network traffic between systems or act

as an intermediary for network communications to a command and control server to avoid

direct connections to their infrastructure. Many tools exist that enable traffic redirection

through proxies or port redirection, including [HTRAN](https://attack.mitre.org/software/
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S0040), ZXProxy, and ZXPortMap. (Citation: Trend Micro APT Attack Tools) Adversaries use

these types of proxies to manage command and control communications, reduce the

number of simultaneous outbound network connections, provide resiliency in the face of

connection loss, or to ride over existing trusted communications paths between victims to

avoid suspicion. Adversaries may chain together multiple proxies to further disguise the

source of malicious traffic. Adversaries can also take advantage of routing schemes in

Content Delivery Networks (CDNs) to proxy command and control traffic. 

Name

Impair Defenses 

ID

T1562 

Description

Adversaries may maliciously modify components of a victim environment in order to

hinder or disable defensive mechanisms. This not only involves impairing preventative

defenses, such as firewalls and anti-virus, but also detection capabilities that defenders

can use to audit activity and identify malicious behavior. This may also span both native

defenses as well as supplemental capabilities installed by users and administrators.

Adversaries may also impair routine operations that contribute to defensive hygiene, such

as blocking users from logging out of a computer or stopping it from being shut down.

These restrictions can further enable malicious operations as well as the continued

propagation of incidents.(Citation: Emotet shutdown) Adversaries could also target event

aggregation and analysis mechanisms, or otherwise disrupt these procedures by altering

other system components. 

Name

System Network Configuration Discovery 

ID

T1016 
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Description

Adversaries may look for details about the network configuration and settings, such as IP

and/or MAC addresses, of systems they access or through information discovery of remote

systems. Several operating system administration utilities exist that can be used to gather

this information. Examples include [Arp](https://attack.mitre.org/software/S0099),

[ipconfig](https://attack.mitre.org/software/S0100)/[ifconfig](https://attack.mitre.org/

software/S0101), [nbtstat](https://attack.mitre.org/software/S0102), and [route](https://

attack.mitre.org/software/S0103). Adversaries may also leverage a [Network Device CLI]

(https://attack.mitre.org/techniques/T1059/008) on network devices to gather information

about configurations and settings, such as IP addresses of configured interfaces and

static/dynamic routes (e.g. `show ip route`, `show ip interface`).(Citation: US-CERT-

TA18-106A)(Citation: Mandiant APT41 Global Intrusion ) Adversaries may use the information

from [System Network Configuration Discovery](https://attack.mitre.org/techniques/T1016)

during automated discovery to shape follow-on behaviors, including determining certain

access within the target network and what actions to do next. 

Name

Data Encrypted for Impact 

ID

T1486 

Description

Adversaries may encrypt data on target systems or on large numbers of systems in a

network to interrupt availability to system and network resources. They can attempt to

render stored data inaccessible by encrypting files or data on local and remote drives and

withholding access to a decryption key. This may be done in order to extract monetary

compensation from a victim in exchange for decryption or a decryption key (ransomware)

or to render data permanently inaccessible in cases where the key is not saved or

transmitted.(Citation: US-CERT Ransomware 2016)(Citation: FireEye WannaCry 2017)(Citation:

US-CERT NotPetya 2017)(Citation: US-CERT SamSam 2018) In the case of ransomware, it is

typical that common user files like Office documents, PDFs, images, videos, audio, text, and

source code files will be encrypted (and often renamed and/or tagged with specific file

markers). Adversaries may need to first employ other behaviors, such as [File and Directory

Permissions Modification](https://attack.mitre.org/techniques/T1222) or [System

Shutdown/Reboot](https://attack.mitre.org/techniques/T1529), in order to unlock and/or
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gain access to manipulate these files.(Citation: CarbonBlack Conti July 2020) In some cases,

adversaries may encrypt critical system files, disk partitions, and the MBR.(Citation: US-

CERT NotPetya 2017) To maximize impact on the target organization, malware designed for

encrypting data may have worm-like features to propagate across a network by leveraging

other attack techniques like [Valid Accounts](https://attack.mitre.org/techniques/T1078),

[OS Credential Dumping](https://attack.mitre.org/techniques/T1003), and [SMB/Windows

Admin Shares](https://attack.mitre.org/techniques/T1021/002).(Citation: FireEye WannaCry

2017)(Citation: US-CERT NotPetya 2017) Encryption malware may also leverage [Internal

Defacement](https://attack.mitre.org/techniques/T1491/001), such as changing victim

wallpapers, or otherwise intimidate victims by sending ransom notes or other messages to

connected printers (known as "print bombing").(Citation: NHS Digital Egregor Nov 2020) In

cloud environments, storage objects within compromised accounts may also be encrypted.

(Citation: Rhino S3 Ransomware Part 1) 

Name

Native API 

ID

T1106 

Description

Adversaries may interact with the native OS application programming interface (API) to

execute behaviors. Native APIs provide a controlled means of calling low-level OS services

within the kernel, such as those involving hardware/devices, memory, and processes.

(Citation: NT API Windows)(Citation: Linux Kernel API) These native APIs are leveraged by

the OS during system boot (when other system components are not yet initialized) as well

as carrying out tasks and requests during routine operations. Native API functions (such as

`NtCreateProcess`) may be directed invoked via system calls / syscalls, but these features

are also often exposed to user-mode applications via interfaces and libraries.(Citation:

OutFlank System Calls)(Citation: CyberBit System Calls)(Citation: MDSec System Calls) For

example, functions such as the Windows API `CreateProcess()` or GNU `fork()` will allow

programs and scripts to start other processes.(Citation: Microsoft CreateProcess)(Citation:

GNU Fork) This may allow API callers to execute a binary, run a CLI command, load

modules, etc. as thousands of similar API functions exist for various system operations.

(Citation: Microsoft Win32)(Citation: LIBC)(Citation: GLIBC) Higher level software

frameworks, such as Microsoft .NET and macOS Cocoa, are also available to interact with

native APIs. These frameworks typically provide language wrappers/abstractions to API

functionalities and are designed for ease-of-use/portability of code.(Citation: Microsoft
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NET)(Citation: Apple Core Services)(Citation: MACOS Cocoa)(Citation: macOS Foundation)

Adversaries may abuse these OS API functions as a means of executing behaviors. Similar

to [Command and Scripting Interpreter](https://attack.mitre.org/techniques/T1059), the

native API and its hierarchy of interfaces provide mechanisms to interact with and utilize

various components of a victimized system. While invoking API functions, adversaries may

also attempt to bypass defensive tools (ex: unhooking monitored functions via [Disable or

Modify Tools](https://attack.mitre.org/techniques/T1562/001)). 

Name

Archive Collected Data 

ID

T1560 

Description

An adversary may compress and/or encrypt data that is collected prior to exfiltration.

Compressing the data can help to obfuscate the collected data and minimize the amount

of data sent over the network. Encryption can be used to hide information that is being

exfiltrated from detection or make exfiltration less conspicuous upon inspection by a

defender. Both compression and encryption are done prior to exfiltration, and can be

performed using a utility, 3rd party library, or custom method. 

Name

Obfuscated Files or Information 

ID

T1027 

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to
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evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or

Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to

open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name

Exploit Public-Facing Application 

ID

T1190 

Description

Adversaries may attempt to exploit a weakness in an Internet-facing host or system to

initially access a network. The weakness in the system can be a software bug, a temporary

glitch, or a misconfiguration. Exploited applications are often websites/web servers, but

can also include databases (like SQL), standard services (like SMB or SSH), network device

administration and management protocols (like SNMP and Smart Install), and any other

system with Internet accessible open sockets.(Citation: NVD CVE-2016-6662)(Citation: CIS

Multiple SMB Vulnerabilities)(Citation: US-CERT TA18-106A Network Infrastructure Devices

2018)(Citation: Cisco Blog Legacy Device Attacks)(Citation: NVD CVE-2014-7169) Depending

on the flaw being exploited this may also involve [Exploitation for Defense Evasion]

(https://attack.mitre.org/techniques/T1211). If an application is hosted on cloud-based

infrastructure and/or is containerized, then exploiting it may lead to compromise of the

underlying instance or container. This can allow an adversary a path to access the cloud or
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container APIs, exploit container host access via [Escape to Host](https://attack.mitre.org/

techniques/T1611), or take advantage of weak identity and access management policies.

Adversaries may also exploit edge network infrastructure and related appliances,

specifically targeting devices that do not support robust host-based defenses.(Citation:

Mandiant Fortinet Zero Day)(Citation: Wired Russia Cyberwar) For websites and databases,

the OWASP top 10 and CWE top 25 highlight the most common web-based vulnerabilities.

(Citation: OWASP Top 10)(Citation: CWE top 25) 

Name

Ingress Tool Transfer 

ID

T1105 

Description

Adversaries may transfer tools or other files from an external system into a compromised

environment. Tools or files may be copied from an external adversary-controlled system to

the victim network through the command and control channel or through alternate

protocols such as [ftp](https://attack.mitre.org/software/S0095). Once present, adversaries

may also transfer/spread tools between victim devices within a compromised environment

(i.e. [Lateral Tool Transfer](https://attack.mitre.org/techniques/T1570)). Files can also be

transferred using various [Web Service](https://attack.mitre.org/techniques/T1102)s as well

as native or otherwise present tools on the victim system.(Citation: PTSecurity Cobalt Dec

2016) On Windows, adversaries may use various utilities to download tools, such as `copy`,

`finger`, [certutil](https://attack.mitre.org/software/S0160), and [PowerShell](https://

attack.mitre.org/techniques/T1059/001) commands such as `IEX(New-Object

Net.WebClient).downloadString()` and `Invoke-WebRequest`. On Linux and macOS systems,

a variety of utilities also exist, such as `curl`, `scp`, `sftp`, `tftp`, `rsync`, `finger`, and `wget`.

(Citation: t1105_lolbas) 

Name

Non-Application Layer Protocol 

ID
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T1095 

Description

Adversaries may use an OSI non-application layer protocol for communication between

host and C2 server or among infected hosts within a network. The list of possible protocols

is extensive.(Citation: Wikipedia OSI) Specific examples include use of network layer

protocols, such as the Internet Control Message Protocol (ICMP), transport layer protocols,

such as the User Datagram Protocol (UDP), session layer protocols, such as Socket Secure

(SOCKS), as well as redirected/tunneled protocols, such as Serial over LAN (SOL). ICMP

communication between hosts is one example.(Citation: Cisco Synful Knock Evolution)

Because ICMP is part of the Internet Protocol Suite, it is required to be implemented by all

IP-compatible hosts.(Citation: Microsoft ICMP) However, it is not as commonly monitored

as other Internet Protocols such as TCP or UDP and may be used by adversaries to hide

communications. 

Name

Command and Scripting Interpreter 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer

systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://
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attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.

(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 

Name

Application Layer Protocol 

ID

T1071 

Description

Adversaries may communicate using OSI application layer protocols to avoid detection/

network filtering by blending in with existing traffic. Commands to the remote system, and

often the results of those commands, will be embedded within the protocol traffic

between the client and server. Adversaries may utilize many different protocols, including

those used for web browsing, transferring files, electronic mail, or DNS. For connections

that occur internally within an enclave (such as those between a proxy or pivot node and

other nodes), commonly used protocols are SMB, SSH, or RDP. 

Name

Deobfuscate/Decode Files or Information 

ID

T1140 

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/

techniques/T1027) to hide artifacts of an intrusion from analysis. They may require

separate mechanisms to decode or deobfuscate that information depending on how they
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intend to use it. Methods for doing that include built-in functionality of malware or by

using utilities present on the system. One such example is the use of [certutil](https://

attack.mitre.org/software/S0160) to decode a remote access tool portable executable file

that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack

against Saudi Arabia) Another example is using the Windows `copy /b` command to

reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation

Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or

decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user

may also be required to input a password to open a password protected compressed/

encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November

2016) 

Name

System Binary Proxy Execution 

ID

T1218 

Description

Adversaries may bypass process and/or signature-based defenses by proxying execution

of malicious content with signed, or otherwise trusted, binaries. Binaries used in this

technique are often Microsoft-signed files, indicating that they have been either

downloaded from Microsoft or are already native in the operating system.(Citation: LOLBAS

Project) Binaries signed with trusted digital certificates can typically execute on Windows

systems protected by digital signature validation. Several Microsoft signed binaries that

are default on Windows installations can be used to proxy execution of other files or

commands. Similarly, on Linux systems adversaries may abuse trusted binaries such as

`split` to proxy execution of malicious commands.(Citation: split man page)(Citation: GTFO

split) 

Name

System Information Discovery 

ID
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T1082 

Description

An adversary may attempt to get detailed information about the operating system and

hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries

may use the information from [System Information Discovery](https://attack.mitre.org/

techniques/T1082) during automated discovery to shape follow-on behaviors, including

whether or not the adversary fully infects the target and/or attempts specific actions.

Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather

detailed system information. If running with privileged access, a breakdown of system data

can be gathered through the `systemsetup` configuration tool on macOS. As an example,

adversaries with user-level access can execute the `df -aH` command to obtain currently

mounted disks and associated freely available space. Adversaries may also leverage a

[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices

to gather detailed system information (e.g. `show version`).(Citation: US-CERT-TA18-106A)

[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with

information gathered from other forms of discovery and reconnaissance can drive payload

development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools

and Techniques) Infrastructure as a Service (IaaS) cloud providers such as AWS, GCP, and

Azure allow access to instance and virtual machine information via APIs. Successful

authenticated API calls can return data such as the operating system platform and status

of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe

Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API) 

Name

Exfiltration Over C2 Channel 

ID

T1041 

Description

Adversaries may steal data by exfiltrating it over an existing command and control

channel. Stolen data is encoded into the normal communications channel using the same

protocol as command and control communications. 
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Cryptocurrency-Wallet

Value

1HtkNb73kvUTz4KcHzztasbZVonWTYRfVx 
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Domain-Name

Value

akamaicdnup.com 

cdnupdate.net 
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StixFile

Value

f8890477e760cdb8f4a4fdbf8e8b5b1a224bc87046875b9ee17a9fcb93d2f118 

de10011cb01de822d1ddbb069b04bc98a1ce081931f58c7e57bbd148b2356c78 

86070a98e77b5209370b71dce0160f05a3b18ab106fc9073529869053bfe41f1 
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Hostname

Value

up.awiki.org 

u.piii.net 

update.inet2.org 

u.cbu.net 

sys.688.org 

update.cbu.net 

b.688.org 

ss.688.org 
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IPv4-Addr

Value

87.251.64.57 

185.202.0.149 

87.251.64.19 

193.149.185.23 

185.170.144.190 

87.251.67.163 

193.37.69.152 
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External References

• https://otx.alienvault.com/pulse/64e62628ed1119d03d3db75a

• https://www.welivesecurity.com/en/eset-research/scarabs-colon-izing-vulnerable-servers/
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