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Overview

Description

Strategically dipping into code from well-known ransomware families such as Conti, Babuk, or
Lockbit, ransomware operators are reusing and modifying codebases to create novel attack
techniques. As more cases of this come to light, it is critical for security teams to stay vigilant
and adaptive in their defenses.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Indicator

f1e2a7f5fdb6ee0c21928b1caebe66724c4537052f8676feeaal8e84cf3c0c663

Description

is__elf SHA256 of 0144800f67ef22f25f710d181954869f1d11d471

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'f1e2a7f5fd6ee0c21928b1caebe66724c4537052f8676feeaal8e84cf3c0c663']

n Indicator
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Healthcare services

Description

Hospitals and other direct medical practice activities.

Manufacturing

Description

Private entities transforming and selling goods, products and equipment which are not
included in other activity sectors.

Finance

Description

Public and private entities involved in the allocation of assets and liabilities over space
and time.

Sector
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Attack-Pattern

11022

T1022

Browser Extensions

T1176

Description

Adversaries may abuse Internet browser extensions to establish persistent access to victim
systems. Browser extensions or plugins are small programs that can add functionality and
customize aspects of Internet browsers. They can be installed directly or through a
browser's app store and generally have access and permissions to everything that the
browser can access.(Citation: Wikipedia Browser Extension)(Citation: Chrome Extensions
Definition) Malicious extensions can be installed into a browser through malicious app
store downloads masquerading as legitimate extensions, through social engineering, or by
an adversary that has already compromised a system. Security can be limited on browser
app stores so it may not be difficult for malicious extensions to defeat automated
scanners.(Citation: Malicious Chrome Extension Numbers) Depending on the browser,
adversaries may also manipulate an extension's update url to install updates from an

n Attack-Pattern
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adversary controlled server or manipulate the mobile configuration file to silently install
additional extensions. Previous to macOS 11, adversaries could silently install browser
extensions via the command line using the profiles tool to install malicious
“.mobileconfig files. In macOS 11+, the use of the profiles tool can no longer install
configuration profiles, however ~mobileconfig files can be planted and installed with user
interaction.(Citation: xorrior chrome extensions macOS) Once the extension is installed, it
can browse to websites in the background, steal all information that a user enters into a
browser (including credentials), and be used as an installer for a RAT for persistence.
(Citation: Chrome Extension Crypto Miner)(Citation: ICEBRG Chrome Extensions)(Citation:
Banker Google Chrome Extension Steals Creds)(Citation: Catch All Chrome Extension) There
have also been instances of botnets using a persistent backdoor through malicious
Chrome extensions.(Citation: Stantinko Botnet) There have also been similar examples of
extensions being used for command & control.(Citation: Chrome Extension C2 Malware)

Exploit Public-Facing Application

11190

Description

Adversaries may attempt to exploit a weakness in an Internet-facing host or system to
initially access a network. The weakness in the system can be a software bug, a temporary
glitch, or a misconfiguration. Exploited applications are often websites/web servers, but
can also include databases (like SQL), standard services (like SMB or SSH), network device
administration and management protocols (like SNMP and Smart Install), and any other
system with Internet accessible open sockets.(Citation: NVD CVE-2016-6662)(Citation: CIS
Multiple SMB Vulnerabilities)(Citation: US-CERT TA18-106A Network Infrastructure Devices
2018)(Citation: Cisco Blog Legacy Device Attacks)(Citation: NVD CVE-2014-7169) Depending
on the flaw being exploited this may also involve [Exploitation for Defense Evasion]
(https://attack.mitre.org/techniques/T1211). If an application is hosted on cloud-based
infrastructure and/or is containerized, then exploiting it may lead to compromise of the
underlying instance or container. This can allow an adversary a path to access the cloud or
container APIs, exploit container host access via [Escape to Host](https://attack.mitre.org/
techniques/T1611), or take advantage of weak identity and access management policies.
Adversaries may also exploit edge network infrastructure and related appliances,
specifically targeting devices that do not support robust host-based defenses.(Citation:
Mandiant Fortinet Zero Day)(Citation: Wired Russia Cyberwar) For websites and databases,
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the OWASP top 10 and CWE top 25 highlight the most common web-based vulnerabilities.
(Citation: OWASP Top 10)(Citation: CWE top 25)

Command and Scripting Interpreter

T1059

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or
binaries. These interfaces and languages provide ways of interacting with computer
systems and are a common feature across many different platforms. Most systems come
with some built-in command-line interface and scripting capabilities, for example, macOS
and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/
techniques/T1059/004) while Windows installations include the [Windows Command Shell]
(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/
techniques/T1059/001). There are also cross-platform interpreters such as [Python]
(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated
with client applications such as [JavaScript](https://attack.mitre.org/techniques/
T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries
may abuse these technologies in various ways as a means of executing arbitrary
commands. Commands and scripts can be embedded in [Initial Access](https://
attack.mitre.org/tactics/TA0O001) payloads delivered to victims as lure documents or as
secondary payloads downloaded from an existing C2. Adversaries may also execute
commands through interactive terminals/shells, as well as utilize various [Remote
Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
(Citation: Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance -
Command History)(Citation: Remote Shell Execution in Python)
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StixFile

f1e2a7f5fdb6ee0c21928b1caebe66724c4537052f8676feeaal8e84cf3c0c663
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External References

https://otx.alienvault.com/pulse/64e64d4f3fbd8deafeab8166

https://www.sentinelone.com/blog/from-conti-to-akira-decoding-the-latest-linux-esxi-
ransomware-families/
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