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Overview

Description 

In a series of posts, Palo Alto Networks Unit 42 researchers explain how they discovered six

malicious packages on the Python Package Index (PyPI) that were intended to steal personal

data and cryptocurrency data. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Indicator

Name

http://paste.bingner.com/paste/47rpu/raw 

Pattern Type

stix 

Pattern

[url:value = 'http://paste.bingner.com/paste/47rpu/raw'] 

Name

https://paste.bingner.com/paste/o27gb/raw 

Pattern Type

stix 

Pattern

[url:value = 'https://paste.bingner.com/paste/o27gb/raw'] 

Name

https://paste.bingner.com/paste/9mzzs/raw 
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Pattern Type

stix 

Pattern

[url:value = 'https://paste.bingner.com/paste/9mzzs/raw'] 

Name

https://paste.bingner.com/paste/jr7ow/raw 

Pattern Type

stix 

Pattern

[url:value = 'https://paste.bingner.com/paste/jr7ow/raw'] 

Name

https://paste.bingner.com/paste/97vnn/raw 

Pattern Type

stix 

Pattern

[url:value = 'https://paste.bingner.com/paste/97vnn/raw'] 

Name

paste.bingner.com 
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Pattern Type

stix 

Pattern

[hostname:value = 'paste.bingner.com'] 

Name

https://paste.bingner.com/paste/q77t3/raw 

Pattern Type

stix 

Pattern

[url:value = 'https://paste.bingner.com/paste/q77t3/raw'] 
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Attack-Pattern

Name

Supply Chain Compromise 

ID

T1195 

Description

Adversaries may manipulate products or product delivery mechanisms prior to receipt by

a final consumer for the purpose of data or system compromise. Supply chain compromise

can take place at any stage of the supply chain including: * Manipulation of development

tools * Manipulation of a development environment * Manipulation of source code

repositories (public or private) * Manipulation of source code in open-source

dependencies * Manipulation of software update/distribution mechanisms *

Compromised/infected system images (multiple cases of removable media infected at the

factory)(Citation: IBM Storwize)(Citation: Schneider Electric USB Malware) * Replacement of

legitimate software with modified versions * Sales of modified/counterfeit products to

legitimate distributors * Shipment interdiction While supply chain compromise can impact

any component of hardware or software, adversaries looking to gain execution have often

focused on malicious additions to legitimate software in software distribution or update

channels.(Citation: Avast CCleaner3 2018)(Citation: Microsoft Dofoil 2018)(Citation:

Command Five SK 2011) Targeting may be specific to a desired victim set or malicious

software may be distributed to a broad set of consumers but only move on to additional

tactics on specific victims.(Citation: Symantec Elderwood Sept 2012)(Citation: Avast

CCleaner3 2018)(Citation: Command Five SK 2011) Popular open source projects that are

used as dependencies in many applications may also be targeted as a means to add

malicious code to users of the dependency.(Citation: Trendmicro NPM Compromise) 
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Name

Multi-Stage Channels 

ID

T1104 

Description

Adversaries may create multiple stages for command and control that are employed under

different conditions or for certain functions. Use of multiple stages may obfuscate the

command and control channel to make detection more difficult. Remote access tools will

call back to the first-stage command and control server for instructions. The first stage

may have automated capabilities to collect basic host information, update tools, and

upload additional files. A second remote access tool (RAT) could be uploaded at that point

to redirect the host to the second-stage command and control server. The second stage

will likely be more fully featured and allow the adversary to interact with the system

through a reverse shell and additional RAT features. The different stages will likely be

hosted separately with no overlapping infrastructure. The loader may also have backup

first-stage callbacks or [Fallback Channels](https://attack.mitre.org/techniques/T1008) in

case the original first-stage communication path is discovered and blocked. 

Name

Command and Scripting Interpreter 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer

systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

TLP:CLEAR

9 Attack-Pattern



techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://

attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.

(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 

Name

System Owner/User Discovery 

ID

T1033 

Description

Adversaries may attempt to identify the primary user, currently logged in user, set of users

that commonly uses a system, or whether a user is actively using the system. They may do

this, for example, by retrieving account usernames or by using [OS Credential Dumping]

(https://attack.mitre.org/techniques/T1003). The information may be collected in a number

of different ways using other Discovery techniques, because user and username details are

prevalent throughout a system and include running process ownership, file/directory

ownership, session information, and system logs. Adversaries may use the information

from [System Owner/User Discovery](https://attack.mitre.org/techniques/T1033) during

automated discovery to shape follow-on behaviors, including whether or not the adversary

fully infects the target and/or attempts specific actions. Various utilities and commands

may acquire this information, including `whoami`. In macOS and Linux, the currently

logged in user can be identified with `w` and `who`. On macOS the `dscl . list /Users | grep

-v '_'` command can also be used to enumerate user accounts. Environment variables, such

as `%USERNAME%` and `$USER`, may also be used to access this information. On network

devices, [Network Device CLI](https://attack.mitre.org/techniques/T1059/008) commands

such as `show users` and `show ssh` can be used to display users currently logged into the
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device.(Citation: show_ssh_users_cmd_cisco)(Citation: US-CERT TA18-106A Network

Infrastructure Devices 2018) 

Name

Deobfuscate/Decode Files or Information 

ID

T1140 

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/

techniques/T1027) to hide artifacts of an intrusion from analysis. They may require

separate mechanisms to decode or deobfuscate that information depending on how they

intend to use it. Methods for doing that include built-in functionality of malware or by

using utilities present on the system. One such example is the use of [certutil](https://

attack.mitre.org/software/S0160) to decode a remote access tool portable executable file

that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack

against Saudi Arabia) Another example is using the Windows `copy /b` command to

reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation

Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or

decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user

may also be required to input a password to open a password protected compressed/

encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November

2016) 
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Sector

Name

Technologies 

Description

Private entities related to the research, development, manufacturing and distribution of

electronics, softwares, computers and products related to information technologies. 
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Hostname

Value

paste.bingner.com 
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Url

Value

https://paste.bingner.com/paste/97vnn/raw 

https://paste.bingner.com/paste/9mzzs/raw 

https://paste.bingner.com/paste/jr7ow/raw 

http://paste.bingner.com/paste/47rpu/raw 

https://paste.bingner.com/paste/o27gb/raw 

https://paste.bingner.com/paste/q77t3/raw 
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External References

• https://otx.alienvault.com/pulse/64ad8208f2f962e659ba4248

• https://unit42.paloaltonetworks.com/malicious-packages-in-pypi/
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