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Overview

Description 

A new ransomware group, 8Base Ransomware, is targeting small and medium-sized businesses

across various sectors, including finance and information technology, and is known for its

double-extortion tactics. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Sector

Name

Accounting 

Name

Information Technologies Consulting 

Description

Includes Managed Services Providers (MSPs). 

Name

Legal consulting 

Name

Construction 

Description

Private entities engaged in preparation of land and construction, alteration and repair of

building, structures and other real estate properties. 

Name
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Health 

Description

Public and private entities involved in research, services and manufacturing activities

related to public health. 

Name

Manufacturing 

Description

Private entities transforming and selling goods, products and equipment which are not

included in other activity sectors. 

Name

Finance 

Description

Public and private entities involved in the allocation of assets and liabilities over space

and time. 
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Indicator

Name

sentrex219.xyz 

Pattern Type

stix 

Pattern

[domain-name:value = 'sentrex219.xyz'] 

Name

e142f4e8eb3fb4323fb377138f53db66e3e6ec9e82930f4b23dd91a5f7bd45d0 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'e142f4e8eb3fb4323fb377138f53db66e3e6ec9e82930f4b23dd91a5f7bd45d0'] 

Name

TLP:CLEAR
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45.131.66.120 

Description

**ISP:** Dominic Scholz trading as ITP-Solutions GmbH & Co. KG **OS:** None

-------------------------- Hostnames: -------------------------- Domains:

-------------------------- Services: **22:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u1 Key

type: ssh-rsa Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQDXQe3D1tOmw7+wT1/

GDVtJJOh0M4mgkgMaVbyC1E/eYFRI qcv6gj+hYnf3vJwLWJp1BHMit3p3HYsTMUUu//

LIEkqFJY5zmLYl8zXJhPCtDHDxETz5YN5J+6G6 RadlbaQt3T5TYJPa+CnovU2fidiAGjI/

q0yXefPym9n0NRnkS8Ir+b+bJSerBxIg+gPFSlYyzl/3

yimOizaWizqO44SdPFSbWFt1OjGxQe3AVu8Cf5cmNcvSeKaA5PCsXMoewqpgi5/g7iUAJVvi5+YM

+EuShe0iyR9hJZFttJwkbS1O8ASlBCOBIQCO13rWq0ODNeLdw7tH5yQkRmL21y2aJkC4krEPjXCE

aJmegPOLFgTsWzP5Zl6uTfFeWctxCYhzFJkHrp1OGOHmslv3B6mntP5rTcPtuSdDrnbnQ/TjSRWV

YHYS6PwxadcsXy94pgqFevRK12+N7GzavylSAkD6e2CrtdFs1M6iLOmPm4nuXj+HcGCZdfplrpGt

uns4xHBZi70= Fingerprint: 83:57:19:f1:4e:82:a4:a9:d1:39:b9:0d:8c:72:67:89 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 Server Host Key Algorithms:

rsa-sha2-512 rsa-sha2-256 ssh-rsa ecdsa-sha2-nistp256 ssh-ed25519 Encryption Algorithms:

chacha20-poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-

gcm@openssh.com aes256-gcm@openssh.com MAC Algorithms: umac-64-

etm@openssh.com umac-128-etm@openssh.com hmac-sha2-256-etm@openssh.com

hmac-sha2-512-etm@openssh.com hmac-sha1-etm@openssh.com umac-64@openssh.com

umac-128@openssh.com hmac-sha2-256 hmac-sha2-512 hmac-sha1 Compression

Algorithms: none zlib@openssh.com ``` ------------------ **80:** ``` HTTP/1.1 200 OK Server:

nginx Date: Thu, 27 Jul 2023 18:09:43 GMT Content-Type: text/html Content-Length: 15793

Connection: keep-alive Last-Modified: Fri, 30 Sep 2022 15:23:38 GMT Vary: Accept-Encoding

ETag: "633709fa-3db1" Accept-Ranges: bytes ``` ------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '45.131.66.120'] 

Name
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dexblog45.xyz 

Pattern Type

stix 

Pattern

[domain-name:value = 'dexblog45.xyz'] 

Name

45.89.125.136 

Description

**ISP:** Dominic Scholz trading as ITP-Solutions GmbH & Co. KG **OS:** Debian

-------------------------- Hostnames: - mail.marlon.world -------------------------- Domains:

- marlon.world -------------------------- Services: **22:** ``` SSH-2.0-OpenSSH_8.4p1

Debian-5+deb11u1 Key type: ssh-rsa Key:

AAAAB3NzaC1yc2EAAAADAQABAAABgQDgIcxgxgBjn6ipdECTlCfcg49sC1R/BWbT17AHs24nfJrX

eNWPCIJUvRvod2L4YBZIf0n5PRdgb1KPfQwbJ/fktBqkFMWcTYHLjoNeFtkbYFsgOY5RcZfGSOpv

bXp2xrcwkT7ptU12Uy5kzknH8g2PEI2/GQT2YjaRAxwRFfgpv+xvHdB3tNxZByWgfHiVimCePYDX

pKPffMrUb2x00mdAijsIaXsDdJmF8vQLg5Tz5SXDRiJCEUmDOr4wLZab4NA6HNXA8kp1hINL7Wi0

glvH9i0zB6gCcJ2s2D45GlNnRPnHQ2zrs7YPVSghXk7eeqVVQT1uaYPmxX0b0BzcI5drg3tvY8k4

2RlLsYD1ipmGF4NreemhFMMEUvvyXqnRdHK4RKcVKtgBbjZ6qGkuaYPQ16aJ0VZcVjvF4BaNioS7

DTPi++cam+v+igdFfOJDhh1hwZ208tUopHvTzUUmyn4xwp084GjNKg7kh2gXgA8DTrCqOiMwczyF

Do3bZF8nOAM= Fingerprint: f5:c5:07:b8:6b:1b:42:a5:80:1f:a1:b5:f2:6f:e6:93 Kex Algorithms:

curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384

ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512

diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 Server Host Key Algorithms:

rsa-sha2-512 rsa-sha2-256 ssh-rsa ecdsa-sha2-nistp256 ssh-ed25519 Encryption Algorithms:

chacha20-poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-

gcm@openssh.com aes256-gcm@openssh.com MAC Algorithms: umac-64-

etm@openssh.com umac-128-etm@openssh.com hmac-sha2-256-etm@openssh.com

hmac-sha2-512-etm@openssh.com hmac-sha1-etm@openssh.com umac-64@openssh.com

umac-128@openssh.com hmac-sha2-256 hmac-sha2-512 hmac-sha1 Compression

Algorithms: none zlib@openssh.com ``` ------------------ 
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Pattern Type

stix 

Pattern

[ipv4-addr:value = '45.89.125.136'] 
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Malware

Name

8Base 

Name

Phobos 
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Vulnerability

Name

CVE-2023-20862 

Name

CVE-2023-3728 

Name

CVE-2023-3732 

Name

CVE-2023-20891 

Name

CVE-2023-26078 

Name

CVE-2023-3727 

Name

CVE-2023-26119 
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Name

CVE-2023-22018 

Name

CVE-2023-38606 

Name

CVE-2023-3519 

Name

CVE-2022-45788 

Name

CVE-2023-35078 

Name

CVE-2023-3730 

Name

CVE-2023-3467 

Name

CVE-2023-38408 

Name

CVE-2023-26077 
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Name

CVE-2023-3466 
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Attack-Pattern

Name

Indirect Command Execution 

ID

T1202 

Description

Adversaries may abuse utilities that allow for command execution to bypass security

restrictions that limit the use of command-line interpreters. Various Windows utilities may

be used to execute commands, possibly without invoking [cmd](https://attack.mitre.org/

software/S0106). For example, [Forfiles](https://attack.mitre.org/software/S0193), the

Program Compatibility Assistant (pcalua.exe), components of the Windows Subsystem for

Linux (WSL), as well as other utilities may invoke the execution of programs and

commands from a [Command and Scripting Interpreter](https://attack.mitre.org/

techniques/T1059), Run window, or via scripts. (Citation: VectorSec ForFiles Aug 2017)

(Citation: Evi1cg Forfiles Nov 2017) Adversaries may abuse these features for [Defense

Evasion](https://attack.mitre.org/tactics/TA0005), specifically to perform arbitrary

execution while subverting detections and/or mitigation controls (such as Group Policy)

that limit/prevent the usage of [cmd](https://attack.mitre.org/software/S0106) or file

extensions more commonly associated with malicious payloads. 

Name

Active Scanning 

ID

TLP:CLEAR
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T1595 

Description

Adversaries may execute active reconnaissance scans to gather information that can be

used during targeting. Active scans are those where the adversary probes victim

infrastructure via network traffic, as opposed to other forms of reconnaissance that do not

involve direct interaction. Adversaries may perform different forms of active scanning

depending on what information they seek to gather. These scans can also be performed in

various ways, including using native features of network protocols such as ICMP.(Citation:

Botnet Scan)(Citation: OWASP Fingerprinting) Information from these scans may reveal

opportunities for other forms of reconnaissance (ex: [Search Open Websites/Domains]

(https://attack.mitre.org/techniques/T1593) or [Search Open Technical Databases](https://

attack.mitre.org/techniques/T1596)), establishing operational resources (ex: [Develop

Capabilities](https://attack.mitre.org/techniques/T1587) or [Obtain Capabilities](https://

attack.mitre.org/techniques/T1588)), and/or initial access (ex: [External Remote Services]

(https://attack.mitre.org/techniques/T1133) or [Exploit Public-Facing Application](https://

attack.mitre.org/techniques/T1190)). 

Name

Phishing for Information 

ID

T1598 

Description

Adversaries may send phishing messages to elicit sensitive information that can be used

during targeting. Phishing for information is an attempt to trick targets into divulging

information, frequently credentials or other actionable information. Phishing for

information is different from [Phishing](https://attack.mitre.org/techniques/T1566) in that

the objective is gathering data from the victim rather than executing malicious code. All

forms of phishing are electronically delivered social engineering. Phishing can be targeted,

known as spearphishing. In spearphishing, a specific individual, company, or industry will

be targeted by the adversary. More generally, adversaries can conduct non-targeted

phishing, such as in mass credential harvesting campaigns. Adversaries may also try to

obtain information directly through the exchange of emails, instant messages, or other

TLP:CLEAR
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electronic conversation means.(Citation: ThreatPost Social Media Phishing)(Citation:

TrendMictro Phishing)(Citation: PCMag FakeLogin)(Citation: Sophos Attachment)(Citation:

GitHub Phishery) Victims may also receive phishing messages that direct them to call a

phone number where the adversary attempts to collect confidential information.(Citation:

Avertium callback phishing) Phishing for information frequently involves social

engineering techniques, such as posing as a source with a reason to collect information

(ex: [Establish Accounts](https://attack.mitre.org/techniques/T1585) or [Compromise

Accounts](https://attack.mitre.org/techniques/T1586)) and/or sending multiple, seemingly

urgent messages. Another way to accomplish this is by forging or spoofing(Citation:

Proofpoint-spoof) the identity of the sender which can be used to fool both the human

recipient as well as automated security tools.(Citation: cyberproof-double-bounce)

Phishing for information may also involve evasive techniques, such as removing or

manipulating emails or metadata/headers from compromised accounts being abused to

send messages (e.g., [Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).

(Citation: Microsoft OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) 

Name

Data Staged 

ID

T1074 

Description

Adversaries may stage collected data in a central location or directory prior to Exfiltration.

Data may be kept in separate files or combined into one file through techniques such as

[Archive Collected Data](https://attack.mitre.org/techniques/T1560). Interactive command

shells may be used, and common functionality within [cmd](https://attack.mitre.org/

software/S0106) and bash may be used to copy data into a staging location.(Citation: PWC

Cloud Hopper April 2017) In cloud environments, adversaries may stage data within a

particular instance or virtual machine before exfiltration. An adversary may [Create Cloud

Instance](https://attack.mitre.org/techniques/T1578/002) and stage data in that instance.

(Citation: Mandiant M-Trends 2020) Adversaries may choose to stage data from a victim

network in a centralized location prior to Exfiltration to minimize the number of

connections made to their C2 server and better evade detection. 

Name

TLP:CLEAR
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File and Directory Permissions Modification 

ID

T1222 

Description

Adversaries may modify file or directory permissions/attributes to evade access control

lists (ACLs) and access protected files.(Citation: Hybrid Analysis Icacls1 June 2018)(Citation:

Hybrid Analysis Icacls2 May 2018) File and directory permissions are commonly managed

by ACLs configured by the file or directory owner, or users with the appropriate

permissions. File and directory ACL implementations vary by platform, but generally

explicitly designate which users or groups can perform which actions (read, write, execute,

etc.). Modifications may include changing specific access rights, which may require taking

ownership of a file or directory and/or elevated permissions depending on the file or

directory’s existing permissions. This may enable malicious activity such as modifying,

replacing, or deleting specific files or directories. Specific file and directory modifications

may be a required step for many techniques, such as establishing Persistence via

[Accessibility Features](https://attack.mitre.org/techniques/T1546/008), [Boot or Logon

Initialization Scripts](https://attack.mitre.org/techniques/T1037), [Unix Shell Configuration

Modification](https://attack.mitre.org/techniques/T1546/004), or tainting/hijacking other

instrumental binary/configuration files via [Hijack Execution Flow](https://attack.mitre.org/

techniques/T1574). Adversaries may also change permissions of symbolic links. For

example, malware (particularly ransomware) may modify symbolic links and associated

settings to enable access to files from local shortcuts with remote paths.(Citation:

new_rust_based_ransomware)(Citation: bad_luck_blackcat)(Citation:

falconoverwatch_blackcat_attack)(Citation: blackmatter_blackcat)(Citation: fsutil_behavior)

Name

Develop Capabilities 

ID

T1587 

Description

TLP:CLEAR
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Adversaries may build capabilities that can be used during targeting. Rather than

purchasing, freely downloading, or stealing capabilities, adversaries may develop their

own capabilities in-house. This is the process of identifying development requirements

and building solutions such as malware, exploits, and self-signed certificates. Adversaries

may develop capabilities to support their operations throughout numerous phases of the

adversary lifecycle.(Citation: Mandiant APT1)(Citation: Kaspersky Sofacy)(Citation:

Bitdefender StrongPity June 2020)(Citation: Talos Promethium June 2020) As with legitimate

development efforts, different skill sets may be required for developing capabilities. The

skills needed may be located in-house, or may need to be contracted out. Use of a

contractor may be considered an extension of that adversary's development capabilities,

provided the adversary plays a role in shaping requirements and maintains a degree of

exclusivity to the capability. 

Name

Taint Shared Content 

ID

T1080 

Description

Adversaries may deliver payloads to remote systems by adding content to shared storage

locations, such as network drives or internal code repositories. Content stored on network

drives or in other shared locations may be tainted by adding malicious programs, scripts,

or exploit code to otherwise valid files. Once a user opens the shared tainted content, the

malicious portion can be executed to run the adversary's code on a remote system.

Adversaries may use tainted shared content to move laterally. A directory share pivot is a

variation on this technique that uses several other techniques to propagate malware when

users access a shared network directory. It uses [Shortcut Modification](https://

attack.mitre.org/techniques/T1547/009) of directory .LNK files that use [Masquerading]

(https://attack.mitre.org/techniques/T1036) to look like the real directories, which are

hidden through [Hidden Files and Directories](https://attack.mitre.org/techniques/

T1564/001). The malicious .LNK-based directories have an embedded command that

executes the hidden malware file in the directory and then opens the real intended

directory so that the user's expected action still occurs. When used with frequently used

network directories, the technique may result in frequent reinfections and broad access to

systems and potentially to new and higher privileged accounts. (Citation: Retwin Directory

Share Pivot) Adversaries may also compromise shared network directories through binary

TLP:CLEAR

19 Attack-Pattern



infections by appending or prepending its code to the healthy binary on the shared

network directory. The malware may modify the original entry point (OEP) of the healthy

binary to ensure that it is executed before the legitimate code. The infection could

continue to spread via the newly infected file when it is executed by a remote system.

These infections may target both binary and non-binary formats that end with extensions

including, but not limited to, .EXE, .DLL, .SCR, .BAT, and/or .VBS. 

Name

Acquire Infrastructure 

ID

T1583 

Description

Adversaries may buy, lease, or rent infrastructure that can be used during targeting. A wide

variety of infrastructure exists for hosting and orchestrating adversary operations.

Infrastructure solutions include physical or cloud servers, domains, and third-party web

services.(Citation: TrendmicroHideoutsLease) Additionally, botnets are available for rent or

purchase. Use of these infrastructure solutions allows adversaries to stage, launch, and

execute operations. Solutions may help adversary operations blend in with traffic that is

seen as normal, such as contacting third-party web services or acquiring infrastructure to

support [Proxy](https://attack.mitre.org/techniques/T1090).(Citation:

amnesty_nso_pegasus) Depending on the implementation, adversaries may use

infrastructure that makes it difficult to physically tie back to them as well as utilize

infrastructure that can be rapidly provisioned, modified, and shut down. 

Name

Shared Modules 

ID

T1129 

Description

TLP:CLEAR
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Adversaries may execute malicious payloads via loading shared modules. The Windows

module loader can be instructed to load DLLs from arbitrary local paths and arbitrary

Universal Naming Convention (UNC) network paths. This functionality resides in NTDLL.dll

and is part of the Windows [Native API](https://attack.mitre.org/techniques/T1106) which is

called from functions like `CreateProcess`, `LoadLibrary`, etc. of the Win32 API.(Citation:

Wikipedia Windows Library Files) The module loader can load DLLs: * via specification of

the (fully-qualified or relative) DLL pathname in the IMPORT directory; * via EXPORT

forwarded to another DLL, specified with (fully-qualified or relative) pathname (but

without extension); * via an NTFS junction or symlink program.exe.local with the fully-

qualified or relative pathname of a directory containing the DLLs specified in the IMPORT

directory or forwarded EXPORTs; * via `<file name="filename.extension" loadFrom="fully-

qualified or relative pathname">` in an embedded or external "application manifest". The

file name refers to an entry in the IMPORT directory or a forwarded EXPORT. Adversaries

may use this functionality as a way to execute arbitrary payloads on a victim system. For

example, malware may execute share modules to load additional components or features. 

Name

Server Software Component 

ID

T1505 

Description

Adversaries may abuse legitimate extensible development features of servers to establish

persistent access to systems. Enterprise server applications may include features that

allow developers to write and install software or scripts to extend the functionality of the

main application. Adversaries may install malicious components to extend and abuse

server applications.(Citation: volexity_0day_sophos_FW) 

Name

Hide Artifacts 

ID
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T1564 

Description

Adversaries may attempt to hide artifacts associated with their behaviors to evade

detection. Operating systems may have features to hide various artifacts, such as

important system files and administrative task execution, to avoid disrupting user work

environments and prevent users from changing files or features on the system.

Adversaries may abuse these features to hide artifacts such as files, directories, user

accounts, or other system activity to evade detection.(Citation: Sofacy Komplex Trojan)

(Citation: Cybereason OSX Pirrit)(Citation: MalwareBytes ADS July 2015) Adversaries may

also attempt to hide artifacts associated with malicious behavior by creating computing

regions that are isolated from common security instrumentation, such as through the use

of virtualization technology.(Citation: Sophos Ragnar May 2020) 

Name

Data Destruction 

ID

T1485 

Description

Adversaries may destroy data and files on specific systems or in large numbers on a

network to interrupt availability to systems, services, and network resources. Data

destruction is likely to render stored data irrecoverable by forensic techniques through

overwriting files or data on local and remote drives.(Citation: Symantec Shamoon 2012)

(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:

Kaspersky StoneDrill 2017)(Citation: Unit 42 Shamoon3 2018)(Citation: Talos Olympic

Destroyer 2018) Common operating system file deletion commands such as `del` and `rm`

often only remove pointers to files without wiping the contents of the files themselves,

making the files recoverable by proper forensic methodology. This behavior is distinct

from [Disk Content Wipe](https://attack.mitre.org/techniques/T1561/001) and [Disk

Structure Wipe](https://attack.mitre.org/techniques/T1561/002) because individual files

are destroyed rather than sections of a storage disk or the disk's logical structure.

Adversaries may attempt to overwrite files and directories with randomly generated data

to make it irrecoverable.(Citation: Kaspersky StoneDrill 2017)(Citation: Unit 42 Shamoon3
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2018) In some cases politically oriented image files have been used to overwrite data.

(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:

Kaspersky StoneDrill 2017) To maximize impact on the target organization in operations

where network-wide availability interruption is the goal, malware designed for destroying

data may have worm-like features to propagate across a network by leveraging additional

techniques like [Valid Accounts](https://attack.mitre.org/techniques/T1078), [OS Credential

Dumping](https://attack.mitre.org/techniques/T1003), and [SMB/Windows Admin Shares]

(https://attack.mitre.org/techniques/T1021/002).(Citation: Symantec Shamoon 2012)

(Citation: FireEye Shamoon Nov 2016)(Citation: Palo Alto Shamoon Nov 2016)(Citation:

Kaspersky StoneDrill 2017)(Citation: Talos Olympic Destroyer 2018). In cloud environments,

adversaries may leverage access to delete cloud storage, cloud storage accounts, machine

images, and other infrastructure crucial to operations to damage an organization or their

customers.(Citation: Data Destruction - Threat Post)(Citation: DOJ - Cisco Insider) 

Name

Process Discovery 

ID

T1057 

Description

Adversaries may attempt to get information about running processes on a system.

Information obtained could be used to gain an understanding of common software/

applications running on systems within the network. Adversaries may use the information

from [Process Discovery](https://attack.mitre.org/techniques/T1057) during automated

discovery to shape follow-on behaviors, including whether or not the adversary fully

infects the target and/or attempts specific actions. In Windows environments, adversaries

could obtain details on running processes using the [Tasklist](https://attack.mitre.org/

software/S0057) utility via [cmd](https://attack.mitre.org/software/S0106) or `Get-Process`

via [PowerShell](https://attack.mitre.org/techniques/T1059/001). Information about

processes can also be extracted from the output of [Native API](https://attack.mitre.org/

techniques/T1106) calls such as `CreateToolhelp32Snapshot`. In Mac and Linux, this is

accomplished with the `ps` command. Adversaries may also opt to enumerate processes

via /proc. On network devices, [Network Device CLI](https://attack.mitre.org/techniques/

T1059/008) commands such as `show processes` can be used to display current running

processes.(Citation: US-CERT-TA18-106A)(Citation: show_processes_cisco_cmd) 
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Name

OS Credential Dumping 

ID

T1003 

Description

Adversaries may attempt to dump credentials to obtain account login and credential

material, normally in the form of a hash or a clear text password, from the operating

system and software. Credentials can then be used to perform [Lateral Movement](https://

attack.mitre.org/tactics/TA0008) and access restricted information. Several of the tools

mentioned in associated sub-techniques may be used by both adversaries and

professional security testers. Additional custom tools likely exist as well. 

Name

Boot or Logon Autostart Execution 

ID

T1547 

Description

Adversaries may configure system settings to automatically execute a program during

system boot or logon to maintain persistence or gain higher-level privileges on

compromised systems. Operating systems may have mechanisms for automatically

running a program on system boot or account logon.(Citation: Microsoft Run Key)(Citation:

MSDN Authentication Packages)(Citation: Microsoft TimeProvider)(Citation: Cylance Reg

Persistence Sept 2013)(Citation: Linux Kernel Programming) These mechanisms may

include automatically executing programs that are placed in specially designated

directories or are referenced by repositories that store configuration information, such as

the Windows Registry. An adversary may achieve the same goal by modifying or extending
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features of the kernel. Since some boot or logon autostart programs run with higher

privileges, an adversary may leverage these to elevate privileges. 

Name

Virtualization/Sandbox Evasion 

ID

T1497 

Description

Adversaries may employ various means to detect and avoid virtualization and analysis

environments. This may include changing behaviors based on the results of checks for the

presence of artifacts indicative of a virtual machine environment (VME) or sandbox. If the

adversary detects a VME, they may alter their malware to disengage from the victim or

conceal the core functions of the implant. They may also search for VME artifacts before

dropping secondary or additional payloads. Adversaries may use the information learned

from [Virtualization/Sandbox Evasion](https://attack.mitre.org/techniques/T1497) during

automated discovery to shape follow-on behaviors.(Citation: Deloitte Environment

Awareness) Adversaries may use several methods to accomplish [Virtualization/Sandbox

Evasion](https://attack.mitre.org/techniques/T1497) such as checking for security

monitoring tools (e.g., Sysinternals, Wireshark, etc.) or other system artifacts associated

with analysis or virtualization. Adversaries may also check for legitimate user activity to

help determine if it is in an analysis environment. Additional methods include use of sleep

timers or loops within malware code to avoid operating within a temporary sandbox.

(Citation: Unit 42 Pirpi July 2015) 

Name

Input Capture 

ID

T1056 

Description
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Adversaries may use methods of capturing user input to obtain credentials or collect

information. During normal system usage, users often provide credentials to various

different locations, such as login pages/portals or system dialog boxes. Input capture

mechanisms may be transparent to the user (e.g. [Credential API Hooking](https://

attack.mitre.org/techniques/T1056/004)) or rely on deceiving the user into providing input

into what they believe to be a genuine service (e.g. [Web Portal Capture](https://

attack.mitre.org/techniques/T1056/003)). 

Name

Masquerading 

ID

T1036 

Description

Adversaries may attempt to manipulate features of their artifacts to make them appear

legitimate or benign to users and/or security tools. Masquerading occurs when the name

or location of an object, legitimate or malicious, is manipulated or abused for the sake of

evading defenses and observation. This may include manipulating file metadata, tricking

users into misidentifying the file type, and giving legitimate task or service names.

Renaming abusable system utilities to evade security monitoring is also a form of

[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site) 

Name

Scheduled Task/Job 

ID

T1053 

Description

Adversaries may abuse task scheduling functionality to facilitate initial or recurring

execution of malicious code. Utilities exist within all major operating systems to schedule
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programs or scripts to be executed at a specified date and time. A task can also be

scheduled on a remote system, provided the proper authentication is met (ex: RPC and file

and printer sharing in Windows environments). Scheduling a task on a remote system

typically may require being a member of an admin or otherwise privileged group on the

remote system.(Citation: TechNet Task Scheduler Security) Adversaries may use task

scheduling to execute programs at system startup or on a scheduled basis for persistence.

These mechanisms can also be abused to run a process under the context of a specified

account (such as one with elevated permissions/privileges). Similar to [System Binary

Proxy Execution](https://attack.mitre.org/techniques/T1218), adversaries have also abused

task scheduling to potentially mask one-time execution under a trusted system process.

(Citation: ProofPoint Serpent) 

Name

Indicator Removal 

ID

T1070 

Description

Adversaries may delete or modify artifacts generated within systems to remove evidence

of their presence or hinder defenses. Various artifacts may be created by an adversary or

something that can be attributed to an adversary’s actions. Typically these artifacts are

used as defensive indicators related to monitored events, such as strings from

downloaded files, logs that are generated from user actions, and other data analyzed by

defenders. Location, format, and type of artifact (such as command or login history) are

often specific to each platform. Removal of these indicators may interfere with event

collection, reporting, or other processes used to detect intrusion activity. This may

compromise the integrity of security solutions by causing notable events to go unreported.

This activity may also impede forensic analysis and incident response, due to lack of

sufficient data to determine what occurred. 

Name

Phishing 

ID
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T1566 

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of

phishing are electronically delivered social engineering. Phishing can be targeted, known

as spearphishing. In spearphishing, a specific individual, company, or industry will be

targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,

such as in mass malware spam campaigns. Adversaries may send victims emails

containing malicious attachments or links, typically to execute malicious code on victim

systems. Phishing may also be conducted via third-party services, like social media

platforms. Phishing may also involve social engineering techniques, such as posing as a

trusted source, as well as evasive techniques such as removing or manipulating emails or

metadata/headers from compromised accounts being abused to send messages (e.g.,

[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft

OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to

accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the

sender which can be used to fool both the human recipient as well as automated security

tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages

that instruct them to call a phone number where they are directed to visit a malicious URL,

download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and

Management Software) or install adversary-accessible remote management tools onto

their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:

Unit42 Luna Moth) 

Name

Inhibit System Recovery 

ID

T1490 

Description

Adversaries may delete or remove built-in data and turn off services designed to aid in the

recovery of a corrupted system to prevent recovery.(Citation: Talos Olympic Destroyer 2018)

(Citation: FireEye WannaCry 2017) This may deny access to available backups and recovery

options. Operating systems may contain features that can help fix corrupted systems, such
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as a backup catalog, volume shadow copies, and automatic repair features. Adversaries

may disable or delete system recovery features to augment the effects of [Data

Destruction](https://attack.mitre.org/techniques/T1485) and [Data Encrypted for Impact]

(https://attack.mitre.org/techniques/T1486).(Citation: Talos Olympic Destroyer 2018)

(Citation: FireEye WannaCry 2017) Furthermore, adversaries may disable recovery

notifications, then corrupt backups.(Citation: disable_notif_synology_ransom) A number of

native Windows utilities have been used by adversaries to disable or delete system

recovery features: * `vssadmin.exe` can be used to delete all volume shadow copies on a

system - `vssadmin.exe delete shadows /all /quiet` * [Windows Management

Instrumentation](https://attack.mitre.org/techniques/T1047) can be used to delete volume

shadow copies - `wmic shadowcopy delete` * `wbadmin.exe` can be used to delete the

Windows Backup Catalog - `wbadmin.exe delete catalog -quiet` * `bcdedit.exe` can be used

to disable automatic Windows recovery features by modifying boot configuration data -

`bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default}

recoveryenabled no` * `REAgentC.exe` can be used to disable Windows Recovery

Environment (WinRE) repair/recovery options of an infected system On network devices,

adversaries may leverage [Disk Wipe](https://attack.mitre.org/techniques/T1561) to delete

backup firmware images and reformat the file system, then [System Shutdown/Reboot]

(https://attack.mitre.org/techniques/T1529) to reload the device. Together this activity may

leave network devices completely inoperable and inhibit recovery operations. Adversaries

may also delete “online” backups that are connected to their network – whether via

network storage media or through folders that sync to cloud services.(Citation: ZDNet

Ransomware Backups 2020) In cloud environments, adversaries may disable versioning

and backup policies and delete snapshots, machine images, and prior versions of objects

designed to be used in disaster recovery scenarios.(Citation: Dark Reading Code Spaces

Cyber Attack)(Citation: Rhino Security Labs AWS S3 Ransomware) 

Name

Proxy 

ID

T1090 

Description

Adversaries may use a connection proxy to direct network traffic between systems or act

as an intermediary for network communications to a command and control server to avoid

direct connections to their infrastructure. Many tools exist that enable traffic redirection

through proxies or port redirection, including [HTRAN](https://attack.mitre.org/software/
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S0040), ZXProxy, and ZXPortMap. (Citation: Trend Micro APT Attack Tools) Adversaries use

these types of proxies to manage command and control communications, reduce the

number of simultaneous outbound network connections, provide resiliency in the face of

connection loss, or to ride over existing trusted communications paths between victims to

avoid suspicion. Adversaries may chain together multiple proxies to further disguise the

source of malicious traffic. Adversaries can also take advantage of routing schemes in

Content Delivery Networks (CDNs) to proxy command and control traffic. 

Name

Software Discovery 

ID

T1518 

Description

Adversaries may attempt to get a listing of software and software versions that are

installed on a system or in a cloud environment. Adversaries may use the information

from [Software Discovery](https://attack.mitre.org/techniques/T1518) during automated

discovery to shape follow-on behaviors, including whether or not the adversary fully

infects the target and/or attempts specific actions. Adversaries may attempt to enumerate

software for a variety of reasons, such as figuring out what security measures are present

or if the compromised system has a version of software that is vulnerable to [Exploitation

for Privilege Escalation](https://attack.mitre.org/techniques/T1068). 

Name

Impair Defenses 

ID

T1562 

Description
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Adversaries may maliciously modify components of a victim environment in order to

hinder or disable defensive mechanisms. This not only involves impairing preventative

defenses, such as firewalls and anti-virus, but also detection capabilities that defenders

can use to audit activity and identify malicious behavior. This may also span both native

defenses as well as supplemental capabilities installed by users and administrators.

Adversaries may also impair routine operations that contribute to defensive hygiene, such

as blocking users from logging out of a computer or stopping it from being shut down.

These restrictions can further enable malicious operations as well as the continued

propagation of incidents.(Citation: Emotet shutdown) Adversaries could also target event

aggregation and analysis mechanisms, or otherwise disrupt these procedures by altering

other system components. 

Name

Modify Registry 

ID

T1112 

Description

Adversaries may interact with the Windows Registry to hide configuration information

within Registry keys, remove information as part of cleaning up, or as part of other

techniques to aid in persistence and execution. Access to specific areas of the Registry

depends on account permissions, some requiring administrator-level access. The built-in

Windows command-line utility [Reg](https://attack.mitre.org/software/S0075) may be used

for local or remote Registry modification. (Citation: Microsoft Reg) Other tools may also be

used, such as a remote access tool, which may contain functionality to interact with the

Registry through the Windows API. Registry modifications may also include actions to hide

keys, such as prepending key names with a null character, which will cause an error and/

or be ignored when read via [Reg](https://attack.mitre.org/software/S0075) or other

utilities using the Win32 API. (Citation: Microsoft Reghide NOV 2006) Adversaries may abuse

these pseudo-hidden keys to conceal payloads/commands used to maintain persistence.

(Citation: TrendMicro POWELIKS AUG 2014) (Citation: SpectorOps Hiding Reg Jul 2017) The

Registry of a remote system may be modified to aid in execution of files as part of lateral

movement. It requires the remote Registry service to be running on the target system.

(Citation: Microsoft Remote) Often [Valid Accounts](https://attack.mitre.org/techniques/

T1078) are required, along with access to the remote system's [SMB/Windows Admin

Shares](https://attack.mitre.org/techniques/T1021/002) for RPC communication. 
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Name

Archive Collected Data 

ID

T1560 

Description

An adversary may compress and/or encrypt data that is collected prior to exfiltration.

Compressing the data can help to obfuscate the collected data and minimize the amount

of data sent over the network. Encryption can be used to hide information that is being

exfiltrated from detection or make exfiltration less conspicuous upon inspection by a

defender. Both compression and encryption are done prior to exfiltration, and can be

performed using a utility, 3rd party library, or custom method. 

Name

Data from Local System 

ID

T1005 

Description

Adversaries may search local system sources, such as file systems and configuration files

or local databases, to find files of interest and sensitive data prior to Exfiltration.

Adversaries may do this using a [Command and Scripting Interpreter](https://

attack.mitre.org/techniques/T1059), such as [cmd](https://attack.mitre.org/software/

S0106) as well as a [Network Device CLI](https://attack.mitre.org/techniques/T1059/008),

which have functionality to interact with the file system to gather information.(Citation:

show_run_config_cmd_cisco) Adversaries may also use [Automated Collection](https://

attack.mitre.org/techniques/T1119) on the local system. 

Name
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Command and Scripting Interpreter 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer

systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://

attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.

(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 

Name

Application Layer Protocol 

ID

T1071 

Description
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Adversaries may communicate using OSI application layer protocols to avoid detection/

network filtering by blending in with existing traffic. Commands to the remote system, and

often the results of those commands, will be embedded within the protocol traffic

between the client and server. Adversaries may utilize many different protocols, including

those used for web browsing, transferring files, electronic mail, or DNS. For connections

that occur internally within an enclave (such as those between a proxy or pivot node and

other nodes), commonly used protocols are SMB, SSH, or RDP. 

Name

File and Directory Discovery 

ID

T1083 

Description

Adversaries may enumerate files and directories or may search in specific locations of a

host or network share for certain information within a file system. Adversaries may use the

information from [File and Directory Discovery](https://attack.mitre.org/techniques/T1083)

during automated discovery to shape follow-on behaviors, including whether or not the

adversary fully infects the target and/or attempts specific actions. Many command shell

utilities can be used to obtain this information. Examples include `dir`, `tree`, `ls`, `find`,

and `locate`.(Citation: Windows Commands JPCERT) Custom tools may also be used to

gather file and directory information and interact with the [Native API](https://

attack.mitre.org/techniques/T1106). Adversaries may also leverage a [Network Device CLI]

(https://attack.mitre.org/techniques/T1059/008) on network devices to gather file and

directory information (e.g. `dir`, `show flash`, and/or `nvram`).(Citation: US-CERT-TA18-106A) 

Name

System Information Discovery 

ID

T1082 
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Description

An adversary may attempt to get detailed information about the operating system and

hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries

may use the information from [System Information Discovery](https://attack.mitre.org/

techniques/T1082) during automated discovery to shape follow-on behaviors, including

whether or not the adversary fully infects the target and/or attempts specific actions.

Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather

detailed system information. If running with privileged access, a breakdown of system data

can be gathered through the `systemsetup` configuration tool on macOS. As an example,

adversaries with user-level access can execute the `df -aH` command to obtain currently

mounted disks and associated freely available space. Adversaries may also leverage a

[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices

to gather detailed system information (e.g. `show version`).(Citation: US-CERT-TA18-106A)

[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with

information gathered from other forms of discovery and reconnaissance can drive payload

development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools

and Techniques) Infrastructure as a Service (IaaS) cloud providers such as AWS, GCP, and

Azure allow access to instance and virtual machine information via APIs. Successful

authenticated API calls can return data such as the operating system platform and status

of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe

Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API) 

Name

Exfiltration Over C2 Channel 

ID

T1041 

Description

Adversaries may steal data by exfiltrating it over an existing command and control

channel. Stolen data is encoded into the normal communications channel using the same

protocol as command and control communications. 
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Country

Name

Brazil 

Name

United Kingdom of Great Britain and Northern Ireland 

Name

United States of America 
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Domain-Name

Value

sentrex219.xyz 

dexblog45.xyz 
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StixFile

Value

e142f4e8eb3fb4323fb377138f53db66e3e6ec9e82930f4b23dd91a5f7bd45d0 
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IPv4-Addr

Value

45.131.66.120 

45.89.125.136 
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External References

• https://otx.alienvault.com/pulse/64c3b8a568674f257291b042

• https://socradar.io/dark-web-profile-8base-ransomware/
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