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Overview

Description
A vulnerability in Atlassian’s Confluence Server that led to the Cerber Ransomware attack has

been identified by researchers and the Palo Alto Networks attack surface management solution,
Cortex Xpanse.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Vulnerability

CVE-2022-26134
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Attack-Pattern

Download New Code at Runtime

T1407

Description

Adversaries may download and execute dynamic code not included in the original
application package after installation. This technique is primarily used to evade static
analysis checks and pre-publication scans in official app stores. In some cases, more

advanced dynamic or behavioral analysis techniques could detect this behavior. However,
in conjunction with [Execution Guardrails](https://attack.mitre.org/techniques/T1627)
techniques, detecting malicious code downloaded after installation could be difficult. On
Android, dynamic code could include native code, Dalvik code, or JavaScript code that
utilizes Android WebView's “Javascriptinterface™ capability. On iOS, dynamic code could be
downloaded and executed through 3rd party libraries such as JSPatch. (Citation: FireEye-
JSPatch)

Exploitation of Remote Services

11210
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Description

Adversaries may exploit remote services to gain unauthorized access to internal systems
once inside of a network. Exploitation of a software vulnerability occurs when an adversary
takes advantage of a programming error in a program, service, or within the operating
system software or kernel itself to execute adversary-controlled code. A common goal for
post-compromise exploitation of remote services is for lateral movement to enable access
to a remote system. An adversary may need to determine if the remote system is in a
vulnerable state, which may be done through [Network Service Discovery](https://
attack.mitre.org/techniques/T1046) or other Discovery methods looking for common,
vulnerable software that may be deployed in the network, the lack of certain patches that
may indicate vulnerabilities, or security software that may be used to detect or contain
remote exploitation. Servers are likely a high value target for lateral movement
exploitation, but endpoint systems may also be at risk if they provide an advantage or
access to additional resources. There are several well-known vulnerabilities that exist in
common services such as SMB (Citation: CIS Multiple SMB Vulnerabilities) and RDP
(Citation: NVD CVE-2017-0176) as well as applications that may be used within internal
networks such as MySQL (Citation: NVD CVE-2016-6662) and web server services.(Citation:
NVD CVE-2014-7169) Depending on the permissions level of the vulnerable remote service
an adversary may achieve [Exploitation for Privilege Escalation](https://attack.mitre.org/
techniques/T1068) as a result of lateral movement exploitation as well.

System Network Configuration Discovery

71016

Description

Adversaries may look for details about the network configuration and settings, such as IP
and/or MAC addresses, of systems they access or through information discovery of remote
systems. Several operating system administration utilities exist that can be used to gather
this information. Examples include [Arp](https://attack.mitre.org/software/S0099),
[ipconfig](https://attack.mitre.org/software/S0100)/[ifconfig](https://attack.mitre.org/
software/S0101), [nbtstat](https://attack.mitre.org/software/S0102), and [route](https://
attack.mitre.org/software/S0103). Adversaries may also leverage a [Network Device CLI]
(https://attack.mitre.org/techniques/T1059/008) on network devices to gather information
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about configurations and settings, such as IP addresses of configured interfaces and
static/dynamic routes (e.g. ‘'show ip route’, 'show ip interface’).(Citation: US-CERT-
TA18-106A)(Citation: Mandiant APT41 Global Intrusion ) Adversaries may use the information
from [System Network Configuration Discovery](https://attack.mitre.org/techniques/T1016)
during automated discovery to shape follow-on behaviors, including determining certain
access within the target network and what actions to do next.

Data Encrypted for Impact

T1486

Description

Adversaries may encrypt data on target systems or on large numbers of systems in a
network to interrupt availability to system and network resources. They can attempt to
render stored data inaccessible by encrypting files or data on local and remote drives and
withholding access to a decryption key. This may be done in order to extract monetary
compensation from a victim in exchange for decryption or a decryption key (ransomware)
or to render data permanently inaccessible in cases where the key is not saved or
transmitted.(Citation: US-CERT Ransomware 2016)(Citation: FireEye WannaCry 2017)(Citation:
US-CERT NotPetya 2017)(Citation: US-CERT SamSam 2018) In the case of ransomware, it is
typical that common user files like Office documents, PDFs, images, videos, audio, text, and
source code files will be encrypted (and often renamed and/or tagged with specific file
markers). Adversaries may need to first employ other behaviors, such as [File and Directory
Permissions Modification](https://attack.mitre.org/techniques/T1222) or [System
Shutdown/Reboot](https://attack.mitre.org/techniques/T1529), in order to unlock and/or
gain access to manipulate these files.(Citation: CarbonBlack Conti July 2020) In some cases,
adversaries may encrypt critical system files, disk partitions, and the MBR.(Citation: US-
CERT NotPetya 2017) To maximize impact on the target organization, malware designed for
encrypting data may have worm-like features to propagate across a network by leveraging
other attack techniques like [Valid Accounts](https://attack.mitre.org/techniques/T1078),
[OS Credential Dumping](https://attack.mitre.org/techniques/T1003), and [SMB/Windows
Admin Shares](https://attack.mitre.org/techniques/T1021/002).(Citation: FireEye WannaCry
2017)(Citation: US-CERT NotPetya 2017) Encryption malware may also leverage [Internal
Defacement](https://attack.mitre.org/techniques/T1491/001), such as changing victim
wallpapers, or otherwise intimidate victims by sending ransom notes or other messages to
connected printers (known as "print bombing").(Citation: NHS Digital Egregor Nov 2020) In
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cloud environments, storage objects within compromised accounts may also be encrypted.
(Citation: Rhino S3 Ransomware Part 1)

Command and Scripting Interpreter

T1059

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or
binaries. These interfaces and languages provide ways of interacting with computer
systems and are a common feature across many different platforms. Most systems come
with some built-in command-line interface and scripting capabilities, for example, macOS
and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/
techniques/T1059/004) while Windows installations include the [Windows Command Shell]
(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/
techniques/T1059/001). There are also cross-platform interpreters such as [Python]
(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated
with client applications such as [JavaScript](https://attack.mitre.org/techniques/
T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries
may abuse these technologies in various ways as a means of executing arbitrary
commands. Commands and scripts can be embedded in [Initial Access](https://
attack.mitre.org/tactics/TA0O001) payloads delivered to victims as lure documents or as
secondary payloads downloaded from an existing C2. Adversaries may also execute
commands through interactive terminals/shells, as well as utilize various [Remote
Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
(Citation: Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance -
Command History)(Citation: Remote Shell Execution in Python)
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External References

https://otx.alienvault.com/pulse/62a08073756f4059e6464d77

https://unit42.paloaltonetworks.com/cve-2022-26134-atlassian-code-execution-
vulnerability/

External References


https://otx.alienvault.com/pulse/62a08073756f4059e6464d77
https://unit42.paloaltonetworks.com/cve-2022-26134-atlassian-code-execution-vulnerability/
https://unit42.paloaltonetworks.com/cve-2022-26134-atlassian-code-execution-vulnerability/

	Intelligence Report
	Table of contents
	Overview
	Entities
	External References

	Overview
	Description
	Confidence

	Malware
	Vulnerability
	Attack-Pattern
	External References


