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Overview

Description

The Amadey Trojan Stealer is one of the most prevalent forms of malware and has maintained a
persistent botnet infrastructure since its emergence in 2018.

Confidence

This value represents the confidence in the correctness of the data contained within this report.
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Indicator

617f4082¢320¢24127f69d1462a€6973a3¢cb818860ab196¢f2800ff16518c2bc

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'617f4082¢320c24127f69d146aae6973a3¢cb818860ab196¢f28001F16518c2bc']

3d5d48ea2b6f76af583e541602950d89b8d96a13654469df3bc58dcddf879e9d

Description

Win.Malware.Zusy-9985435-0

Pattern Type

stix

Pattern

Indicator
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[file:hashes.!SHA-256' =
'3d5d48ea2b6f76af583e541602950d89b8d96a13654469df3bc58dcddf879e9d']

015d60486€75035f83ea454e87afb38d11ec39643¢c33b07f61a40343078ee4f5

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'015d60486€75035f83ea454e87afb38d11ec39643¢c33b07f61a40343078ee4f5']

89d30f7ba7b2af7f519d2fe066700fae723643e25b1859f32c60618956651710

Pattern Type

stix

Pattern

[file:hashes!SHA-256' =
'89d30f7ba7b2af7f519d2fe066700fae723643e25b1859f32¢60618956651710']

Indicator
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Amadey

[Amadey](https://attack.mitre.org/software/S1025) is a Trojan bot that has been used since
at least October 2018.(Citation: Korean FSI TA505 2020)(Citation: BlackBerry Amadey 2020)

LockBit

n Malware
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Attack-Pattern

Event Triggered Execution

T1546

Description

Adversaries may establish persistence and/or elevate privileges using system mechanisms
that trigger execution based on specific events. Various operating systems have means to
monitor and subscribe to events such as logons or other user activity such as running
specific applications/binaries. Cloud environments may also support various functions
and services that monitor and can be invoked in response to specific cloud events.
(Citation: Backdooring an AWS account)(Citation: Varonis Power Automate Data Exfiltration)
(Citation: Microsoft DART Case Report 001) Adversaries may abuse these mechanisms as a
means of maintaining persistent access to a victim via repeatedly executing malicious

code. After gaining access to a victim system, adversaries may create/modify event triggers
to point to malicious content that will be executed whenever the event trigger is invoked.
(Citation: FireEye WMI 2015)(Citation: Malware Persistence on OS X)(Citation: amnesia
malware) Since the execution can be proxied by an account with higher permissions, such
as SYSTEM or service accounts, an adversary may be able to abuse these triggered
execution mechanisms to escalate their privileges.

Create or Modify System Process

Attack-Pattern
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T1543

Description

Adversaries may create or modify system-level processes to repeatedly execute malicious
payloads as part of persistence. When operating systems boot up, they can start processes
that perform background system functions. On Windows and Linux, these system
processes are referred to as services.(Citation: TechNet Services) On macOS, launchd
processes known as [Launch Daemon](https://attack.mitre.org/techniques/T1543/004) and
[Launch Agent](https://attack.mitre.org/techniques/T1543/001) are run to finish system
initialization and load user specific parameters.(Citation: AppleDocs Launch Agent
Daemons) Adversaries may install new services, daemons, or agents that can be
configured to execute at startup or a repeatable interval in order to establish persistence.
Similarly, adversaries may modify existing services, daemons, or agents to achieve the
same effect. Services, daemons, or agents may be created with administrator privileges but
executed under root/SYSTEM privileges. Adversaries may leverage this functionality to
create or modify system processes in order to escalate privileges.(Citation: OSX Malware
Detection)

Clipboard Data

1115

Description

Adversaries may collect data stored in the clipboard from users copying information
within or between applications. For example, on Windows adversaries can access clipboard
data by using “clip.exe” or “Get-Clipboard™.(Citation: MSDN Clipboard)(Citation:
clip_win_server)(Citation: CISA_AA21_200B) Additionally, adversaries may monitor then
replace users’ clipboard with their data (e.g,, [Transmitted Data Manipulation](https://
attack.mitre.org/techniques/T1565/002)).(Citation: mining_ruby_reversinglabs) macOS and
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Linux also have commands, such as “pbpaste’, to grab clipboard contents.(Citation:

Operating with EmPyre)

Remote Services

T1021

Description

Adversaries may use [Valid Accounts](https://attack.mitre.org/techniques/T1078) to log
into a service that accepts remote connections, such as telnet, SSH, and VNC. The
adversary may then perform actions as the logged-on user. In an enterprise environment,
servers and workstations can be organized into domains. Domains provide centralized
identity management, allowing users to login using one set of credentials across the entire
network. If an adversary is able to obtain a set of valid domain credentials, they could
login to many different machines using remote access protocols such as secure shell (SSH)
or remote desktop protocol (RDP).(Citation: SSH Secure Shell)(Citation: TechNet Remote
Desktop Services) They could also login to accessible Saa$S or laaS services, such as those
that federate their identities to the domain. Legitimate applications (such as [Software
Deployment Tools](https://attack.mitre.org/techniques/T1072) and other administrative
programs) may utilize [Remote Services](https://attack.mitre.org/techniques/T1021) to
access remote hosts. For example, Apple Remote Desktop (ARD) on macOS is native
software used for remote management. ARD leverages a blend of protocols, including
[VNC](https://attack.mitre.org/techniques/T1021/005) to send the screen and control
buffers and [SSH](https://attack.mitre.org/techniques/T1021/004) for secure file transfer.
(Citation: Remote Management MDM macOS)(Citation: Kickstart Apple Remote Desktop
commands)(Citation: Apple Remote Desktop Admin Guide 3.3) Adversaries can abuse
applications such as ARD to gain remote code execution and perform lateral movement. In
versions of macOS prior to 1014, an adversary can escalate an SSH session to an ARD
session which enables an adversary to accept TCC (Transparency, Consent, and Control)
prompts without user interaction and gain access to data.(Citation: FireEye 2019 Apple
Remote Desktop)(Citation: Lockboxx ARD 2019)(Citation: Kickstart Apple Remote Desktop
commands)
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System Binary Proxy Execution

11218

Description

Adversaries may bypass process and/or signature-based defenses by proxying execution
of malicious content with signed, or otherwise trusted, binaries. Binaries used in this
technique are often Microsoft-signed files, indicating that they have been either
downloaded from Microsoft or are already native in the operating system.(Citation: LOLBAS
Project) Binaries signed with trusted digital certificates can typically execute on Windows
systems protected by digital signature validation. Several Microsoft signed binaries that
are default on Windows installations can be used to proxy execution of other files or
commands. Similarly, on Linux systems adversaries may abuse trusted binaries such as
“split” to proxy execution of malicious commands.(Citation: split man page)(Citation: GTFO
split)

Boot or Logon Autostart Execution

T1547

Description

Adversaries may configure system settings to automatically execute a program during
system boot or logon to maintain persistence or gain higher-level privileges on
compromised systems. Operating systems may have mechanisms for automatically
running a program on system boot or account logon.(Citation: Microsoft Run Key)(Citation:
MSDN Authentication Packages)(Citation: Microsoft TimeProvider)(Citation: Cylance Reg
Persistence Sept 2013)(Citation: Linux Kernel Programming) These mechanisms may
include automatically executing programs that are placed in specially designated
directories or are referenced by repositories that store configuration information, such as
the Windows Registry. An adversary may achieve the same goal by modifying or extending

Attack-Pattern
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features of the kernel. Since some boot or logon autostart programs run with higher
privileges, an adversary may leverage these to elevate privileges.

Scheduled Task/Job

T1053

Description

Adversaries may abuse task scheduling functionality to facilitate initial or recurring
execution of malicious code. Utilities exist within all major operating systems to schedule
programs or scripts to be executed at a specified date and time. A task can also be
scheduled on a remote system, provided the proper authentication is met (ex: RPC and file
and printer sharing in Windows environments). Scheduling a task on a remote system
typically may require being a member of an admin or otherwise privileged group on the
remote system.(Citation: TechNet Task Scheduler Security) Adversaries may use task
scheduling to execute programs at system startup or on a scheduled basis for persistence.
These mechanisms can also be abused to run a process under the context of a specified

account (such as one with elevated permissions/privileges). Similar to [System Binary
Proxy Execution](https://attack.mitre.org/techniques/T1218), adversaries have also abused
task scheduling to potentially mask one-time execution under a trusted system process.
(Citation: ProofPoint Serpent)

Command and Scripting Interpreter

T1059

Description

Attack-Pattern
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Adversaries may abuse command and script interpreters to execute commands, scripts, or
binaries. These interfaces and languages provide ways of interacting with computer
systems and are a common feature across many different platforms. Most systems come
with some built-in command-line interface and scripting capabilities, for example, macOS
and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/
techniques/T1059/004) while Windows installations include the [Windows Command Shell]
(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/
techniques/T1059/001). There are also cross-platform interpreters such as [Python]
(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated
with client applications such as [JavaScript](https://attack.mitre.org/techniques/
T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries
may abuse these technologies in various ways as a means of executing arbitrary
commands. Commands and scripts can be embedded in [Initial Access](https://
attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as
secondary payloads downloaded from an existing C2. Adversaries may also execute
commands through interactive terminals/shells, as well as utilize various [Remote
Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
(Citation: Powershell Remote Commands)(Citation: Cisco 10S Software Integrity Assurance -
Command History)(Citation: Remote Shell Execution in Python)

System Information Discovery

171082

Description

An adversary may attempt to get detailed information about the operating system and
hardware, including version, patches, hotfixes, service packs, and architecture. Adversaries
may use the information from [System Information Discovery](https://attack.mitre.org/
techniques/T1082) during automated discovery to shape follow-on behaviors, including
whether or not the adversary fully infects the target and/or attempts specific actions.
Tools such as [Systeminfo](https://attack.mitre.org/software/S0096) can be used to gather
detailed system information. If running with privileged access, a breakdown of system data
can be gathered through the “systemsetup configuration tool on macOS. As an example,
adversaries with user-level access can execute the “df -aH command to obtain currently
mounted disks and associated freely available space. Adversaries may also leverage a
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[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) on network devices
to gather detailed system information (e.g. ‘'show version’).(Citation: US-CERT-TA18-106A)
[System Information Discovery](https://attack.mitre.org/techniques/T1082) combined with
information gathered from other forms of discovery and reconnaissance can drive payload
development and concealment.(Citation: OSX.FairyTale)(Citation: 20 macOS Common Tools
and Techniques) Infrastructure as a Service (laaS) cloud providers such as AWS, GCP, and
Azure allow access to instance and virtual machine information via APIs. Successful
authenticated API calls can return data such as the operating system platform and status
of a particular instance or the model view of a virtual machine.(Citation: Amazon Describe
Instance)(Citation: Google Instances Resource)(Citation: Microsoft Virutal Machine API)

Attack-Pattern
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StixFile

617f4082¢320¢24127f69d1462a€6973a3¢cb818860ab196¢f2800ff16518c2bc

015d60486€75035f83ea454e87afb38d11ec39643¢c33b07f61a40343078ee4f5

3d5d48ea2b6f76af583e541602950d89b8d96a13654469df3bc58dcddf879e9d

89d30f7ba7b2af7f519d2fe066700fae723643e25b1859f32¢60618956651710
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External References

https://otx.alienvault.com/pulse/64c12ff8a69ced35a2fb15f6

https://www.splunk.com/en_us/blog/security/amadey-threat-analysis-and-detections.html
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