
Jun 12 2023

Intelligence Report

A Truly Graceful Wipe Out

          N/A

          N/A

          N/A

          N/A

        

          info@netmanageit.com

          https://www.netmanageit.com

        

1



4

4

5

23

29

30

31

Table of contents

Overview

• Description

• Confidence

Entities

• Attack-Pattern

• Indicator

Observables

• Domain-Name

• StixFile

• IPv4-Addr

TLP:CLEAR

2 Table of contents



32

External References

• External References

TLP:CLEAR

3 Table of contents



Overview

Description 

In this case, Truebot was delivered through a Traffic Distribution System (TDS) reported by

Proofpoint as “404 TDS”. This campaign, observed in May 2023, leveraged email for the initial

delivery mechanism. After clicking-through the link in an email, the victim would be redirected

through a series of URLs before being presented a file download at the final landing page. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 
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Attack-Pattern

Name

Process Discovery 

ID

T1057 

Description

Adversaries may attempt to get information about running processes on a system.

Information obtained could be used to gain an understanding of common software/

applications running on systems within the network. Adversaries may use the information

from [Process Discovery](https://attack.mitre.org/techniques/T1057) during automated

discovery to shape follow-on behaviors, including whether or not the adversary fully

infects the target and/or attempts specific actions. In Windows environments, adversaries

could obtain details on running processes using the [Tasklist](https://attack.mitre.org/

software/S0057) utility via [cmd](https://attack.mitre.org/software/S0106) or `Get-Process`

via [PowerShell](https://attack.mitre.org/techniques/T1059/001). Information about

processes can also be extracted from the output of [Native API](https://attack.mitre.org/

techniques/T1106) calls such as `CreateToolhelp32Snapshot`. In Mac and Linux, this is

accomplished with the `ps` command. Adversaries may also opt to enumerate processes

via /proc. On network devices, [Network Device CLI](https://attack.mitre.org/techniques/

T1059/008) commands such as `show processes` can be used to display current running

processes.(Citation: US-CERT-TA18-106A)(Citation: show_processes_cisco_cmd) 

Name

OS Credential Dumping 
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ID

T1003 

Description

Adversaries may attempt to dump credentials to obtain account login and credential

material, normally in the form of a hash or a clear text password, from the operating

system and software. Credentials can then be used to perform [Lateral Movement](https://

attack.mitre.org/tactics/TA0008) and access restricted information. Several of the tools

mentioned in associated sub-techniques may be used by both adversaries and

professional security testers. Additional custom tools likely exist as well. 

Name

Valid Accounts 

ID

T1078 

Description

Adversaries may obtain and abuse credentials of existing accounts as a means of gaining

Initial Access, Persistence, Privilege Escalation, or Defense Evasion. Compromised

credentials may be used to bypass access controls placed on various resources on systems

within the network and may even be used for persistent access to remote systems and

externally available services, such as VPNs, Outlook Web Access, network devices, and

remote desktop.(Citation: volexity_0day_sophos_FW) Compromised credentials may also

grant an adversary increased privilege to specific systems or access to restricted areas of

the network. Adversaries may choose not to use malware or tools in conjunction with the

legitimate access those credentials provide to make it harder to detect their presence. In

some cases, adversaries may abuse inactive accounts: for example, those belonging to

individuals who are no longer part of an organization. Using these accounts may allow the

adversary to evade detection, as the original account user will not be present to identify

any anomalous activity taking place on their account.(Citation: CISA MFA PrintNightmare)

The overlap of permissions for local, domain, and cloud accounts across a network of

systems is of concern because the adversary may be able to pivot across accounts and
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systems to reach a high level of access (i.e., domain or enterprise administrator) to bypass

access controls set within the enterprise.(Citation: TechNet Credential Theft) 

Name

Query Registry 

ID

T1012 

Description

Adversaries may interact with the Windows Registry to gather information about the

system, configuration, and installed software. The Registry contains a significant amount of

information about the operating system, configuration, software, and security.(Citation:

Wikipedia Windows Registry) Information can easily be queried using the [Reg](https://

attack.mitre.org/software/S0075) utility, though other means to access the Registry exist.

Some of the information may help adversaries to further their operation within a network.

Adversaries may use the information from [Query Registry](https://attack.mitre.org/

techniques/T1012) during automated discovery to shape follow-on behaviors, including

whether or not the adversary fully infects the target and/or attempts specific actions. 

Name

Permission Groups Discovery 

ID

T1069 

Description

Adversaries may attempt to discover group and permission settings. This information can

help adversaries determine which user accounts and groups are available, the

membership of users in particular groups, and which users and groups have elevated

permissions. Adversaries may attempt to discover group permission settings in many

different ways. This data may provide the adversary with information about the
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compromised environment that can be used in follow-on activity and targeting.(Citation:

CrowdStrike BloodHound April 2018) 

Name

Masquerading 

ID

T1036 

Description

Adversaries may attempt to manipulate features of their artifacts to make them appear

legitimate or benign to users and/or security tools. Masquerading occurs when the name

or location of an object, legitimate or malicious, is manipulated or abused for the sake of

evading defenses and observation. This may include manipulating file metadata, tricking

users into misidentifying the file type, and giving legitimate task or service names.

Renaming abusable system utilities to evade security monitoring is also a form of

[Masquerading](https://attack.mitre.org/techniques/T1036).(Citation: LOLBAS Main Site) 

Name

Process Injection 

ID

T1055 

Description

Adversaries may inject code into processes in order to evade process-based defenses as

well as possibly elevate privileges. Process injection is a method of executing arbitrary

code in the address space of a separate live process. Running code in the context of

another process may allow access to the process's memory, system/network resources,

and possibly elevated privileges. Execution via process injection may also evade detection

from security products since the execution is masked under a legitimate process. There

are many different ways to inject code into a process, many of which abuse legitimate
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functionalities. These implementations exist for every major OS but are typically platform

specific. More sophisticated samples may perform multiple process injections to segment

modules and further evade detection, utilizing named pipes or other inter-process

communication (IPC) mechanisms as a communication channel. 

Name

Scheduled Task/Job 

ID

T1053 

Description

Adversaries may abuse task scheduling functionality to facilitate initial or recurring

execution of malicious code. Utilities exist within all major operating systems to schedule

programs or scripts to be executed at a specified date and time. A task can also be

scheduled on a remote system, provided the proper authentication is met (ex: RPC and file

and printer sharing in Windows environments). Scheduling a task on a remote system

typically may require being a member of an admin or otherwise privileged group on the

remote system.(Citation: TechNet Task Scheduler Security) Adversaries may use task

scheduling to execute programs at system startup or on a scheduled basis for persistence.

These mechanisms can also be abused to run a process under the context of a specified

account (such as one with elevated permissions/privileges). Similar to [System Binary

Proxy Execution](https://attack.mitre.org/techniques/T1218), adversaries have also abused

task scheduling to potentially mask one-time execution under a trusted system process.

(Citation: ProofPoint Serpent) 

Name

Use Alternate Authentication Material 

ID

T1550 

Description

TLP:CLEAR
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Adversaries may use alternate authentication material, such as password hashes, Kerberos

tickets, and application access tokens, in order to move laterally within an environment

and bypass normal system access controls. Authentication processes generally require a

valid identity (e.g., username) along with one or more authentication factors (e.g.,

password, pin, physical smart card, token generator, etc.). Alternate authentication material

is legitimately generated by systems after a user or application successfully authenticates

by providing a valid identity and the required authentication factor(s). Alternate

authentication material may also be generated during the identity creation process.

(Citation: NIST Authentication)(Citation: NIST MFA) Caching alternate authentication

material allows the system to verify an identity has successfully authenticated without

asking the user to reenter authentication factor(s). Because the alternate authentication

must be maintained by the system—either in memory or on disk—it may be at risk of being

stolen through [Credential Access](https://attack.mitre.org/tactics/TA0006) techniques. By

stealing alternate authentication material, adversaries are able to bypass system access

controls and authenticate to systems without knowing the plaintext password or any

additional authentication factors. 

Name

Exfiltration Over Alternative Protocol 

ID

T1048 

Description

Adversaries may steal data by exfiltrating it over a different protocol than that of the

existing command and control channel. The data may also be sent to an alternate network

location from the main command and control server. Alternate protocols include FTP,

SMTP, HTTP/S, DNS, SMB, or any other network protocol not being used as the main

command and control channel. Adversaries may also opt to encrypt and/or obfuscate

these alternate channels. [Exfiltration Over Alternative Protocol](https://attack.mitre.org/

techniques/T1048) can be done using various common operating system utilities such as

[Net](https://attack.mitre.org/software/S0039)/SMB or FTP.(Citation: Palo Alto OilRig Oct

2016) On macOS and Linux `curl` may be used to invoke protocols such as HTTP/S or FTP/S

to exfiltrate data from a system.(Citation: 20 macOS Common Tools and Techniques) Many

IaaS and SaaS platforms (such as Microsoft Exchange, Microsoft SharePoint, GitHub, and

AWS S3) support the direct download of files, emails, source code, and other sensitive
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information via the web console or [Cloud API](https://attack.mitre.org/techniques/

T1059/009). 

Name

Phishing 

ID

T1566 

Description

Adversaries may send phishing messages to gain access to victim systems. All forms of

phishing are electronically delivered social engineering. Phishing can be targeted, known

as spearphishing. In spearphishing, a specific individual, company, or industry will be

targeted by the adversary. More generally, adversaries can conduct non-targeted phishing,

such as in mass malware spam campaigns. Adversaries may send victims emails

containing malicious attachments or links, typically to execute malicious code on victim

systems. Phishing may also be conducted via third-party services, like social media

platforms. Phishing may also involve social engineering techniques, such as posing as a

trusted source, as well as evasive techniques such as removing or manipulating emails or

metadata/headers from compromised accounts being abused to send messages (e.g.,

[Email Hiding Rules](https://attack.mitre.org/techniques/T1564/008)).(Citation: Microsoft

OAuth Spam 2022)(Citation: Palo Alto Unit 42 VBA Infostealer 2014) Another way to

accomplish this is by forging or spoofing(Citation: Proofpoint-spoof) the identity of the

sender which can be used to fool both the human recipient as well as automated security

tools.(Citation: cyberproof-double-bounce) Victims may also receive phishing messages

that instruct them to call a phone number where they are directed to visit a malicious URL,

download malware,(Citation: sygnia Luna Month)(Citation: CISA Remote Monitoring and

Management Software) or install adversary-accessible remote management tools onto

their computer (i.e., [User Execution](https://attack.mitre.org/techniques/T1204)).(Citation:

Unit42 Luna Moth) 

Name

Software Discovery 

ID

TLP:CLEAR
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T1518 

Description

Adversaries may attempt to get a listing of software and software versions that are

installed on a system or in a cloud environment. Adversaries may use the information

from [Software Discovery](https://attack.mitre.org/techniques/T1518) during automated

discovery to shape follow-on behaviors, including whether or not the adversary fully

infects the target and/or attempts specific actions. Adversaries may attempt to enumerate

software for a variety of reasons, such as figuring out what security measures are present

or if the compromised system has a version of software that is vulnerable to [Exploitation

for Privilege Escalation](https://attack.mitre.org/techniques/T1068). 

Name

Impair Defenses 

ID

T1562 

Description

Adversaries may maliciously modify components of a victim environment in order to

hinder or disable defensive mechanisms. This not only involves impairing preventative

defenses, such as firewalls and anti-virus, but also detection capabilities that defenders

can use to audit activity and identify malicious behavior. This may also span both native

defenses as well as supplemental capabilities installed by users and administrators.

Adversaries may also impair routine operations that contribute to defensive hygiene, such

as blocking users from logging out of a computer or stopping it from being shut down.

These restrictions can further enable malicious operations as well as the continued

propagation of incidents.(Citation: Emotet shutdown) Adversaries could also target event

aggregation and analysis mechanisms, or otherwise disrupt these procedures by altering

other system components. 

Name

User Execution 

TLP:CLEAR

12 Attack-Pattern



ID

T1204 

Description

An adversary may rely upon specific actions by a user in order to gain execution. Users

may be subjected to social engineering to get them to execute malicious code by, for

example, opening a malicious document file or link. These user actions will typically be

observed as follow-on behavior from forms of [Phishing](https://attack.mitre.org/

techniques/T1566). While [User Execution](https://attack.mitre.org/techniques/T1204)

frequently occurs shortly after Initial Access it may occur at other phases of an intrusion,

such as when an adversary places a file in a shared directory or on a user's desktop

hoping that a user will click on it. This activity may also be seen shortly after [Internal

Spearphishing](https://attack.mitre.org/techniques/T1534). Adversaries may also deceive

users into performing actions such as enabling [Remote Access Software](https://

attack.mitre.org/techniques/T1219), allowing direct control of the system to the adversary,

or downloading and executing malware for [User Execution](https://attack.mitre.org/

techniques/T1204). For example, tech support scams can be facilitated through [Phishing]

(https://attack.mitre.org/techniques/T1566), vishing, or various forms of user interaction.

Adversaries can use a combination of these methods, such as spoofing and promoting

toll-free numbers or call centers that are used to direct victims to malicious websites, to

deliver and execute payloads containing malware or [Remote Access Software](https://

attack.mitre.org/techniques/T1219).(Citation: Telephone Attack Delivery) 

Name

Remote System Discovery 

ID

T1018 

Description

Adversaries may attempt to get a listing of other systems by IP address, hostname, or

other logical identifier on a network that may be used for Lateral Movement from the

current system. Functionality could exist within remote access tools to enable this, but

utilities available on the operating system could also be used such as [Ping](https://
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attack.mitre.org/software/S0097) or `net view` using [Net](https://attack.mitre.org/

software/S0039). Adversaries may also analyze data from local host files (ex: `C:

\Windows\System32\Drivers\etc\hosts` or `/etc/hosts`) or other passive means (such as

local [Arp](https://attack.mitre.org/software/S0099) cache entries) in order to discover the

presence of remote systems in an environment. Adversaries may also target discovery of

network infrastructure as well as leverage [Network Device CLI](https://attack.mitre.org/

techniques/T1059/008) commands on network devices to gather detailed information

about systems within a network (e.g. `show cdp neighbors`, `show arp`).(Citation: US-CERT-

TA18-106A)(Citation: CISA AR21-126A FIVEHANDS May 2021) 

Name

Create or Modify System Process 

ID

T1543 

Description

Adversaries may create or modify system-level processes to repeatedly execute malicious

payloads as part of persistence. When operating systems boot up, they can start processes

that perform background system functions. On Windows and Linux, these system

processes are referred to as services.(Citation: TechNet Services) On macOS, launchd

processes known as [Launch Daemon](https://attack.mitre.org/techniques/T1543/004) and

[Launch Agent](https://attack.mitre.org/techniques/T1543/001) are run to finish system

initialization and load user specific parameters.(Citation: AppleDocs Launch Agent

Daemons) Adversaries may install new services, daemons, or agents that can be

configured to execute at startup or a repeatable interval in order to establish persistence.

Similarly, adversaries may modify existing services, daemons, or agents to achieve the

same effect. Services, daemons, or agents may be created with administrator privileges but

executed under root/SYSTEM privileges. Adversaries may leverage this functionality to

create or modify system processes in order to escalate privileges.(Citation: OSX Malware

Detection) 

Name

Disk Wipe 

TLP:CLEAR
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ID

T1561 

Description

Adversaries may wipe or corrupt raw disk data on specific systems or in large numbers in a

network to interrupt availability to system and network resources. With direct write access

to a disk, adversaries may attempt to overwrite portions of disk data. Adversaries may opt

to wipe arbitrary portions of disk data and/or wipe disk structures like the master boot

record (MBR). A complete wipe of all disk sectors may be attempted. To maximize impact

on the target organization in operations where network-wide availability interruption is

the goal, malware used for wiping disks may have worm-like features to propagate across

a network by leveraging additional techniques like [Valid Accounts](https://

attack.mitre.org/techniques/T1078), [OS Credential Dumping](https://attack.mitre.org/

techniques/T1003), and [SMB/Windows Admin Shares](https://attack.mitre.org/

techniques/T1021/002).(Citation: Novetta Blockbuster Destructive Malware) On network

devices, adversaries may wipe configuration files and other data from the device using

[Network Device CLI](https://attack.mitre.org/techniques/T1059/008) commands such as

`erase`.(Citation: erase_cmd_cisco) 

Name

Obfuscated Files or Information 

ID

T1027 

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to

evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or

Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to
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15 Attack-Pattern



open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name

Command and Scripting Interpreter 

ID

T1059 

Description

Adversaries may abuse command and script interpreters to execute commands, scripts, or

binaries. These interfaces and languages provide ways of interacting with computer

systems and are a common feature across many different platforms. Most systems come

with some built-in command-line interface and scripting capabilities, for example, macOS

and Linux distributions include some flavor of [Unix Shell](https://attack.mitre.org/

techniques/T1059/004) while Windows installations include the [Windows Command Shell]

(https://attack.mitre.org/techniques/T1059/003) and [PowerShell](https://attack.mitre.org/

techniques/T1059/001). There are also cross-platform interpreters such as [Python]

(https://attack.mitre.org/techniques/T1059/006), as well as those commonly associated

with client applications such as [JavaScript](https://attack.mitre.org/techniques/

T1059/007) and [Visual Basic](https://attack.mitre.org/techniques/T1059/005). Adversaries

may abuse these technologies in various ways as a means of executing arbitrary

commands. Commands and scripts can be embedded in [Initial Access](https://

attack.mitre.org/tactics/TA0001) payloads delivered to victims as lure documents or as

secondary payloads downloaded from an existing C2. Adversaries may also execute

commands through interactive terminals/shells, as well as utilize various [Remote

Services](https://attack.mitre.org/techniques/T1021) in order to achieve remote Execution.
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(Citation: Powershell Remote Commands)(Citation: Cisco IOS Software Integrity Assurance -

Command History)(Citation: Remote Shell Execution in Python) 

Name

Account Discovery 

ID

T1087 

Description

Adversaries may attempt to get a listing of valid accounts, usernames, or email addresses

on a system or within a compromised environment. This information can help adversaries

determine which accounts exist, which can aid in follow-on behavior such as brute-

forcing, spear-phishing attacks, or account takeovers (e.g., [Valid Accounts](https://

attack.mitre.org/techniques/T1078)). Adversaries may use several methods to enumerate

accounts, including abuse of existing tools, built-in commands, and potential

misconfigurations that leak account names and roles or permissions in the targeted

environment. For examples, cloud environments typically provide easily accessible

interfaces to obtain user lists. On hosts, adversaries can use default [PowerShell](https://

attack.mitre.org/techniques/T1059/001) and other command line functionality to identify

accounts. Information about email addresses and accounts may also be extracted by

searching an infected system’s files. 

Name

System Owner/User Discovery 

ID

T1033 

Description

Adversaries may attempt to identify the primary user, currently logged in user, set of users

that commonly uses a system, or whether a user is actively using the system. They may do
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this, for example, by retrieving account usernames or by using [OS Credential Dumping]

(https://attack.mitre.org/techniques/T1003). The information may be collected in a number

of different ways using other Discovery techniques, because user and username details are

prevalent throughout a system and include running process ownership, file/directory

ownership, session information, and system logs. Adversaries may use the information

from [System Owner/User Discovery](https://attack.mitre.org/techniques/T1033) during

automated discovery to shape follow-on behaviors, including whether or not the adversary

fully infects the target and/or attempts specific actions. Various utilities and commands

may acquire this information, including `whoami`. In macOS and Linux, the currently

logged in user can be identified with `w` and `who`. On macOS the `dscl . list /Users | grep

-v '_'` command can also be used to enumerate user accounts. Environment variables, such

as `%USERNAME%` and `$USER`, may also be used to access this information. On network

devices, [Network Device CLI](https://attack.mitre.org/techniques/T1059/008) commands

such as `show users` and `show ssh` can be used to display users currently logged into the

device.(Citation: show_ssh_users_cmd_cisco)(Citation: US-CERT TA18-106A Network

Infrastructure Devices 2018) 

Name

T1094 

ID

T1094 

Name

Remote Services 

ID

T1021 

Description

Adversaries may use [Valid Accounts](https://attack.mitre.org/techniques/T1078) to log

into a service that accepts remote connections, such as telnet, SSH, and VNC. The

adversary may then perform actions as the logged-on user. In an enterprise environment,

servers and workstations can be organized into domains. Domains provide centralized

TLP:CLEAR
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identity management, allowing users to login using one set of credentials across the entire

network. If an adversary is able to obtain a set of valid domain credentials, they could

login to many different machines using remote access protocols such as secure shell (SSH)

or remote desktop protocol (RDP).(Citation: SSH Secure Shell)(Citation: TechNet Remote

Desktop Services) They could also login to accessible SaaS or IaaS services, such as those

that federate their identities to the domain. Legitimate applications (such as [Software

Deployment Tools](https://attack.mitre.org/techniques/T1072) and other administrative

programs) may utilize [Remote Services](https://attack.mitre.org/techniques/T1021) to

access remote hosts. For example, Apple Remote Desktop (ARD) on macOS is native

software used for remote management. ARD leverages a blend of protocols, including

[VNC](https://attack.mitre.org/techniques/T1021/005) to send the screen and control

buffers and [SSH](https://attack.mitre.org/techniques/T1021/004) for secure file transfer.

(Citation: Remote Management MDM macOS)(Citation: Kickstart Apple Remote Desktop

commands)(Citation: Apple Remote Desktop Admin Guide 3.3) Adversaries can abuse

applications such as ARD to gain remote code execution and perform lateral movement. In

versions of macOS prior to 10.14, an adversary can escalate an SSH session to an ARD

session which enables an adversary to accept TCC (Transparency, Consent, and Control)

prompts without user interaction and gain access to data.(Citation: FireEye 2019 Apple

Remote Desktop)(Citation: Lockboxx ARD 2019)(Citation: Kickstart Apple Remote Desktop

commands) 

Name

Application Layer Protocol 

ID

T1071 

Description

Adversaries may communicate using OSI application layer protocols to avoid detection/

network filtering by blending in with existing traffic. Commands to the remote system, and

often the results of those commands, will be embedded within the protocol traffic

between the client and server. Adversaries may utilize many different protocols, including

those used for web browsing, transferring files, electronic mail, or DNS. For connections

that occur internally within an enclave (such as those between a proxy or pivot node and

other nodes), commonly used protocols are SMB, SSH, or RDP. 

Name
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Deobfuscate/Decode Files or Information 

ID

T1140 

Description

Adversaries may use [Obfuscated Files or Information](https://attack.mitre.org/

techniques/T1027) to hide artifacts of an intrusion from analysis. They may require

separate mechanisms to decode or deobfuscate that information depending on how they

intend to use it. Methods for doing that include built-in functionality of malware or by

using utilities present on the system. One such example is the use of [certutil](https://

attack.mitre.org/software/S0160) to decode a remote access tool portable executable file

that has been hidden inside a certificate file.(Citation: Malwarebytes Targeted Attack

against Saudi Arabia) Another example is using the Windows `copy /b` command to

reassemble binary fragments into a malicious payload.(Citation: Carbon Black Obfuscation

Sept 2016) Sometimes a user's action may be required to open it for deobfuscation or

decryption as part of [User Execution](https://attack.mitre.org/techniques/T1204). The user

may also be required to input a password to open a password protected compressed/

encrypted file that was provided by the adversary. (Citation: Volexity PowerDuke November

2016) 

Name

File and Directory Discovery 

ID

T1083 

Description

Adversaries may enumerate files and directories or may search in specific locations of a

host or network share for certain information within a file system. Adversaries may use the

information from [File and Directory Discovery](https://attack.mitre.org/techniques/T1083)

during automated discovery to shape follow-on behaviors, including whether or not the

adversary fully infects the target and/or attempts specific actions. Many command shell
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utilities can be used to obtain this information. Examples include `dir`, `tree`, `ls`, `find`,

and `locate`.(Citation: Windows Commands JPCERT) Custom tools may also be used to

gather file and directory information and interact with the [Native API](https://

attack.mitre.org/techniques/T1106). Adversaries may also leverage a [Network Device CLI]

(https://attack.mitre.org/techniques/T1059/008) on network devices to gather file and

directory information (e.g. `dir`, `show flash`, and/or `nvram`).(Citation: US-CERT-TA18-106A) 

Name

Data Staged 

ID

T1074 

Description

Adversaries may stage collected data in a central location or directory prior to Exfiltration.

Data may be kept in separate files or combined into one file through techniques such as

[Archive Collected Data](https://attack.mitre.org/techniques/T1560). Interactive command

shells may be used, and common functionality within [cmd](https://attack.mitre.org/

software/S0106) and bash may be used to copy data into a staging location.(Citation: PWC

Cloud Hopper April 2017) In cloud environments, adversaries may stage data within a

particular instance or virtual machine before exfiltration. An adversary may [Create Cloud

Instance](https://attack.mitre.org/techniques/T1578/002) and stage data in that instance.

(Citation: Mandiant M-Trends 2020) Adversaries may choose to stage data from a victim

network in a centralized location prior to Exfiltration to minimize the number of

connections made to their C2 server and better evade detection. 

Name

Domain Trust Discovery 

ID

T1482 

Description
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Adversaries may attempt to gather information on domain trust relationships that may be

used to identify lateral movement opportunities in Windows multi-domain/forest

environments. Domain trusts provide a mechanism for a domain to allow access to

resources based on the authentication procedures of another domain.(Citation: Microsoft

Trusts) Domain trusts allow the users of the trusted domain to access resources in the

trusting domain. The information discovered may help the adversary conduct [SID-History

Injection](https://attack.mitre.org/techniques/T1134/005), [Pass the Ticket](https://

attack.mitre.org/techniques/T1550/003), and [Kerberoasting](https://attack.mitre.org/

techniques/T1558/003).(Citation: AdSecurity Forging Trust Tickets)(Citation: Harmj0y

Domain Trusts) Domain trusts can be enumerated using the `DSEnumerateDomainTrusts()`

Win32 API call, .NET methods, and LDAP.(Citation: Harmj0y Domain Trusts) The Windows

utility [Nltest](https://attack.mitre.org/software/S0359) is known to be used by adversaries

to enumerate domain trusts.(Citation: Microsoft Operation Wilysupply) 
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Indicator

Name

c92c158d7c37fea795114fa6491fe5f145ad2f8c08776b18ae79db811e8e36a3 

Description

TEL:Trojan:Win32/SuspLDAPQuery.A SHA256 of 4f4f8cf0f9b47d0ad95d159201fe7e72fbc8448d 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' = 'c92c158d7c37fea795114fa6491fe5f145ad2f8c08776b18ae79db811e8e36a3'] 

Name

5.188.86.18 

Description

**ISP:** Global Layer B.V. **OS:** None -------------------------- Hostnames: -------------------------- Domains: -------------------------- Services: **135:** ``` Microsoft RPC Endpoint Mapper d95afe70-a6d5-4259-822e-2c84da1ddb0d version: v1.0 protocol: [MS-RSP]: Remote Shutdown Protocol provider: wininit.exe ncacn_ip_tcp: 5.188.86.18:49664 ncalrpc: WindowsShutdown ncacn_np: \\1G-NODE\PIPE\InitShutdown ncalrpc: WMsgKRpc080430 76f226c3-ec14-4325-8a99-6a46348418af version: v1.0 provider: winlogon.exe ncalrpc: WindowsShutdown ncacn_np: \\1G-NODE\PIPE\InitShutdown ncalrpc: WMsgKRpc080430 ncalrpc: WMsgKRpc0D9301 ncalrpc: WMsgKRpc0983802 fc48cd89-98d6-4628-9839-86f7a3e4161a version: v1.0 ncalrpc: dabrpc ncalrpc: csebpub ncalrpc: LRPC-b58a3f0d2b27cf1dbb ncalrpc: LRPC-f94b2973dfb518bf75 ncalrpc: LRPC-bbabbdb4cdcf5c48b9 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo d09bdeb5-6171-4a34-bfe2-06fa82652568 version: v1.0 ncalrpc: csebpub ncalrpc: LRPC-b58a3f0d2b27cf1dbb ncalrpc: LRPC-f94b2973dfb518bf75 ncalrpc: LRPC-bbabbdb4cdcf5c48b9 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-f94b2973dfb518bf75 ncalrpc: LRPC-bbabbdb4cdcf5c48b9 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-bbabbdb4cdcf5c48b9 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-7cdaf4d21f36088c2b ncalrpc: LRPC-021c4f531ef47ff027 697dcda9-3ba9-4eb2-9247-e11f1901b0d2 version: v1.0 ncalrpc: LRPC-b58a3f0d2b27cf1dbb ncalrpc: LRPC-f94b2973dfb518bf75 ncalrpc: LRPC-bbabbdb4cdcf5c48b9 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 9b008953-f195-4bf9-bde0-4471971e58ed version: v1.0 ncalrpc: LRPC-f94b2973dfb518bf75 ncalrpc: LRPC-bbabbdb4cdcf5c48b9 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo dd59071b-3215-4c59-8481-972edadc0f6a version: v1.0 ncalrpc: umpo 0d47017b-b33b-46ad-9e18-fe96456c5078 version: v1.0 ncalrpc: umpo 95406f0b-b239-4318-91bb-cea3a46ff0dc version: v1.0 ncalrpc: umpo 4ed8abcc-f1e2-438b-981f-bb0e8abc010c version: v1.0 ncalrpc: umpo 0ff1f646-13bb-400a-ab50-9a78f2b7a85a version: v1.0 ncalrpc: umpo 6982a06e-5fe2-46b1-b39c-a2c545bfa069 version: v1.0 ncalrpc: umpo 082a3471-31b6-422a-b931-a54401960c62 version: v1.0 ncalrpc: umpo fae436b0-b864-4a87-9eda-298547cd82f2 version: v1.0 ncalrpc: umpo e53d94ca-7464-4839-b044-09a2fb8b3ae5 version: v1.0 ncalrpc: umpo 178d84be-9291-4994-82c6-3f909aca5a03 version: v1.0 ncalrpc: umpo 4dace966-a243-4450-ae3f-9b7bcb5315b8 version: v2.0 ncalrpc: umpo 1832bcf6-cab8-41d4-85d2-c9410764f75a version: v1.0 ncalrpc: umpo c521facf-09a9-42c5-b155-72388595cbf0 version: v0.0 ncalrpc: umpo 2c7fd9ce-e706-4b40-b412-953107ef9bb0 version: v0.0 ncalrpc: umpo 88abcbc3-34ea-76ae-8215-767520655a23 version: v0.0 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 76c217bc-c8b4-4201-a745-373ad9032b1a version: v1.0 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 55e6b932-1979-45d6-90c5-7f6270724112 version: v1.0 ncalrpc: LRPC-4bdfb8a7c6fba0dc57 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 857fb1be-084f-4fb5-b59c-4b2c4be5f0cf version: v1.0 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo b8cadbaf-e84b-46b9-84f2-6f71c03f9e55 version: v1.0 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 20c40295-8dba-48e6-aebf-3e78ef3bb144 version: v1.0 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 2513bcbe-6cd4-4348-855e-7efb3c336dd3 version: v1.0 ncalrpc: LRPC-242289c6393035db30 ncalrpc: OLEB9C9D7CB344E13FC20A7334B286F ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 0d3e2735-cea0-4ecc-a9e2-41a2d81aed4e version: v1.0 ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo c605f9fb-f0a3-4e2a-a073-73560f8d9e3e version: v1.0 ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 1b37ca91-76b1-4f5e-a3c7-2abfc61f2bb0 version: v1.0 ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 8bfc3be1-6def-4e2d-af74-7c47cd0ade4a version: v1.0 ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 2d98a740-581d-41b9-aa0d-a88b9d5ce938 version: v1.0 ncalrpc: LRPC-2462c4c9c631ca170c ncalrpc: actkernel ncalrpc: umpo 0361ae94-0316-4c6c-8ad8-c594375800e2 version: v1.0 ncalrpc: umpo 5824833b-3c1a-4ad2-bdfd-

c31d19e23ed2 version: v1.0 ncalrpc: umpo bdaa0970-413b-4a3e-9e5d-f6dc9d7e0760 version: v1.0 ncalrpc: umpo 3b338d89-6cfa-44b8-847e-531531bc9992 version: v1.0 ncalrpc: umpo 8782d3b9-ebbd-4644-a3d8-e8725381919b version: v1.0 ncalrpc: umpo 085b0334-e454-4d91-9b8c-4134f9e793f3 version: v1.0 ncalrpc: umpo 4bec6bb8-b5c2-4b6f-b2c1-5da5cf92d0d9 version: v1.0 ncalrpc: umpo c9ac6db5-82b7-4e55-ae8a-e464ed7b4277 version: v1.0 annotation: Impl friendly name provider: sysntfy.dll ncalrpc: LRPC-e1654a39c735c5f953 ncalrpc: IUserProfile2 ncalrpc: LRPC-5e5701756736653e5b ncalrpc: LRPC-bee5159fb66f1891fc ncalrpc: senssvc ncalrpc: LRPC-4d746e116ba5954f26 f3f09ffd-fbcf-4291-944d-70ad6e0e73bb version: v1.0 ncalrpc: LRPC-6d269defa4946a8694 ncalrpc: LRPC-ef118361312958defa e40f7b57-7a25-4cd3-a135-7f7d3df9d16b version: v1.0 annotation: Network Connection Broker server endpoint ncalrpc: LRPC-d4b1d47e847bba6292 ncalrpc: OLE0A7F99B77DCE81D476AC6AB5923C ncalrpc: LRPC-4d829081762329bc30 ncalrpc: LRPC-7cdaf4d21f36088c2b 880fd55e-43b9-11e0-b1a8-cf4edfd72085 version: v1.0 annotation: KAPI Service endpoint ncalrpc: LRPC-d4b1d47e847bba6292 ncalrpc: OLE0A7F99B77DCE81D476AC6AB5923C ncalrpc: LRPC-4d829081762329bc30 ncalrpc: LRPC-7cdaf4d21f36088c2b 5222821f-d5e2-4885-84f1-5f6185a0ec41 version: v1.0 annotation: Network Connection Broker server endpoint for NCB Reset module ncalrpc: LRPC-4d829081762329bc30 ncalrpc: LRPC-7cdaf4d21f36088c2b a500d4c6-0dd1-4543-bc0c-d5f93486eaf8 version: v1.0 ncalrpc: LRPC-0fd89d26799db0abe4 ncalrpc: LRPC-021c4f531ef47ff027 df4df73a-c52d-4e3a-8003-8437fdf8302a version: v0.0 annotation: WM_WindowManagerRPC\Server ncalrpc: LRPC-e46ca4cd8f023e5d2e f6beaff7-1e19-4fbb-9f8f-b89e2018337c version: v1.0 annotation: Event log TCPIP protocol: [MS-EVEN6]: EventLog Remoting Protocol provider: wevtsvc.dll ncacn_ip_tcp: 5.188.86.18:49665 ncacn_np: \\1G-NODE\pipe\eventlog ncalrpc: eventlog 7ea70bcf-48af-4f6a-8968-6a440754d5fa version: v1.0 annotation: NSI server endpoint provider: nsisvc.dll ncalrpc: LRPC-b788f34bd5f23ed5a0 2eb08e3e-639f-4fba-97b1-14f878961076 version: v1.0 annotation: Group Policy RPC Interface provider: gpsvc.dll ncalrpc: LRPC-a38209798000fa8744 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6 version: v1.0 annotation: DHCPv6 Client LRPC Endpoint provider: dhcpcsvc6.dll ncalrpc: dhcpcsvc6 ncalrpc: dhcpcsvc 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5 version: v1.0 annotation: DHCP Client LRPC Endpoint provider: dhcpcsvc.dll ncalrpc: dhcpcsvc 3a9ef155-691d-4449-8d05-09ad57031823 version: v1.0 ncacn_ip_tcp: 5.188.86.18:49666 ncalrpc: LRPC-5a96ccf84a178cf77b ncalrpc: ubpmtaskhostchannel ncacn_np: \\1G-NODE\PIPE\atsvc ncalrpc: LRPC-0896f375c8511bb47b 86d35949-83c9-4044-b424-db363231fd0c version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: schedsvc.dll ncacn_ip_tcp: 5.188.86.18:49666 ncalrpc: LRPC-5a96ccf84a178cf77b ncalrpc: ubpmtaskhostchannel ncacn_np: \\1G-NODE\PIPE\atsvc ncalrpc: LRPC-0896f375c8511bb47b 33d84484-3626-47ee-8c6f-e7e98b113be1 version: v2.0 ncalrpc: LRPC-5a96ccf84a178cf77b ncalrpc: ubpmtaskhostchannel ncacn_np: \\1G-NODE\PIPE\atsvc ncalrpc: LRPC-0896f375c8511bb47b 378e52b0-c0a9-11cf-822d-00aa0051e40f version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: taskcomp.dll ncacn_np: \\1G-NODE\PIPE\atsvc ncalrpc: LRPC-0896f375c8511bb47b 1ff70682-0a51-30e8-076d-740be8cee98b version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: taskcomp.dll ncacn_np: \\1G-NODE\PIPE\atsvc ncalrpc: LRPC-0896f375c8511bb47b 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53 version: v1.0 provider: schedsvc.dll ncalrpc: LRPC-0896f375c8511bb47b 30b044a5-a225-43f0-b3a4-e060df91f9c1 version: v1.0 provider: certprop.dll ncalrpc: LRPC-23077eb92d7ba554c7 7f1343fe-50a9-4927-a778-0c5859517bac version: v1.0 annotation: DfsDs service ncacn_np: \\1G-NODE\PIPE\wkssvc ncalrpc: LRPC-1d20a8e97e5dc36b25 eb081a0d-10ee-478a-a1dd-50995283e7a8 version: v3.0 annotation: Witness Client Test Interface ncalrpc: LRPC-1d20a8e97e5dc36b25 f2c9b409-c1c9-4100-8639-d8ab1486694a version: v1.0 annotation: Witness Client Upcall Server ncalrpc: LRPC-1d20a8e97e5dc36b25 c2d1b5dd-fa81-4460-9dd6-e7658b85454b version: v1.0 ncalrpc: LRPC-8c9aa5d17ec550ead9 ncalrpc: OLEAFDC67EBABC113976B850CE77692 f44e62af-dab1-44c2-8013-049a9de417d6 version: v1.0 ncalrpc: LRPC-8c9aa5d17ec550ead9 ncalrpc: OLEAFDC67EBABC113976B850CE77692 7aeb6705-3ae6-471a-882d-f39c109edc12 version: v1.0 ncalrpc: LRPC-8c9aa5d17ec550ead9 ncalrpc: OLEAFDC67EBABC113976B850CE77692 e7f76134-9ef5-4949-a2d6-3368cc0988f3 version: v1.0 ncalrpc: LRPC-8c9aa5d17ec550ead9 ncalrpc: OLEAFDC67EBABC113976B850CE77692 b37f900a-eae4-4304-a2ab-12bb668c0188 version: v1.0 ncalrpc: LRPC-8c9aa5d17ec550ead9 ncalrpc: OLEAFDC67EBABC113976B850CE77692 abfb6ca3-0c5e-4734-9285-0aee72fe8d1c version: v1.0 ncalrpc: LRPC-8c9aa5d17ec550ead9 ncalrpc: OLEAFDC67EBABC113976B850CE77692 2fb92682-6599-42dc-ae13-bd2ca89bd11c version: v1.0 annotation: Fw APIs provider: MPSSVC.dll ncalrpc: LRPC-8920e81b519f5e3577 ncalrpc: LRPC-9836fb5329fbfdd8b4 ncalrpc: LRPC-95ebc6fbec5db15a37 ncalrpc: LRPC-0d7dc187739ceadea8 f47433c3-3e9d-4157-aad4-83aa1f5c2d4c version: v1.0 annotation: Fw APIs ncalrpc: LRPC-9836fb5329fbfdd8b4 ncalrpc: LRPC-95ebc6fbec5db15a37 ncalrpc: LRPC-0d7dc187739ceadea8 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03 version: v1.0 annotation: Fw APIs provider: MPSSVC.dll ncalrpc: LRPC-95ebc6fbec5db15a37 ncalrpc: LRPC-0d7dc187739ceadea8 dd490425-5325-4565-b774-7e27d6c09c24 version: v1.0

annotation: Base Firewall Engine API provider: BFE.DLL ncalrpc: LRPC-0d7dc187739ceadea8 29770a8f-829b-4158-90a2-78cd488501f7 version: v1.0 ncacn_ip_tcp: 5.188.86.18:49667 ncacn_np: \\1G-NODE\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-4d746e116ba5954f26 0d3c7f20-1c8d-4654-a1b3-51563b298bda version: v1.0 annotation: UserMgrCli ncalrpc: LRPC-8d654ea5e3612c56c3 ncalrpc: OLEE28C3C2357FC57C091DED1ACE918 b18fbab6-56f8-4702-84e0-41053293a869 version: v1.0 annotation: UserMgrCli ncalrpc: LRPC-8d654ea5e3612c56c3 ncalrpc: OLEE28C3C2357FC57C091DED1ACE918 76f03f96-cdfd-44fc-a22c-64950a001209 version: v1.0 protocol: [MS-PAR]: Print System Asynchronous Remote Protocol provider: spoolsv.exe ncacn_ip_tcp: 5.188.86.18:49668 ncalrpc: LRPC-01a55b7fefc2b80406 4a452661-8290-4b36-8fbe-7f4093a94978 version: v1.0 provider: spoolsv.exe ncacn_ip_tcp: 5.188.86.18:49668 ncalrpc: LRPC-01a55b7fefc2b80406 ae33069b-a2a8-46ee-a235-ddfd339be281 version: v1.0 protocol: [MS-PAN]: Print System Asynchronous Notification Protocol provider: spoolsv.exe ncacn_ip_tcp: 5.188.86.18:49668 ncalrpc: LRPC-01a55b7fefc2b80406 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1 version: v1.0 protocol: [MS-PAN]: Print System Asynchronous Notification Protocol provider: spoolsv.exe ncacn_ip_tcp: 5.188.86.18:49668 ncalrpc: LRPC-01a55b7fefc2b80406 12345678-1234-abcd-ef00-0123456789ab version: v1.0 protocol: [MS-RPRN]: Print System Remote Protocol provider: spoolsv.exe ncacn_ip_tcp: 5.188.86.18:49668 ncalrpc: LRPC-01a55b7fefc2b80406 a398e520-d59a-4bdd-aa7a-3c1e0303a511 version: v1.0 annotation: IKE/Authip API provider: IKEEXT.DLL ncalrpc: LRPC-9f805a03d22117cab2 b58aa02e-2884-4e97-8176-4ee06d794184 version: v1.0 provider: sysmain.dll ncalrpc: LRPC-fce77fcec962567987 367abb81-9844-35f1-ad32-98f038001003 version: v2.0 protocol: [MS-SCMR]: Service Control Manager Remote Protocol provider: services.exe ncacn_ip_tcp: 5.188.86.18:49669 c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1 version: v1.0 annotation: Adh APIs ncalrpc: TeredoControl ncalrpc: TeredoDiagnostics ncalrpc: LRPC-404c17584f1df29de3 c36be077-e14b-4fe9-8abc-e856ef4f048b version: v1.0 annotation: Proxy Manager client server endpoint ncalrpc: TeredoControl ncalrpc: TeredoDiagnostics ncalrpc: LRPC-404c17584f1df29de3 2e6035b2-e8f1-41a7-a044-656b439c4c34 version: v1.0 annotation: Proxy Manager provider server endpoint ncalrpc: TeredoControl ncalrpc: TeredoDiagnostics ncalrpc: LRPC-404c17584f1df29de3 552d076a-cb29-4e44-8b6a-d15e59e2c0af version: v1.0 annotation: IP Transition Configuration endpoint provider: iphlpsvc.dll ncalrpc: LRPC-404c17584f1df29de3 1a0d010f-1c33-432c-b0f5-8cf4e8053099 version: v1.0 annotation: IdSegSrv service ncalrpc: LRPC-b603dc6dcb61ec73b0 98716d03-89ac-44c7-bb8c-285824e51c4a version: v1.0 annotation: XactSrv service provider: srvsvc.dll ncalrpc: LRPC-b603dc6dcb61ec73b0 6b5bdd1e-528c-422c-af8c-a4079be4fe48 version: v1.0 annotation: Remote Fw APIs protocol: [MS-FASP]: Firewall and Advanced Security Protocol provider: FwRemoteSvr.dll ncacn_ip_tcp: 5.188.86.18:49670 30adc50c-5cbc-46ce-9a0e-91914789e23c version: v1.0 annotation: NRP server endpoint provider: nrpsrv.dll ncalrpc: LRPC-9fee8db4ba26c2b679 51a227ae-825b-41f2-b4a9-1ac9557a1018 version: v1.0 annotation: Ngc Pop Key Service ncacn_ip_tcp: 5.188.86.18:49672 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\1G-NODE\pipe\lsass 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b version: v1.0 annotation: Ngc Pop Key Service ncacn_ip_tcp: 5.188.86.18:49672 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\1G-NODE\pipe\lsass b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86 version: v2.0 annotation: KeyIso ncacn_ip_tcp: 5.188.86.18:49672 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\1G-NODE\pipe\lsass 12345778-1234-abcd-ef00-0123456789ac version: v1.0 protocol: [MS-SAMR]: Security Account Manager (SAM) Remote Protocol provider: samsrv.dll ncacn_ip_tcp: 5.188.86.18:49672 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\1G-NODE\pipe\lsass 906b0ce0-c70b-1067-b317-00dd010662da version: v1.0 protocol: [MS-CMPO]: MSDTC Connection Manager: provider: msdtcprx.dll ncalrpc: LRPC-c5fc2c60ae0f4aee2a ncalrpc: LRPC-c5fc2c60ae0f4aee2a ncalrpc: LRPC-c5fc2c60ae0f4aee2a bf4dc912-e52f-4904-8ebe-9317c1bdd497 version: v1.0 ncalrpc: LRPC-e25b0ff740282e79d1 ncalrpc: OLEB97FF20CDFE8F2B305B9E662CFCC 12e65dd8-887f-41ef-91bf-8d816c42c2e7 version: v1.0 annotation: Secure Desktop LRPC interface provider: winlogon.exe ncalrpc: WMsgKRpc0983802 b1ef227e-dfa5-421e-82bb-67a6a129c496 version: v0.0 ncalrpc: LRPC-26c7df79d393305b64 ncalrpc: OLECDBB1EE51709EDF4944475B106E9 0fc77b1a-95d8-4a2e-a0c0-cff54237462b version: v0.0 ncalrpc: LRPC-26c7df79d393305b64 ncalrpc: OLECDBB1EE51709EDF4944475B106E9 8ec21e98-

b5ce-4916-a3d6-449fa428a007 version: v0.0 ncalrpc: LRPC-26c7df79d393305b64 ncalrpc: OLECDBB1EE51709EDF4944475B106E9 54b4c689-969a-476f-8dc2-990885e9f562 version: v0.0 ncalrpc: LRPC-3a2550a2351855766b be7f785e-0e3a-4ab7-91de-7e46e443be29 version: v0.0 ncalrpc: LRPC-3a2550a2351855766b 0767a036-0d22-48aa-ba69-b619480f38cb version: v1.0 annotation: PcaSvc provider: pcasvc.dll ncalrpc: LRPC-5d7b9496a5c399682d a4b8d482-80ce-40d6-934d-b22a01a44fe7 version: v1.0 annotation: LicenseManager ncalrpc: LicenseServiceEndpoint ``` ------------------ **137:** ``` NetBIOS Response: Server Name: 1G-NODE MAC Address: D0:50:99:DB:83:E0 Names: 1G-NODE <0x20> 1G-NODE <0x0> WORKGROUP <0x0> ``` ------------------ **445:** ``` SMB Status: Authentication: enabled SMB Version: 2 Capabilities: raw-mode ``` ------------------ **3389:** ``` Remote Desktop Protocol \x03\x00\x00\x13\x0e\xd0\x00\x00\x124\x00\x02\x1f\x08\x00\x02\x00\x00\x00 Remote Desktop Protocol NTLM Info: OS: Windows 10/Windows Server 2019 OS Build: 10.0.17763 Target Name: 1G-NODE NetBIOS Domain Name: 1G-NODE NetBIOS Computer Name: 1G-NODE DNS Domain Name: 1G-node FQDN: 1G-node ``` ------------------ **5985:** ``` HTTP/1.1 404 Not Found Content-Type: text/html; charset=us-ascii Server: Microsoft-HTTPAPI/2.0 Date: Thu, 08 Jun 2023 05:56:33 GMT Connection: close Content-Length: 315 WinRM NTLM Info: OS: Windows 10/Windows Server 2019 OS Build: 10.0.17763 Target Name: 1G-NODE NetBIOS Domain Name: 1G-NODE NetBIOS Computer Name: 1G-NODE DNS Domain Name: 1G-node FQDN: 1G-node ``` ------------------ 

TLP:CLEAR

23 Indicator



Pattern Type

stix 

Pattern

[ipv4-addr:value = '5.188.86.18'] 

Name

45.182.189.71 

Description

**ISP:** DataHome S.A. **OS:** None -------------------------- Hostnames: - rprotecruuio.com - www.rprotecruuio.com -------------------------- Domains: - rprotecruuio.com -------------------------- Services: **22:** ``` SSH-2.0-OpenSSH_8.4p1 Debian-5+deb11u1 Key type: ssh-rsa Key: AAAAB3NzaC1yc2EAAAADAQABAAABgQC2uN7do1IZEZxP9x3mo/v0scXvZBASjv25uhlSHgfCkFvn G0uum3GRb0hlTaTQSPiksi3jqSCIaYDYX4LF47NQvIZvkVPwlYR072mjG+4LIEg3LNnxre7FBBdO Q8QHQtAlIRcUDHBJcVd3PRK2JYKXFw06t/kUANB6c7Nkp2M7MmiCT2LJMS9ADI15XPhRpICZUenR R5QJSJTGkHG1qxB3M7AtxmDerL01ngjYBR9cdGv1/06creyJChD3RImWT2biSE3m3x2v46MNySyD lh8YhFzyehfshIQV4iFc7Agm2mqt9ScWzw1yo4abcYBn9if+GOs/RNHmpAww6aM+mlnbsNb7/PLj 5dS5zVjIcenJs3OwLp6H5GB2QGIp6L8PDu+w5NXyX7tSx1l2IgeIUmnnBvQ1j08L77EYpNKoKl0v uQhV9nEWbbetq84+Q8A3XG9ZC3tnBmGz2+/55NEA6E7eToKhBUdhCjUiVJQz31oWK1d0kMR8MNhk dIRUsaqIAIU= Fingerprint: 55:c6:58:70:3c:07:d6:34:4e:32:5e:a2:6c:f9:6c:3b Kex Algorithms: curve25519-sha256 curve25519-sha256@libssh.org ecdh-sha2-nistp256 ecdh-sha2-nistp384 ecdh-sha2-nistp521 diffie-hellman-group-exchange-sha256 diffie-hellman-group16-sha512 diffie-hellman-group18-sha512 diffie-hellman-group14-sha256 Server Host Key Algorithms: rsa-sha2-512 rsa-sha2-256 ssh-rsa ecdsa-sha2-nistp256 ssh-ed25519 Encryption Algorithms: chacha20-poly1305@openssh.com aes128-ctr aes192-ctr aes256-ctr aes128-gcm@openssh.com aes256-gcm@openssh.com MAC Algorithms: umac-64-etm@openssh.com umac-128-etm@openssh.com hmac-sha2-256-etm@openssh.com hmac-sha2-512-etm@openssh.com hmac-sha1-etm@openssh.com umac-64@openssh.com umac-128@openssh.com hmac-sha2-256 hmac-sha2-512 hmac-sha1 Compression Algorithms: none zlib@openssh.com ``` ------------------ **80:** ``` HTTP/1.1 200 OK Server: nginx/1.18.0 Date: Sun, 21 May 2023 20:58:43 GMT Content-Type: text/html; charset=UTF-8 Content-Length: 213 Connection: keep-alive Vary: Accept-Encoding ``` ------------------ **443:** ``` HTTP/1.1 200 OK Server: nginx/1.18.0 Date: Fri, 26 May 2023 20:42:46 GMT Content-Type: text/html; charset=UTF-8 Content-Length: 213 Connection: keep-alive Vary: Accept-Encoding ``` HEARTBLEED: 2023/05/26 20:43:29 45.182.189.71:443 - SAFE ------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '45.182.189.71'] 

Name

139.60.160.166 

Description

**ISP:** HOSTKEY **OS:** Windows (Build 10.0.14393) -------------------------- Hostnames: -------------------------- Domains: -------------------------- Services: **21:** ``` 220-FileZilla Server 0.9.60 beta 220-written by Tim Kosse (tim.kosse@filezilla-project.org) 220 Please visit https://filezilla-project.org/ 530 Login or password incorrect! 214-The following commands are recognized: ABOR ADAT ALLO APPE AUTH CDUP CLNT CWD DELE EPRT EPSV FEAT HASH HELP LIST MDTM MFMT MKD MLSD MLST MODE NLST NOOP NOP OPTS PASS PASV PBSZ PORT PROT PWD QUIT REST RETR RMD RNFR RNTO SITE SIZE STOR STRU SYST TYPE USER XCUP XCWD XMKD XPWD XRMD 214 Have a nice day. 211-Features: MDTM REST STREAM SIZE MLST type*;size*;modify*; MLSD AUTH SSL AUTH TLS PROT PBSZ UTF8 CLNT MFMT EPSV EPRT 211 End ``` ------------------ **135:** ``` Microsoft RPC Endpoint Mapper d95afe70-a6d5-4259-822e-2c84da1ddb0d version: v1.0 protocol: [MS-RSP]: Remote Shutdown Protocol provider: wininit.exe ncacn_ip_tcp: 139.60.160.166:49664 ncalrpc: WindowsShutdown ncacn_np: \\WIN-I698G2JPMRK\PIPE\InitShutdown ncalrpc: WMsgKRpc09A100 76f226c3-ec14-4325-8a99-6a46348418af version: v1.0 provider: winlogon.exe ncalrpc: WindowsShutdown ncacn_np: \\WIN-I698G2JPMRK\PIPE\InitShutdown ncalrpc: WMsgKRpc09A100 ncalrpc: WMsgKRpc09BC31 9b008953-f195-4bf9-bde0-4471971e58ed version: v1.0 ncalrpc: LRPC-15db59adc5e44108e0 ncalrpc: dabrpc ncalrpc: csebpub ncalrpc: LRPC-a6c7e3b49592f7c01b ncalrpc: LRPC-edf7a8128a892544dd ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo d09bdeb5-6171-4a34-bfe2-06fa82652568 version: v1.0 ncalrpc: csebpub ncalrpc: LRPC-a6c7e3b49592f7c01b ncalrpc: LRPC-edf7a8128a892544dd ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-edf7a8128a892544dd ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-fbf51dfe53ec14d928 ncalrpc: LRPC-dd6e23571b851a87cc ncalrpc: LRPC-8a3773b243b67ba4ca 697dcda9-3ba9-4eb2-9247-e11f1901b0d2 version: v1.0 ncalrpc: LRPC-a6c7e3b49592f7c01b ncalrpc: LRPC-edf7a8128a892544dd ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 857fb1be-084f-4fb5-b59c-4b2c4be5f0cf version: v1.0 ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo b8cadbaf-e84b-46b9-84f2-6f71c03f9e55 version: v1.0 ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 20c40295-8dba-48e6-aebf-3e78ef3bb144 version: v1.0 ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 2513bcbe-6cd4-4348-855e-7efb3c336dd3 version: v1.0 ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 88abcbc3-34ea-76ae-8215-767520655a23 version: v0.0 ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 76c217bc-c8b4-4201-a745-373ad9032b1a version: v1.0 ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 55e6b932-1979-45d6-90c5-7f6270724112 version: v1.0 ncalrpc: LRPC-611a68ecb258b76985 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 4dace966-a243-4450-ae3f-9b7bcb5315b8 version: v1.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 1832bcf6-cab8-41d4-85d2-c9410764f75a version: v1.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo c521facf-09a9-42c5-b155-72388595cbf0 version: v0.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 2c7fd9ce-e706-4b40-b412-953107ef9bb0 version: v0.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 0d3e2735-cea0-4ecc-a9e2-41a2d81aed4e version: v1.0 ncalrpc:

OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo c605f9fb-f0a3-4e2a-a073-73560f8d9e3e version: v1.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 1b37ca91-76b1-4f5e-a3c7-2abfc61f2bb0 version: v1.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 8bfc3be1-6def-4e2d-af74-7c47cd0ade4a version: v1.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo 2d98a740-581d-41b9-aa0d-a88b9d5ce938 version: v1.0 ncalrpc: OLEA8EACF7671EEBE257B0EEFB0CCC8 ncacn_np: \\WIN-I698G2JPMRK\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo c9ac6db5-82b7-4e55-ae8a-e464ed7b4277 version: v1.0 annotation: Impl friendly name provider: sysntfy.dll ncalrpc: LRPC-ad76565950a89158d5 ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 ncalrpc: senssvc ncalrpc: IUserProfile2 ncalrpc: IUserProfile2 ncalrpc: IUserProfile2 5824833b-3c1a-4ad2-bdfd-c31d19e23ed2 version: v1.0 ncalrpc: actkernel ncalrpc: umpo bdaa0970-413b-4a3e-9e5d-f6dc9d7e0760 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 3b338d89-6cfa-44b8-847e-531531bc9992 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 8782d3b9-ebbd-4644-a3d8-e8725381919b version: v1.0 ncalrpc: actkernel ncalrpc: umpo 085b0334-e454-4d91-9b8c-4134f9e793f3 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 4bec6bb8-b5c2-4b6f-b2c1-5da5cf92d0d9 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5 version: v1.0 annotation: DHCP Client LRPC Endpoint provider: dhcpcsvc.dll ncalrpc: dhcpcsvc ncalrpc: dhcpcsvc6 ncacn_ip_tcp: 139.60.160.166:49665 ncacn_np: \\WIN-I698G2JPMRK\pipe\eventlog ncalrpc: eventlog ncalrpc: LRPC-8d49a5e03db2d22d3a ncalrpc: LRPC-fbf51dfe53ec14d928 ncalrpc: LRPC-dd6e23571b851a87cc 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6 version: v1.0 annotation: DHCPv6 Client LRPC Endpoint provider: dhcpcsvc6.dll ncalrpc: dhcpcsvc6 ncacn_ip_tcp: 139.60.160.166:49665 ncacn_np: \\WIN-I698G2JPMRK\pipe\eventlog ncalrpc: eventlog ncalrpc: LRPC-8d49a5e03db2d22d3a ncalrpc: LRPC-fbf51dfe53ec14d928 ncalrpc: LRPC-dd6e23571b851a87cc f6beaff7-1e19-4fbb-9f8f-b89e2018337c version: v1.0 annotation: Event log TCPIP protocol: [MS-EVEN6]: EventLog Remoting Protocol provider: wevtsvc.dll ncacn_ip_tcp: 139.60.160.166:49665 ncacn_np: \\WIN-I698G2JPMRK\pipe\eventlog ncalrpc: eventlog ncalrpc: LRPC-8d49a5e03db2d22d3a ncalrpc: LRPC-fbf51dfe53ec14d928 ncalrpc: LRPC-dd6e23571b851a87cc a500d4c6-0dd1-4543-bc0c-d5f93486eaf8 version: v1.0 ncalrpc: LRPC-8d49a5e03db2d22d3a ncalrpc: LRPC-fbf51dfe53ec14d928 ncalrpc: LRPC-dd6e23571b851a87cc 30adc50c-5cbc-46ce-9a0e-91914789e23c version: v1.0 annotation: NRP server endpoint provider: nrpsrv.dll ncalrpc: LRPC-dd6e23571b851a87cc 0767a036-0d22-48aa-ba69-b619480f38cb version: v1.0 annotation: PcaSvc provider: pcasvc.dll ncalrpc: trkwks ncacn_np: \\WIN-I698G2JPMRK\pipe\trkwks ncalrpc: TSUMRPD_PRINT_DRV_LPC_API ncalrpc: LRPC-33b5764cbc9fba97ae ncalrpc: OLEFA45EF8275AD8C801A71F9576851 ncalrpc: LRPC-b468b050d3559678de ncalrpc: LRPC-8a3773b243b67ba4ca e40f7b57-7a25-4cd3-a135-7f7d3df9d16b version: v1.0 annotation: Network Connection Broker server endpoint ncalrpc: LRPC-33b5764cbc9fba97ae ncalrpc: OLEFA45EF8275AD8C801A71F9576851 ncalrpc: LRPC-b468b050d3559678de ncalrpc: LRPC-8a3773b243b67ba4ca 880fd55e-43b9-11e0-b1a8-cf4edfd72085 version: v1.0 annotation: KAPI Service endpoint ncalrpc: LRPC-33b5764cbc9fba97ae ncalrpc: OLEFA45EF8275AD8C801A71F9576851 ncalrpc: LRPC-b468b050d3559678de ncalrpc: LRPC-8a3773b243b67ba4ca 5222821f-d5e2-4885-84f1-5f6185a0ec41 version: v1.0 annotation: Network Connection Broker server endpoint for NCB Reset module ncalrpc: LRPC-b468b050d3559678de ncalrpc: LRPC-8a3773b243b67ba4ca f3f09ffd-fbcf-4291-944d-70ad6e0e73bb version: v1.0 ncalrpc: LRPC-19217c72728956e2c5 3473dd4d-2e88-4006-9cba-22570909dd10 version: v5.256 annotation: WinHttp Auto-Proxy Service ncalrpc: LRPC-1d68a2e9b1a0931fec ncalrpc: OLE955358A7B663B3C7040E759E8B09 7ea70bcf-48af-4f6a-8968-6a440754d5fa version: v1.0 annotation: NSI server endpoint provider: nsisvc.dll ncalrpc: LRPC-1d68a2e9b1a0931fec ncalrpc: OLE955358A7B663B3C7040E759E8B09 fb9a3757-cff0-4db0-b9fc-bd6c131612fd version: v1.0 annotation: AppInfo ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 58e604e8-9adb-4d2e-a464-3b0683fb1480 version: v1.0 annotation: AppInfo provider: appinfo.dll ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a

ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 fd7a0523-dc70-43dd-9b2e-9c5ed48225b1 version: v1.0 annotation: AppInfo provider: appinfo.dll ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 5f54ce7d-5b79-4175-8584-cb65313a0e98 version: v1.0 annotation: AppInfo provider: appinfo.dll ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 201ef99a-7fa0-444c-9399-19ba84f12a1a version: v1.0 annotation: AppInfo provider: appinfo.dll ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1 version: v1.0 annotation: Adh APIs ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 c36be077-e14b-4fe9-8abc-e856ef4f048b version: v1.0 annotation: Proxy Manager client server endpoint ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 2e6035b2-e8f1-41a7-a044-656b439c4c34 version: v1.0 annotation: Proxy Manager provider server endpoint ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 552d076a-cb29-4e44-8b6a-d15e59e2c0af version: v1.0 annotation: IP Transition Configuration endpoint provider: iphlpsvc.dll ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 a398e520-d59a-4bdd-aa7a-3c1e0303a511 version: v1.0 annotation: IKE/Authip API provider: IKEEXT.DLL ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 29770a8f-829b-4158-90a2-78cd488501f7 version: v1.0 ncacn_np: \\WIN-I698G2JPMRK\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 0d3c7f20-1c8d-4654-a1b3-51563b298bda version: v1.0 annotation: UserMgrCli ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 b18fbab6-56f8-4702-84e0-41053293a869 version: v1.0 annotation: UserMgrCli ncalrpc: LRPC-d86cb1020d8b8ac4f3 ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 30b044a5-a225-43f0-b3a4-e060df91f9c1 version: v1.0 provider: certprop.dll ncalrpc: LRPC-7d30fe7a080d57ff3a ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 3a9ef155-691d-4449-8d05-09ad57031823 version: v1.0 ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel

ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 86d35949-83c9-4044-b424-db363231fd0c version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: schedsvc.dll ncacn_ip_tcp: 139.60.160.166:49666 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 33d84484-3626-47ee-8c6f-e7e98b113be1 version: v2.0 ncalrpc: LRPC-535b216d507c9e4e9b ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 378e52b0-c0a9-11cf-822d-00aa0051e40f version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: taskcomp.dll ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 1ff70682-0a51-30e8-076d-740be8cee98b version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: taskcomp.dll ncacn_np: \\WIN-I698G2JPMRK\PIPE\atsvc ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53 version: v1.0 provider: schedsvc.dll ncalrpc: OLE8D26CC9989D36356AED0A391B875 ncalrpc: senssvc ncalrpc: IUserProfile2 2eb08e3e-639f-4fba-97b1-14f878961076 version: v1.0 annotation: Group Policy RPC Interface provider: gpsvc.dll ncalrpc: LRPC-adc7ffdb1762b39191 7aeb6705-3ae6-471a-882d-f39c109edc12 version: v1.0 ncalrpc: LRPC-d3680a0b1a7fbd4091 e7f76134-9ef5-4949-a2d6-3368cc0988f3 version: v1.0 ncalrpc: LRPC-d3680a0b1a7fbd4091 b3781086-6a54-489b-91c8-51d067172ab7 version: v1.0 ncalrpc: LRPC-d3680a0b1a7fbd4091 b37f900a-eae4-4304-a2ab-12bb668c0188 version: v1.0 ncalrpc: LRPC-d3680a0b1a7fbd4091 abfb6ca3-0c5e-4734-9285-0aee72fe8d1c version: v1.0 ncalrpc: LRPC-d3680a0b1a7fbd4091 2fb92682-6599-42dc-ae13-bd2ca89bd11c version: v1.0 annotation: Fw APIs provider: MPSSVC.dll ncalrpc: LRPC-2e607695624bbaad8f ncalrpc: LRPC-937d7081e37b5072b2 ncalrpc: LRPC-39e18435c8219f6974 f47433c3-3e9d-4157-aad4-83aa1f5c2d4c version: v1.0 annotation: Fw APIs ncalrpc: LRPC-2e607695624bbaad8f ncalrpc: LRPC-937d7081e37b5072b2 ncalrpc: LRPC-39e18435c8219f6974 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03 version: v1.0 annotation: Fw APIs provider: MPSSVC.dll ncalrpc: LRPC-2e607695624bbaad8f ncalrpc: LRPC-937d7081e37b5072b2 ncalrpc: LRPC-39e18435c8219f6974 dd490425-5325-4565-b774-7e27d6c09c24 version: v1.0 annotation: Base Firewall Engine API provider: BFE.DLL ncalrpc: LRPC-937d7081e37b5072b2 ncalrpc: LRPC-39e18435c8219f6974 df4df73a-c52d-4e3a-8003-8437fdf8302a version: v0.0 annotation: WM_WindowManagerRPC\Server ncalrpc: LRPC-39e18435c8219f6974 7f1343fe-50a9-4927-a778-0c5859517bac version: v1.0 annotation: DfsDs service ncacn_np: \\WIN-I698G2JPMRK\PIPE\wkssvc ncalrpc: DNSResolver ncalrpc: nlaapi ncalrpc: nlaplg eb081a0d-10ee-478a-a1dd-50995283e7a8 version: v3.0 annotation: Witness Client Test Interface ncalrpc: DNSResolver ncalrpc: nlaapi ncalrpc: nlaplg f2c9b409-c1c9-4100-8639-d8ab1486694a version: v1.0 annotation: Witness Client Upcall Server ncalrpc: DNSResolver ncalrpc: nlaapi ncalrpc: nlaplg 76f03f96-cdfd-44fc-a22c-64950a001209 version: v1.0 protocol: [MS-PAR]: Print System Asynchronous Remote Protocol provider: spoolsv.exe ncacn_ip_tcp: 139.60.160.166:49667 ncalrpc: LRPC-8f56d969372b733bb8 4a452661-8290-4b36-8fbe-7f4093a94978 version: v1.0 provider: spoolsv.exe ncacn_ip_tcp: 139.60.160.166:49667 ncalrpc: LRPC-8f56d969372b733bb8 ae33069b-a2a8-46ee-a235-ddfd339be281 version: v1.0 protocol: [MS-PAN]: Print System Asynchronous Notification Protocol provider: spoolsv.exe ncacn_ip_tcp: 139.60.160.166:49667 ncalrpc: LRPC-8f56d969372b733bb8 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1 version: v1.0 protocol: [MS-PAN]: Print System Asynchronous Notification Protocol provider: spoolsv.exe ncacn_ip_tcp: 139.60.160.166:49667 ncalrpc: LRPC-8f56d969372b733bb8 12345678-1234-abcd-ef00-0123456789ab version: v1.0 protocol: [MS-RPRN]: Print System Remote Protocol provider: spoolsv.exe ncacn_ip_tcp: 139.60.160.166:49667 ncalrpc: LRPC-8f56d969372b733bb8 51a227ae-825b-41f2-b4a9-1ac9557a1018 version: v1.0 annotation: Ngc Pop Key Service ncacn_ip_tcp: 139.60.160.166:49668 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-I698G2JPMRK\pipe\lsass 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b version: v1.0 annotation: Ngc Pop Key Service ncacn_ip_tcp: 139.60.160.166:49668 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-I698G2JPMRK\pipe\lsass b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86 version: v2.0 annotation: KeyIso ncacn_ip_tcp: 139.60.160.166:49668 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-I698G2JPMRK\pipe\lsass 12345778-1234-abcd-ef00-0123456789ac version: v1.0 protocol: [MS-SAMR]: Security Account Manager (SAM) Remote Protocol provider:

samsrv.dll ncacn_ip_tcp: 139.60.160.166:49668 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-I698G2JPMRK\pipe\lsass 6b5bdd1e-528c-422c-af8c-a4079be4fe48 version: v1.0 annotation: Remote Fw APIs protocol: [MS-FASP]: Firewall and Advanced Security Protocol provider: FwRemoteSvr.dll ncacn_ip_tcp: 139.60.160.166:49669 ncalrpc: ipsec 1a0d010f-1c33-432c-b0f5-8cf4e8053099 version: v1.0 annotation: IdSegSrv service ncalrpc: LRPC-6db86fee4c04f2a759 98716d03-89ac-44c7-bb8c-285824e51c4a version: v1.0 annotation: XactSrv service provider: srvsvc.dll ncalrpc: LRPC-6db86fee4c04f2a759 906b0ce0-c70b-1067-b317-00dd010662da version: v1.0 protocol: [MS-CMPO]: MSDTC Connection Manager: provider: msdtcprx.dll ncalrpc: LRPC-22359964142fe66934 ncalrpc: LRPC-22359964142fe66934 ncalrpc: LRPC-22359964142fe66934 4b112204-0e19-11d3-b42b-0000f81feb9f version: v1.0 provider: ssdpsrv.dll ncalrpc: LRPC-f9d5c889ecae91d01e 4c9dbf19-d39e-4bb9-90ee-8f7179b20283 version: v1.0 ncalrpc: LRPC-54f1917aa3d94b8eba e38f5360-8572-473e-b696-1b46873beeab version: v1.0 ncalrpc: LRPC-54f1917aa3d94b8eba 367abb81-9844-35f1-ad32-98f038001003 version: v2.0 protocol: [MS-SCMR]: Service Control Manager Remote Protocol provider: services.exe ncacn_ip_tcp: 139.60.160.166:49670 ``` ------------------ **137:** ``` NetBIOS Response: Server Name: WIN-I698G2JPMRK MAC Address: AC:1F:6B:20:4B:DB Names: WIN-I698G2JPMRK <0x0> WORKGROUP <0x0> WIN-I698G2JPMRK <0x20> ``` ------------------ **445:** ``` SMB Status: Authentication: enabled SMB Version: 1 OS: Windows Server 2016 Standard 14393 Software: Windows Server 2016 Standard 6.3 Capabilities: extended-security, infolevel-passthru, large-files, large-readx, large-writex, level2-oplocks, lock-and-read, lwio, nt-find, nt-smb, nt-status, rpc-remote-api, unicode ``` ------------------ **3389:** ``` Remote Desktop Protocol \x03\x00\x00\x13\x0e\xd0\x00\x00\x124\x00\x02\x1f\x08\x00\x02\x00\x00\x00 Remote Desktop Protocol NTLM Info: OS: Windows 10/Windows Server 2016 OS Build: 10.0.14393 Target Name: WIN-I698G2JPMRK NetBIOS Domain Name: WIN-I698G2JPMRK NetBIOS Computer Name: WIN-I698G2JPMRK DNS Domain Name: WIN-I698G2JPMRK FQDN: WIN-I698G2JPMRK ; Administrator SES R Administrator FORTY ``` ------------------ **3389:** ```
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\x0b\x12\x7f\x15\x00@\x10\x05m\x0b\xf4f\x04\xd0\x04\xd0\x00\x01\x00\x02\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00

``` ------------------ **5985:** ``` HTTP/1.1 404 Not Found Content-Type: text/html; charset=us-ascii Server: Microsoft-HTTPAPI/2.0 Date: Thu, 08 Jun 2023 16:12:26 GMT Connection: close Content-Length: 315 WinRM NTLM Info: OS: Windows 10/Windows Server 2016 OS Build: 10.0.14393 Target Name: WIN-I698G2JPMRK NetBIOS Domain Name: WIN-I698G2JPMRK NetBIOS Computer Name: WIN-I698G2JPMRK DNS Domain Name: WIN-I698G2JPMRK FQDN: WIN-I698G2JPMRK ``` ------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '139.60.160.166'] 

Name

hrcbishtek.com 

Pattern Type

stix 

Pattern

[domain-name:value = 'hrcbishtek.com'] 

Name

717beedcd2431785a0f59d194e47970e9544fbf398d462a305f6ad9a1b1100cb 

Description

SHA256 of 96b95edc1a917912a3181d5105fd5bfad1344de0 

Pattern Type

stix 

TLP:CLEAR

25 Indicator



Pattern

[file:hashes.'SHA-256' = '717beedcd2431785a0f59d194e47970e9544fbf398d462a305f6ad9a1b1100cb'] 

Name

essadonio.com 

Pattern Type

stix 

Pattern

[domain-name:value = 'essadonio.com'] 

Name

ecorfan.org 

Pattern Type

stix 

Pattern

[domain-name:value = 'ecorfan.org'] 

Name

a1390a78533c47e55cc364e97af431117126d04a7faed49390210ea3e89dd0e1 

Pattern Type

stix 

TLP:CLEAR

26 Indicator



Pattern

[file:hashes.'SHA-256' = 'a1390a78533c47e55cc364e97af431117126d04a7faed49390210ea3e89dd0e1'] 

Name

92.118.36.199 

Description

**ISP:** Alviva Holding Limited **OS:** Windows (Build 10.0.14393) -------------------------- Hostnames: -------------------------- Domains: -------------------------- Services: **135:** ``` Microsoft RPC Endpoint Mapper d95afe70-a6d5-4259-822e-2c84da1ddb0d version: v1.0 protocol: [MS-RSP]: Remote Shutdown Protocol provider: wininit.exe ncacn_ip_tcp: 92.118.36.199:49664 ncalrpc: WindowsShutdown ncacn_np: \\WIN-8IGLKR28G7U\PIPE\InitShutdown ncalrpc: WMsgKRpc056BC0 76f226c3-ec14-4325-8a99-6a46348418af version: v1.0 provider: winlogon.exe ncalrpc: WindowsShutdown ncacn_np: \\WIN-8IGLKR28G7U\PIPE\InitShutdown ncalrpc: WMsgKRpc056BC0 ncalrpc: WMsgKRpc0B3761 ncalrpc: WMsgKRpc056B7542 fc48cd89-98d6-4628-9839-86f7a3e4161a version: v1.0 ncalrpc: LRPC-1c936a7e7ff7995d45 ncalrpc: dabrpc ncalrpc: csebpub ncalrpc: LRPC-8abb9f4f072a99508e ncalrpc: LRPC-f947fb5029ff2e0aae ncalrpc: OLE271993B14FFB85DA6301BBA8AC32 ncacn_np: \\WIN-8IGLKR28G7U\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-8b2e33f2b50ae5c840 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo 9b008953-f195-4bf9-bde0-4471971e58ed version: v1.0 ncalrpc: LRPC-1c936a7e7ff7995d45 ncalrpc: dabrpc ncalrpc: csebpub ncalrpc: LRPC-8abb9f4f072a99508e ncalrpc: LRPC-f947fb5029ff2e0aae ncalrpc: OLE271993B14FFB85DA6301BBA8AC32 ncacn_np: \\WIN-8IGLKR28G7U\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-8b2e33f2b50ae5c840 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo d09bdeb5-6171-4a34-bfe2-06fa82652568 version: v1.0 ncalrpc: csebpub ncalrpc: LRPC-8abb9f4f072a99508e ncalrpc: LRPC-f947fb5029ff2e0aae ncalrpc: OLE271993B14FFB85DA6301BBA8AC32 ncacn_np: \\WIN-8IGLKR28G7U\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-8b2e33f2b50ae5c840 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-f947fb5029ff2e0aae ncalrpc: OLE271993B14FFB85DA6301BBA8AC32 ncacn_np: \\WIN-8IGLKR28G7U\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-8b2e33f2b50ae5c840 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo ncalrpc: LRPC-3033c3a43aa50cbb2f ncalrpc: LRPC-f0e1291ef283628ffe ncalrpc: DeviceSetupManager ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 ncalrpc: LRPC-ce83936775b1b2ddad ncalrpc: dhcpcsvc6 ncalrpc: dhcpcsvc ncacn_ip_tcp: 92.118.36.199:49665 ncacn_np: \\WIN-8IGLKR28G7U\pipe\eventlog ncalrpc: eventlog 697dcda9-3ba9-4eb2-9247-e11f1901b0d2 version: v1.0 ncalrpc: LRPC-8abb9f4f072a99508e ncalrpc: LRPC-f947fb5029ff2e0aae ncalrpc: OLE271993B14FFB85DA6301BBA8AC32 ncacn_np: \\WIN-8IGLKR28G7U\pipe\LSM_API_service ncalrpc: LSMApi ncalrpc: LRPC-8b2e33f2b50ae5c840 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo c9ac6db5-82b7-4e55-ae8a-e464ed7b4277 version: v1.0 annotation: Impl friendly name provider: sysntfy.dll ncalrpc: LRPC-8b2e33f2b50ae5c840 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 ncalrpc: IUserProfile2 ncalrpc: IUserProfile2 857fb1be-084f-4fb5-b59c-4b2c4be5f0cf version: v1.0 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo b8cadbaf-e84b-46b9-84f2-6f71c03f9e55 version: v1.0 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo 20c40295-8dba-48e6-aebf-3e78ef3bb144 version: v1.0 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo 2513bcbe-6cd4-4348-855e-7efb3c336dd3 version: v1.0 ncalrpc: LRPC-a6994af75e476d8346 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo 88abcbc3-34ea-76ae-8215-767520655a23 version: v0.0 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo 76c217bc-c8b4-4201-a745-373ad9032b1a version: v1.0 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo 55e6b932-1979-45d6-90c5-7f6270724112 version: v1.0 ncalrpc: LRPC-4aab6b84ee593405b5 ncalrpc: actkernel ncalrpc: umpo 4dace966-a243-4450-ae3f-9b7bcb5315b8 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 1832bcf6-cab8-41d4-85d2-c9410764f75a version: v1.0 ncalrpc: actkernel ncalrpc: umpo c521facf-09a9-42c5-b155-72388595cbf0 version: v0.0 ncalrpc: actkernel ncalrpc: umpo 2c7fd9ce-e706-4b40-b412-953107ef9bb0 version: v0.0 ncalrpc: actkernel ncalrpc: umpo 0d3e2735-cea0-4ecc-a9e2-41a2d81aed4e version: v1.0 ncalrpc: actkernel ncalrpc: umpo c605f9fb-f0a3-4e2a-a073-73560f8d9e3e version: v1.0 ncalrpc: actkernel ncalrpc: umpo 1b37ca91-76b1-4f5e-a3c7-2abfc61f2bb0 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 8bfc3be1-6def-4e2d-af74-7c47cd0ade4a version: v1.0 ncalrpc: actkernel ncalrpc: umpo 2d98a740-581d-41b9-aa0d-a88b9d5ce938 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 5824833b-3c1a-4ad2-bdfd-c31d19e23ed2 version: v1.0 ncalrpc: actkernel ncalrpc: umpo bdaa0970-413b-4a3e-9e5d-

f6dc9d7e0760 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 3b338d89-6cfa-44b8-847e-531531bc9992 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 8782d3b9-ebbd-4644-a3d8-e8725381919b version: v1.0 ncalrpc: actkernel ncalrpc: umpo 085b0334-e454-4d91-9b8c-4134f9e793f3 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 4bec6bb8-b5c2-4b6f-b2c1-5da5cf92d0d9 version: v1.0 ncalrpc: actkernel ncalrpc: umpo 0767a036-0d22-48aa-ba69-b619480f38cb version: v1.0 annotation: PcaSvc provider: pcasvc.dll ncalrpc: LRPC-66afafff7357122976 ncalrpc: TSUMRPD_PRINT_DRV_LPC_API ncalrpc: OLEF3DE3626D1D5A8AB20E5E40B0CA1 ncalrpc: LRPC-55bd53e5f43c6b483f ncalrpc: LRPC-3033c3a43aa50cbb2f e40f7b57-7a25-4cd3-a135-7f7d3df9d16b version: v1.0 annotation: Network Connection Broker server endpoint ncalrpc: LRPC-66afafff7357122976 ncalrpc: TSUMRPD_PRINT_DRV_LPC_API ncalrpc: OLEF3DE3626D1D5A8AB20E5E40B0CA1 ncalrpc: LRPC-55bd53e5f43c6b483f ncalrpc: LRPC-3033c3a43aa50cbb2f 880fd55e-43b9-11e0-b1a8-cf4edfd72085 version: v1.0 annotation: KAPI Service endpoint ncalrpc: LRPC-66afafff7357122976 ncalrpc: TSUMRPD_PRINT_DRV_LPC_API ncalrpc: OLEF3DE3626D1D5A8AB20E5E40B0CA1 ncalrpc: LRPC-55bd53e5f43c6b483f ncalrpc: LRPC-3033c3a43aa50cbb2f 5222821f-d5e2-4885-84f1-5f6185a0ec41 version: v1.0 annotation: Network Connection Broker server endpoint for NCB Reset module ncalrpc: LRPC-55bd53e5f43c6b483f ncalrpc: LRPC-3033c3a43aa50cbb2f f3f09ffd-fbcf-4291-944d-70ad6e0e73bb version: v1.0 ncalrpc: LRPC-f4e68e29d9e4c41c68 2fb92682-6599-42dc-ae13-bd2ca89bd11c version: v1.0 annotation: Fw APIs provider: MPSSVC.dll ncalrpc: LRPC-e824c57f7c9bfbd88f ncalrpc: LRPC-a064847f1e0e0ae530 ncalrpc: LRPC-30b5df22f673182042 f47433c3-3e9d-4157-aad4-83aa1f5c2d4c version: v1.0 annotation: Fw APIs ncalrpc: LRPC-e824c57f7c9bfbd88f ncalrpc: LRPC-a064847f1e0e0ae530 ncalrpc: LRPC-30b5df22f673182042 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03 version: v1.0 annotation: Fw APIs provider: MPSSVC.dll ncalrpc: LRPC-e824c57f7c9bfbd88f ncalrpc: LRPC-a064847f1e0e0ae530 ncalrpc: LRPC-30b5df22f673182042 dd490425-5325-4565-b774-7e27d6c09c24 version: v1.0 annotation: Base Firewall Engine API provider: BFE.DLL ncalrpc: LRPC-a064847f1e0e0ae530 ncalrpc: LRPC-30b5df22f673182042 df4df73a-c52d-4e3a-8003-8437fdf8302a version: v0.0 annotation: WM_WindowManagerRPC\Server ncalrpc: LRPC-30b5df22f673182042 a398e520-d59a-4bdd-aa7a-3c1e0303a511 version: v1.0 annotation: IKE/Authip API provider: IKEEXT.DLL ncalrpc: LRPC-f0e1291ef283628ffe ncalrpc: DeviceSetupManager ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 fb9a3757-cff0-4db0-b9fc-bd6c131612fd version: v1.0 annotation: AppInfo ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 58e604e8-9adb-4d2e-a464-3b0683fb1480 version: v1.0 annotation: AppInfo provider: appinfo.dll ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 fd7a0523-dc70-43dd-9b2e-9c5ed48225b1 version: v1.0 annotation: AppInfo provider: appinfo.dll ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 5f54ce7d-5b79-4175-8584-cb65313a0e98 version: v1.0 annotation: AppInfo provider: appinfo.dll ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 201ef99a-7fa0-444c-9399-19ba84f12a1a version: v1.0 annotation: AppInfo provider: appinfo.dll ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1 version: v1.0 annotation: Adh APIs ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc:

OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 c36be077-e14b-4fe9-8abc-e856ef4f048b version: v1.0 annotation: Proxy Manager client server endpoint ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 2e6035b2-e8f1-41a7-a044-656b439c4c34 version: v1.0 annotation: Proxy Manager provider server endpoint ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 552d076a-cb29-4e44-8b6a-d15e59e2c0af version: v1.0 annotation: IP Transition Configuration endpoint provider: iphlpsvc.dll ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 0d3c7f20-1c8d-4654-a1b3-51563b298bda version: v1.0 annotation: UserMgrCli ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 b18fbab6-56f8-4702-84e0-41053293a869 version: v1.0 annotation: UserMgrCli ncalrpc: LRPC-aa909a4f3027263cd7 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 3a9ef155-691d-4449-8d05-09ad57031823 version: v1.0 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 86d35949-83c9-4044-b424-db363231fd0c version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: schedsvc.dll ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 33d84484-3626-47ee-8c6f-e7e98b113be1 version: v2.0 ncalrpc: LRPC-79ac14a7a99dade3d8 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 29770a8f-829b-4158-90a2-78cd488501f7 version: v1.0 ncacn_ip_tcp: 92.118.36.199:49666 ncacn_np: \\WIN-8IGLKR28G7U\pipe\SessEnvPublicRpc ncalrpc: SessEnvPrivateRpc ncalrpc: ubpmtaskhostchannel ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 378e52b0-c0a9-11cf-822d-00aa0051e40f version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: taskcomp.dll ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 1ff70682-0a51-30e8-076d-740be8cee98b version: v1.0 protocol: [MS-TSCH]: Task Scheduler Service Remoting Protocol provider: taskcomp.dll ncacn_np: \\WIN-8IGLKR28G7U\PIPE\atsvc ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53 version: v1.0 provider: schedsvc.dll ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 30b044a5-a225-43f0-b3a4-e060df91f9c1 version: v1.0 provider: certprop.dll ncalrpc: LRPC-4d8da000a9a258b962 ncalrpc: senssvc ncalrpc: OLEE7289871094EDD227377B0552B23 ncalrpc: IUserProfile2 2eb08e3e-639f-4fba-97b1-14f878961076 version: v1.0 annotation: Group Policy RPC Interface provider: gpsvc.dll ncalrpc: LRPC-edbc4d76899308a006 30adc50c-5cbc-46ce-9a0e-91914789e23c version: v1.0 annotation: NRP server endpoint provider: nrpsrv.dll ncalrpc: LRPC-34a212555763afefae ncalrpc: LRPC-f4d497a2c5cd08d005 ncalrpc: LRPC-ce83936775b1b2ddad ncalrpc: dhcpcsvc6 ncalrpc: dhcpcsvc ncacn_ip_tcp: 92.118.36.199:49665 ncacn_np: \\WIN-8IGLKR28G7U\pipe\eventlog ncalrpc: eventlog a500d4c6-0dd1-4543-bc0c-d5f93486eaf8 version: v1.0 ncalrpc: LRPC-f4d497a2c5cd08d005 ncalrpc: LRPC-ce83936775b1b2ddad ncalrpc: dhcpcsvc6 ncalrpc: dhcpcsvc

ncacn_ip_tcp: 92.118.36.199:49665 ncacn_np: \\WIN-8IGLKR28G7U\pipe\eventlog ncalrpc: eventlog 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6 version: v1.0 annotation: DHCPv6 Client LRPC Endpoint provider: dhcpcsvc6.dll ncalrpc: dhcpcsvc6 ncalrpc: dhcpcsvc ncacn_ip_tcp: 92.118.36.199:49665 ncacn_np: \\WIN-8IGLKR28G7U\pipe\eventlog ncalrpc: eventlog 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5 version: v1.0 annotation: DHCP Client LRPC Endpoint provider: dhcpcsvc.dll ncalrpc: dhcpcsvc ncacn_ip_tcp: 92.118.36.199:49665 ncacn_np: \\WIN-8IGLKR28G7U\pipe\eventlog ncalrpc: eventlog f6beaff7-1e19-4fbb-9f8f-b89e2018337c version: v1.0 annotation: Event log TCPIP protocol: [MS-EVEN6]: EventLog Remoting Protocol provider: wevtsvc.dll ncacn_ip_tcp: 92.118.36.199:49665 ncacn_np: \\WIN-8IGLKR28G7U\pipe\eventlog ncalrpc: eventlog 3473dd4d-2e88-4006-9cba-22570909dd10 version: v5.256 annotation: WinHttp Auto-Proxy Service ncacn_np: \\WIN-8IGLKR28G7U\PIPE\W32TIME_ALT ncalrpc: W32TIME_ALT ncalrpc: LRPC-cbeb2b85f8ce1d2cbe ncalrpc: OLE1EB4962AB7D08AEB332968F199CF 7ea70bcf-48af-4f6a-8968-6a440754d5fa version: v1.0 annotation: NSI server endpoint provider: nsisvc.dll ncalrpc: LRPC-cbeb2b85f8ce1d2cbe ncalrpc: OLE1EB4962AB7D08AEB332968F199CF 7aeb6705-3ae6-471a-882d-f39c109edc12 version: v1.0 ncalrpc: LRPC-aec7dbbc65ab79d421 e7f76134-9ef5-4949-a2d6-3368cc0988f3 version: v1.0 ncalrpc: LRPC-aec7dbbc65ab79d421 b3781086-6a54-489b-91c8-51d067172ab7 version: v1.0 ncalrpc: LRPC-aec7dbbc65ab79d421 b37f900a-eae4-4304-a2ab-12bb668c0188 version: v1.0 ncalrpc: LRPC-aec7dbbc65ab79d421 abfb6ca3-0c5e-4734-9285-0aee72fe8d1c version: v1.0 ncalrpc: LRPC-aec7dbbc65ab79d421 7f1343fe-50a9-4927-a778-0c5859517bac version: v1.0 annotation: DfsDs service ncacn_np: \\WIN-8IGLKR28G7U\PIPE\wkssvc ncalrpc: nlaplg ncalrpc: LRPC-dacff00ef3f422818f eb081a0d-10ee-478a-a1dd-50995283e7a8 version: v3.0 annotation: Witness Client Test Interface ncalrpc: LRPC-dacff00ef3f422818f f2c9b409-c1c9-4100-8639-d8ab1486694a version: v1.0 annotation: Witness Client Upcall Server ncalrpc: LRPC-dacff00ef3f422818f 76f03f96-cdfd-44fc-a22c-64950a001209 version: v1.0 protocol: [MS-PAR]: Print System Asynchronous Remote Protocol provider: spoolsv.exe ncacn_ip_tcp: 92.118.36.199:49667 ncalrpc: LRPC-5473f62784c16620eb 4a452661-8290-4b36-8fbe-7f4093a94978 version: v1.0 provider: spoolsv.exe ncacn_ip_tcp: 92.118.36.199:49667 ncalrpc: LRPC-5473f62784c16620eb ae33069b-a2a8-46ee-a235-ddfd339be281 version: v1.0 protocol: [MS-PAN]: Print System Asynchronous Notification Protocol provider: spoolsv.exe ncacn_ip_tcp: 92.118.36.199:49667 ncalrpc: LRPC-5473f62784c16620eb 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1 version: v1.0 protocol: [MS-PAN]: Print System Asynchronous Notification Protocol provider: spoolsv.exe ncacn_ip_tcp: 92.118.36.199:49667 ncalrpc: LRPC-5473f62784c16620eb 12345678-1234-abcd-ef00-0123456789ab version: v1.0 protocol: [MS-RPRN]: Print System Remote Protocol provider: spoolsv.exe ncacn_ip_tcp: 92.118.36.199:49667 ncalrpc: LRPC-5473f62784c16620eb 1a0d010f-1c33-432c-b0f5-8cf4e8053099 version: v1.0 annotation: IdSegSrv service ncalrpc: LRPC-d2314a74821d403565 98716d03-89ac-44c7-bb8c-285824e51c4a version: v1.0 annotation: XactSrv service provider: srvsvc.dll ncalrpc: LRPC-d2314a74821d403565 367abb81-9844-35f1-ad32-98f038001003 version: v2.0 protocol: [MS-SCMR]: Service Control Manager Remote Protocol provider: services.exe ncacn_ip_tcp: 92.118.36.199:49668 e38f5360-8572-473e-b696-1b46873beeab version: v1.0 ncalrpc: LRPC-13156f59ee01a4f867 4c9dbf19-d39e-4bb9-90ee-8f7179b20283 version: v1.0 ncalrpc: LRPC-13156f59ee01a4f867 51a227ae-825b-41f2-b4a9-1ac9557a1018 version: v1.0 annotation: Ngc Pop Key Service ncacn_ip_tcp: 92.118.36.199:49671 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-8IGLKR28G7U\pipe\lsass 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b version: v1.0 annotation: Ngc Pop Key Service ncacn_ip_tcp: 92.118.36.199:49671 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-8IGLKR28G7U\pipe\lsass b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86 version: v2.0 annotation: KeyIso ncacn_ip_tcp: 92.118.36.199:49671 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-8IGLKR28G7U\pipe\lsass 12345778-1234-abcd-ef00-0123456789ac version: v1.0 protocol: [MS-SAMR]: Security Account Manager (SAM) Remote Protocol provider: samsrv.dll ncacn_ip_tcp: 92.118.36.199:49671 ncalrpc: samss lpc ncalrpc: SidKey Local End Point ncalrpc: protected_storage ncalrpc: lsasspirpc ncalrpc: lsapolicylookup ncalrpc: LSA_EAS_ENDPOINT ncalrpc: LSA_IDPEXT_ENDPOINT ncalrpc: lsacap ncalrpc: LSARPC_ENDPOINT ncalrpc: securityevent ncalrpc: audit ncacn_np: \\WIN-8IGLKR28G7U\pipe\lsass 906b0ce0-c70b-1067-b317-00dd010662da version: v1.0 protocol: [MS-CMPO]: MSDTC Connection Manager: provider: msdtcprx.dll ncalrpc: LRPC-8446c31189f42b223d ncalrpc: LRPC-8446c31189f42b223d ncalrpc: LRPC-8446c31189f42b223d 12e65dd8-887f-41ef-91bf-8d816c42c2e7 version: v1.0 annotation: Secure

Desktop LRPC interface provider: winlogon.exe ncalrpc: WMsgKRpc056B7542 b1ef227e-dfa5-421e-82bb-67a6a129c496 version: v0.0 ncalrpc: LRPC-61c7a8e2dcc9dd19af ncalrpc: OLE3E12003C4FDC2B99F7F85A1A544A 0fc77b1a-95d8-4a2e-a0c0-cff54237462b version: v0.0 ncalrpc: LRPC-61c7a8e2dcc9dd19af ncalrpc: OLE3E12003C4FDC2B99F7F85A1A544A 8ec21e98-b5ce-4916-a3d6-449fa428a007 version: v0.0 ncalrpc: LRPC-61c7a8e2dcc9dd19af ncalrpc: OLE3E12003C4FDC2B99F7F85A1A544A 923c9623-db7f-4b34-9e6d-e86580f8ca2a version: v1.0 ncalrpc: LRPC-c522a2a0797914007a ncalrpc: OLEEDBE0462FF57D731CB5265F168E6 0c53aa2e-fb1c-49c5-bfb6-c54f8e5857cd version: v1.0 ncalrpc: LRPC-c522a2a0797914007a ncalrpc: OLEEDBE0462FF57D731CB5265F168E6 6b5bdd1e-528c-422c-af8c-a4079be4fe48 version: v1.0 annotation: Remote Fw APIs protocol: [MS-FASP]: Firewall and Advanced Security Protocol provider: FwRemoteSvr.dll ncacn_ip_tcp: 92.118.36.199:49948 4b112204-0e19-11d3-b42b-0000f81feb9f version: v1.0 provider: ssdpsrv.dll ncalrpc: LRPC-d69c32cef2e75f2e74 d2716e94-25cb-4820-bc15-537866578562 version: v1.0 ncalrpc: OLEEDBE0462FF57D731CB5265F168E6 ncalrpc: LRPC-c522a2a0797914007a ``` ------------------ **137:** ``` NetBIOS Response: Server Name: WIN-8IGLKR28G7U MAC Address: AC:1F:6B:92:D7:B4 Names: WIN-8IGLKR28G7U <0x20> WIN-8IGLKR28G7U <0x0> WORKGROUP <0x0> ``` ------------------ **445:** ``` SMB Status: Authentication: enabled SMB Version: 1 OS: Windows Server 2016 Standard 14393 Software: Windows Server 2016 Standard 6.3 Capabilities: extended-security, infolevel-passthru, large-files, large-readx, large-writex, level2-oplocks, lock-and-read, lwio, nt-find, nt-smb, nt-status, rpc-remote-api, unicode ``` ------------------ **3389:** ``` Remote Desktop Protocol \x03\x00\x00\x13\x0e\xd0\x00\x00\x124\x00\x02\x1f\x08\x00\x02\x00\x00\x00 Remote Desktop Protocol NTLM Info: OS: Windows 10/Windows Server 2016 OS Build: 10.0.14393 Target Name: WIN-8IGLKR28G7U NetBIOS Domain Name: WIN-8IGLKR28G7U NetBIOS Computer Name: WIN-8IGLKR28G7U DNS Domain Name: WIN-8IGLKR28G7U FQDN: WIN-8IGLKR28G7U ; Administrator SES ``` ------------------ **5985:** ``` HTTP/1.1 404 Not Found Content-Type: text/html; charset=us-ascii Server: Microsoft-HTTPAPI/2.0 Date: Fri, 09 Jun 2023 13:09:52 GMT Connection: close Content-Length: 315 WinRM NTLM Info: OS: Windows 10/Windows Server 2016 OS Build: 10.0.14393 Target Name: WIN-8IGLKR28G7U NetBIOS Domain Name: WIN-8IGLKR28G7U NetBIOS Computer Name: WIN-8IGLKR28G7U DNS Domain Name: WIN-8IGLKR28G7U FQDN: WIN-8IGLKR28G7U ``` ------------------ 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '92.118.36.199'] 

Name

121a1f64fff22c4bfcef3f11a23956ed403cdeb9bdb803f9c42763087bd6d94e 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' = '121a1f64fff22c4bfcef3f11a23956ed403cdeb9bdb803f9c42763087bd6d94e'] 

TLP:CLEAR

27 Indicator



Name

81.19.135.30 

Description

CC=RU ASN=AS209588 Flyservers S.A. 

Pattern Type

stix 

Pattern

[ipv4-addr:value = '81.19.135.30'] 

TLP:CLEAR

28 Indicator



Domain-Name

Value

essadonio.com 

hrcbishtek.com 

ecorfan.org 

TLP:CLEAR

29 Domain-Name



StixFile

Value

121a1f64fff22c4bfcef3f11a23956ed403cdeb9bdb803f9c42763087bd6d94e 

a1390a78533c47e55cc364e97af431117126d04a7faed49390210ea3e89dd0e1 

c92c158d7c37fea795114fa6491fe5f145ad2f8c08776b18ae79db811e8e36a3 

717beedcd2431785a0f59d194e47970e9544fbf398d462a305f6ad9a1b1100cb 

TLP:CLEAR

30 StixFile



IPv4-Addr

Value

139.60.160.166 

92.118.36.199 

5.188.86.18 

81.19.135.30 

45.182.189.71 

TLP:CLEAR

31 IPv4-Addr



External References

• https://otx.alienvault.com/pulse/64877fcf823431cc11354174

• https://thedfirreport.com/2023/06/12/a-truly-graceful-wipe-out/

TLP:CLEAR

32 External References

https://otx.alienvault.com/pulse/64877fcf823431cc11354174
https://thedfirreport.com/2023/06/12/a-truly-graceful-wipe-out/
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