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Overview

Description 

On May 31, Progress Software posted a notification alerting customers of a critical Structured

Query Language injection (SQLi) vulnerability (CVE-2023-34362) in their MOVEit Transfer product.

MOVEit Transfer is a managed file transfer (MFT) application intended to provide secure

collaboration and automated file transfers of sensitive data. In all cases the vulnerability was

being exploited to upload a web shell onto the MOVEit Transfer server. The web shell also

allowed threat actors to enumerate files and folders on the MOVEit Transfer server, read

configuration information, download files, and create or delete MOVEit server user accounts. 

Confidence 

This value represents the confidence in the correctness of the data contained within this report. 

15 / 100 

TLP:CLEAR

3 Overview



Attack-Pattern

Name

Input Injection 

ID

T1516 

Description

A malicious application can inject input to the user interface to mimic user interaction

through the abuse of Android's accessibility APIs. [Input Injection](https://attack.mitre.org/

techniques/T1516) can be achieved using any of the following methods: * Mimicking user

clicks on the screen, for example to steal money from a user's PayPal account.(Citation:

android-trojan-steals-paypal-2fa) * Injecting global actions, such as

`GLOBAL_ACTION_BACK` (programatically mimicking a physical back button press), to

trigger actions on behalf of the user.(Citation: Talos Gustuff Apr 2019) * Inserting input into

text fields on behalf of the user. This method is used legitimately to auto-fill text fields by

applications such as password managers.(Citation: bitwarden autofill logins) 

Name

Exploitation of Remote Services 

ID

T1210 
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Description

Adversaries may exploit remote services to gain unauthorized access to internal systems

once inside of a network. Exploitation of a software vulnerability occurs when an adversary

takes advantage of a programming error in a program, service, or within the operating

system software or kernel itself to execute adversary-controlled code. A common goal for

post-compromise exploitation of remote services is for lateral movement to enable access

to a remote system. An adversary may need to determine if the remote system is in a

vulnerable state, which may be done through [Network Service Discovery](https://

attack.mitre.org/techniques/T1046) or other Discovery methods looking for common,

vulnerable software that may be deployed in the network, the lack of certain patches that

may indicate vulnerabilities, or security software that may be used to detect or contain

remote exploitation. Servers are likely a high value target for lateral movement

exploitation, but endpoint systems may also be at risk if they provide an advantage or

access to additional resources. There are several well-known vulnerabilities that exist in

common services such as SMB (Citation: CIS Multiple SMB Vulnerabilities) and RDP

(Citation: NVD CVE-2017-0176) as well as applications that may be used within internal

networks such as MySQL (Citation: NVD CVE-2016-6662) and web server services.(Citation:

NVD CVE-2014-7169) Depending on the permissions level of the vulnerable remote service

an adversary may achieve [Exploitation for Privilege Escalation](https://attack.mitre.org/

techniques/T1068) as a result of lateral movement exploitation as well. 

Name

Obfuscated Files or Information 

ID

T1027 

Description

Adversaries may attempt to make an executable or file difficult to discover or analyze by

encrypting, encoding, or otherwise obfuscating its contents on the system or in transit.

This is common behavior that can be used across different platforms and the network to

evade defenses. Payloads may be compressed, archived, or encrypted in order to avoid

detection. These payloads may be used during Initial Access or later to mitigate detection.

Sometimes a user's action may be required to open and [Deobfuscate/Decode Files or

Information](https://attack.mitre.org/techniques/T1140) for [User Execution](https://

attack.mitre.org/techniques/T1204). The user may also be required to input a password to
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open a password protected compressed/encrypted file that was provided by the adversary.

(Citation: Volexity PowerDuke November 2016) Adversaries may also use compressed or

archived scripts, such as JavaScript. Portions of files can also be encoded to hide the

plain-text strings that would otherwise help defenders with discovery. (Citation: Linux/

Cdorked.A We Live Security Analysis) Payloads may also be split into separate, seemingly

benign files that only reveal malicious functionality when reassembled. (Citation: Carbon

Black Obfuscation Sept 2016) Adversaries may also abuse [Command Obfuscation](https://

attack.mitre.org/techniques/T1027/010) to obscure commands executed from payloads or

directly via [Command and Scripting Interpreter](https://attack.mitre.org/techniques/

T1059). Environment variables, aliases, characters, and other platform/language specific

semantics can be used to evade signature based detections and application control

mechanisms. (Citation: FireEye Obfuscation June 2017) (Citation: FireEye Revoke-

Obfuscation July 2017)(Citation: PaloAlto EncodedCommand March 2017) 

Name

Account Manipulation 

ID

T1098 

Description

Adversaries may manipulate accounts to maintain access to victim systems. Account

manipulation may consist of any action that preserves adversary access to a compromised

account, such as modifying credentials or permission groups. These actions could also

include account activity designed to subvert security policies, such as performing iterative

password updates to bypass password duration policies and preserve the life of

compromised credentials. In order to create or manipulate accounts, the adversary must

already have sufficient permissions on systems or the domain. However, account

manipulation may also lead to privilege escalation where modifications grant access to

additional roles, permissions, or higher-privileged [Valid Accounts](https://

attack.mitre.org/techniques/T1078). 

Name

File and Directory Discovery 
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ID

T1083 

Description

Adversaries may enumerate files and directories or may search in specific locations of a

host or network share for certain information within a file system. Adversaries may use the

information from [File and Directory Discovery](https://attack.mitre.org/techniques/T1083)

during automated discovery to shape follow-on behaviors, including whether or not the

adversary fully infects the target and/or attempts specific actions. Many command shell

utilities can be used to obtain this information. Examples include `dir`, `tree`, `ls`, `find`,

and `locate`.(Citation: Windows Commands JPCERT) Custom tools may also be used to

gather file and directory information and interact with the [Native API](https://

attack.mitre.org/techniques/T1106). Adversaries may also leverage a [Network Device CLI]

(https://attack.mitre.org/techniques/T1059/008) on network devices to gather file and

directory information (e.g. `dir`, `show flash`, and/or `nvram`).(Citation: US-CERT-TA18-106A) 
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Indicator

Name

3c0dbda8a5500367c22ca224919bfc87d725d890756222c8066933286f26494c 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'3c0dbda8a5500367c22ca224919bfc87d725d890756222c8066933286f26494c'] 

Name

2413b5d0750c23b07999ec33a5b4930be224b661aaf290a0118db803f31acbc5 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'2413b5d0750c23b07999ec33a5b4930be224b661aaf290a0118db803f31acbc5'] 

Name
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929bf317a41b187cf17f6958c5364f9c5352003edca78a75ee33b43894876c62 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'929bf317a41b187cf17f6958c5364f9c5352003edca78a75ee33b43894876c62'] 

Name

f3543cd16de13214124bd7c91033c3cd3bbcf6587871257e699fd89df96fd86f 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'f3543cd16de13214124bd7c91033c3cd3bbcf6587871257e699fd89df96fd86f'] 

Name

bdd4fa8e97e5e6eaaac8d6178f1cf4c324b9c59fc276fd6b368e811b327ccf8b 

Pattern Type

stix 

Pattern
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[file:hashes.'SHA-256' =

'bdd4fa8e97e5e6eaaac8d6178f1cf4c324b9c59fc276fd6b368e811b327ccf8b'] 

Name

5b566de1aa4b2f79f579cdac6283b33e98fdc8c1cfa6211a787f8156848d67ff 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'5b566de1aa4b2f79f579cdac6283b33e98fdc8c1cfa6211a787f8156848d67ff'] 

Name

348e435196dd795e1ec31169bd111c7ec964e5a6ab525a562b17f10de0ab031d 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'348e435196dd795e1ec31169bd111c7ec964e5a6ab525a562b17f10de0ab031d'] 

Name

702421bcee1785d93271d311f0203da34cc936317e299575b06503945a6ea1e0 

Pattern Type
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stix 

Pattern

[file:hashes.'SHA-256' =

'702421bcee1785d93271d311f0203da34cc936317e299575b06503945a6ea1e0'] 

Name

9e89d9f045664996067a05610ea2b0ad4f7f502f73d84321fb07861348fdc24a 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'9e89d9f045664996067a05610ea2b0ad4f7f502f73d84321fb07861348fdc24a'] 

Name

b9a0baf82feb08e42fa6ca53e9ec379e79fbe8362a7dac6150eb39c2d33d94ad 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'b9a0baf82feb08e42fa6ca53e9ec379e79fbe8362a7dac6150eb39c2d33d94ad'] 

Name
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387cee566aedbafa8c114ed1c6b98d8b9b65e9f178cf2f6ae2f5ac441082747a 

Description

SHA256 of 44d8e68c7c4e04ed3adacb5a88450552 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'387cee566aedbafa8c114ed1c6b98d8b9b65e9f178cf2f6ae2f5ac441082747a'] 

Name

6e1d3b5fcb4de48e1e06a68686817d13533f9740e315f4378bb5b9ef1fd1c7a9 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'6e1d3b5fcb4de48e1e06a68686817d13533f9740e315f4378bb5b9ef1fd1c7a9'] 

Name

93137272f3654d56b9ce63bec2e40dd816c82fb6bad9985bed477f17999a47db 

Pattern Type

stix 
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Pattern

[file:hashes.'SHA-256' =

'93137272f3654d56b9ce63bec2e40dd816c82fb6bad9985bed477f17999a47db'] 

Name

cf23ea0d63b4c4c348865cefd70c35727ea8c82ba86d56635e488d816e60ea45 

Description

SHA256 of b69e23cd45c8ac71652737ef44e15a34 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'cf23ea0d63b4c4c348865cefd70c35727ea8c82ba86d56635e488d816e60ea45'] 

Name

ea433739fb708f5d25c937925e499c8d2228bf245653ee89a6f3d26a5fd00b7a 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'ea433739fb708f5d25c937925e499c8d2228bf245653ee89a6f3d26a5fd00b7a'] 
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Name

3a977446ed70b02864ef8cfa3135d8b134c93ef868a4cc0aa5d3c2a74545725b 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'3a977446ed70b02864ef8cfa3135d8b134c93ef868a4cc0aa5d3c2a74545725b'] 

Name

e8012a15b6f6b404a33f293205b602ece486d01337b8b3ec331cd99ccadb562e 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'e8012a15b6f6b404a33f293205b602ece486d01337b8b3ec331cd99ccadb562e'] 

Name

b1c299a9fe6076f370178de7b808f36135df16c4e438ef6453a39565ff2ec272 

Pattern Type

stix 

Pattern

TLP:CLEAR
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[file:hashes.'SHA-256' =

'b1c299a9fe6076f370178de7b808f36135df16c4e438ef6453a39565ff2ec272'] 

Name

24c7fae1b7c02ebd84cc3c78553fb3a68d0466575abea4c92b2f792b47c41ef3 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'24c7fae1b7c02ebd84cc3c78553fb3a68d0466575abea4c92b2f792b47c41ef3'] 

Name

d477ec94e522b8d741f46b2c00291da05c72d21c359244ccb1c211c12b635899 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'd477ec94e522b8d741f46b2c00291da05c72d21c359244ccb1c211c12b635899'] 

Name

f0d85b65b9f6942c75271209138ab24a73da29a06bc6cc4faeddcb825058c09d 

Pattern Type

TLP:CLEAR
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stix 

Pattern

[file:hashes.'SHA-256' =

'f0d85b65b9f6942c75271209138ab24a73da29a06bc6cc4faeddcb825058c09d'] 

Name

daaa102d82550f97642887514093c98ccd51735e025995c2cc14718330a856f4 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'daaa102d82550f97642887514093c98ccd51735e025995c2cc14718330a856f4'] 

Name

d49cf23d83b2743c573ba383bf6f3c28da41ac5f745cde41ef8cd1344528c195 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'd49cf23d83b2743c573ba383bf6f3c28da41ac5f745cde41ef8cd1344528c195'] 

Name

TLP:CLEAR
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c82059564d6e7a6f56d3b1597cdfe98dfc4e30a2050024bd744f12a3ef237bb5 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'c82059564d6e7a6f56d3b1597cdfe98dfc4e30a2050024bd744f12a3ef237bb5'] 

Name

7a8f53c4143bacd2104ccd07a6be68d76cda1a6985b8573b7735858a542178bb 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'7a8f53c4143bacd2104ccd07a6be68d76cda1a6985b8573b7735858a542178bb'] 

Name

2931994f3bde59c3d9da53e0062e4d993dc6fc655a1bd325e90af6dc494ed1fa 

Pattern Type

stix 

Pattern

TLP:CLEAR

17 Indicator



[file:hashes.'SHA-256' =

'2931994f3bde59c3d9da53e0062e4d993dc6fc655a1bd325e90af6dc494ed1fa'] 

Name

4359aead416b1b2df8ad9e53c497806403a2253b7e13c03317fc08ad3b0b95bf 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'4359aead416b1b2df8ad9e53c497806403a2253b7e13c03317fc08ad3b0b95bf'] 

Name

87ebfaf36fc7031bec477c70a86cb746811264f530d8af419767b9755e2b43e3 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'87ebfaf36fc7031bec477c70a86cb746811264f530d8af419767b9755e2b43e3'] 

Name

9d1723777de67bc7e11678db800d2a32de3bcd6c40a629cd165e3f7bbace8ead 

Pattern Type

TLP:CLEAR

18 Indicator



stix 

Pattern

[file:hashes.'SHA-256' =

'9d1723777de67bc7e11678db800d2a32de3bcd6c40a629cd165e3f7bbace8ead'] 

Name

a1269294254e958e0e58fc0fe887ebbc4201d5c266557f09c3f37542bd6d53d7 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'a1269294254e958e0e58fc0fe887ebbc4201d5c266557f09c3f37542bd6d53d7'] 

Name

fe5f8388ccea7c548d587d1e2843921c038a9f4ddad3cb03f3aa8a45c29c6a2f 

Description

SHA256 of a85299f78ab5dd05e7f0f11ecea165ea 

Pattern Type

stix 

Pattern

TLP:CLEAR

19 Indicator



[file:hashes.'SHA-256' =

'fe5f8388ccea7c548d587d1e2843921c038a9f4ddad3cb03f3aa8a45c29c6a2f'] 

Name

de4ad0052c273649e0aca573e30c55576f5c1de7d144d1d27b5d4808b99619cd 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'de4ad0052c273649e0aca573e30c55576f5c1de7d144d1d27b5d4808b99619cd'] 

Name

0ea05169d111415903a1098110c34cdbbd390c23016cd4e179dd9ef507104495 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'0ea05169d111415903a1098110c34cdbbd390c23016cd4e179dd9ef507104495'] 

Name

3ff0719da7991a38f508e72e32412a1ee498241bf84f65e973d6e93dc8fd1f66 

Pattern Type

TLP:CLEAR
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stix 

Pattern

[file:hashes.'SHA-256' =

'3ff0719da7991a38f508e72e32412a1ee498241bf84f65e973d6e93dc8fd1f66'] 

Name

c77438e8657518221613fbce451c664a75f05beea2184a3ae67f30ea71d34f37 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'c77438e8657518221613fbce451c664a75f05beea2184a3ae67f30ea71d34f37'] 

Name

c56bcb513248885673645ff1df44d3661a75cfacdce485535da898aa9ba320d4 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'c56bcb513248885673645ff1df44d3661a75cfacdce485535da898aa9ba320d4'] 

Name

TLP:CLEAR
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bd45234763ef62f05d14b78c6497ed90706a271fad3b16a4ee6d99d178beedf3 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'bd45234763ef62f05d14b78c6497ed90706a271fad3b16a4ee6d99d178beedf3'] 

Name

ba2cf96fc5884cd69ecfe5d73f872958159a12b02ca610223f089ee0b6c3d25d 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'ba2cf96fc5884cd69ecfe5d73f872958159a12b02ca610223f089ee0b6c3d25d'] 

Name

6015fed13c5510bbb89b0a5302c8b95a5b811982ff6de9930725c4630ec4011d 

Pattern Type

stix 

Pattern

TLP:CLEAR
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[file:hashes.'SHA-256' =

'6015fed13c5510bbb89b0a5302c8b95a5b811982ff6de9930725c4630ec4011d'] 

Name

f994063b9fea6e4b401ee542f6b6d8d6d3b9e5082b5313adbd02c55dc6b4feb7 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'f994063b9fea6e4b401ee542f6b6d8d6d3b9e5082b5313adbd02c55dc6b4feb7'] 

Name

3ab73ea9aebf271e5f3ed701286701d0be688bf7ad4fb276cb4fbe35c8af8409 

Pattern Type

stix 

Pattern

[file:hashes.'SHA-256' =

'3ab73ea9aebf271e5f3ed701286701d0be688bf7ad4fb276cb4fbe35c8af8409'] 

TLP:CLEAR
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Malware

Name

Cl0p 
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StixFile

Value

929bf317a41b187cf17f6958c5364f9c5352003edca78a75ee33b43894876c62 

f0d85b65b9f6942c75271209138ab24a73da29a06bc6cc4faeddcb825058c09d 

3a977446ed70b02864ef8cfa3135d8b134c93ef868a4cc0aa5d3c2a74545725b 

3c0dbda8a5500367c22ca224919bfc87d725d890756222c8066933286f26494c 

2413b5d0750c23b07999ec33a5b4930be224b661aaf290a0118db803f31acbc5 

348e435196dd795e1ec31169bd111c7ec964e5a6ab525a562b17f10de0ab031d 

3ff0719da7991a38f508e72e32412a1ee498241bf84f65e973d6e93dc8fd1f66 

24c7fae1b7c02ebd84cc3c78553fb3a68d0466575abea4c92b2f792b47c41ef3 

de4ad0052c273649e0aca573e30c55576f5c1de7d144d1d27b5d4808b99619cd 

f994063b9fea6e4b401ee542f6b6d8d6d3b9e5082b5313adbd02c55dc6b4feb7 

7a8f53c4143bacd2104ccd07a6be68d76cda1a6985b8573b7735858a542178bb 

87ebfaf36fc7031bec477c70a86cb746811264f530d8af419767b9755e2b43e3 

ba2cf96fc5884cd69ecfe5d73f872958159a12b02ca610223f089ee0b6c3d25d 

TLP:CLEAR
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b1c299a9fe6076f370178de7b808f36135df16c4e438ef6453a39565ff2ec272 

fe5f8388ccea7c548d587d1e2843921c038a9f4ddad3cb03f3aa8a45c29c6a2f 

387cee566aedbafa8c114ed1c6b98d8b9b65e9f178cf2f6ae2f5ac441082747a 

4359aead416b1b2df8ad9e53c497806403a2253b7e13c03317fc08ad3b0b95bf 

3ab73ea9aebf271e5f3ed701286701d0be688bf7ad4fb276cb4fbe35c8af8409 

c56bcb513248885673645ff1df44d3661a75cfacdce485535da898aa9ba320d4 

5b566de1aa4b2f79f579cdac6283b33e98fdc8c1cfa6211a787f8156848d67ff 

b9a0baf82feb08e42fa6ca53e9ec379e79fbe8362a7dac6150eb39c2d33d94ad 

2931994f3bde59c3d9da53e0062e4d993dc6fc655a1bd325e90af6dc494ed1fa 

cf23ea0d63b4c4c348865cefd70c35727ea8c82ba86d56635e488d816e60ea45 

ea433739fb708f5d25c937925e499c8d2228bf245653ee89a6f3d26a5fd00b7a 

bdd4fa8e97e5e6eaaac8d6178f1cf4c324b9c59fc276fd6b368e811b327ccf8b 

f3543cd16de13214124bd7c91033c3cd3bbcf6587871257e699fd89df96fd86f 

d477ec94e522b8d741f46b2c00291da05c72d21c359244ccb1c211c12b635899 

a1269294254e958e0e58fc0fe887ebbc4201d5c266557f09c3f37542bd6d53d7 

6e1d3b5fcb4de48e1e06a68686817d13533f9740e315f4378bb5b9ef1fd1c7a9 

702421bcee1785d93271d311f0203da34cc936317e299575b06503945a6ea1e0 

9e89d9f045664996067a05610ea2b0ad4f7f502f73d84321fb07861348fdc24a 

TLP:CLEAR
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93137272f3654d56b9ce63bec2e40dd816c82fb6bad9985bed477f17999a47db 

c77438e8657518221613fbce451c664a75f05beea2184a3ae67f30ea71d34f37 

e8012a15b6f6b404a33f293205b602ece486d01337b8b3ec331cd99ccadb562e 

0ea05169d111415903a1098110c34cdbbd390c23016cd4e179dd9ef507104495 

c82059564d6e7a6f56d3b1597cdfe98dfc4e30a2050024bd744f12a3ef237bb5 

d49cf23d83b2743c573ba383bf6f3c28da41ac5f745cde41ef8cd1344528c195 

9d1723777de67bc7e11678db800d2a32de3bcd6c40a629cd165e3f7bbace8ead 

6015fed13c5510bbb89b0a5302c8b95a5b811982ff6de9930725c4630ec4011d 

bd45234763ef62f05d14b78c6497ed90706a271fad3b16a4ee6d99d178beedf3 

daaa102d82550f97642887514093c98ccd51735e025995c2cc14718330a856f4 

TLP:CLEAR
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External References

• 
https://unit42.paloaltonetworks.com/threat-brief-moveit-cve-2023-34362/

• 
https://otx.alienvault.com/pulse/648075655dea5621190d8e57

TLP:CLEAR

28 External References

https://unit42.paloaltonetworks.com/threat-brief-moveit-cve-2023-34362/
https://otx.alienvault.com/pulse/648075655dea5621190d8e57
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